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Abstract

This thesis investigates the usability and secuityecognition-based graphical
authentication schemes in which users provide sinmphges. These images can either be
drawn on paper and scanned into the computertennatively, they can be created with a

computer paint program.

In our first study, looked at how culture and gandeght affect the types of
images drawn. A large number of simple drawingsewsovided by Libyan, Scottish and
Nigerian participants and then divided into categgr Our research found that many
doodles (perhaps as many as 20%) contained clueg #i®e participants’ own culture or
gender. This figure could be reduced by providingpte guidelines on the types of

drawings which should be avoided.

Our second study continued this theme and askeplattiegipants to try to guess the
culture of the person who provided the image. Phavided examples of easily guessable

and harder to guess images.

Our third study we built a system to automaticadlgister simple images provided
by users. This involved creating a website wheesubers could register their images and
which they could later login to. Image analysistsafe was also written which corrected
any mistakes the user might make when scanningheir images or using the Paint
program. This research showed that it was posglbuild an automatic registration
system, and that users preferred using a paintré&tbér than drawing on paper and then
scanning in the drawing. This study also exposeat pecurity in some user habits, since
many users kept their drawings or image files. Teisearch represents one of the first
studies of interference effects where users havechioose two different graphical

passwords. Around half of the users provided varylar set of drawings.

The last study conducted an experiment to findost way of avoiding ‘shoulder
surfing’ attacks to security when selecting simipheges during the login stage. Pairs of
participants played the parts of the observer deduser logging in. The most secure
approaches were selecting using a single keystokleselecting rows and columns with

two key strokes.
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Chapter One
Introduction

This chapter contains the following subsectiongobiuction to User Authentication,
Motivation, Thesis Statement, Thesis Contributicared Publications followed by an

Overview of the Thesis.

1.1 Introduction to User Authentication

“Who are you, Master?” he asked.
“Eh, what?” said Tom sitting up, and his eyes glgtin the gloom. “Don’t you know my name
yet? That's the only answer. Tell me, who are wtane, yourself and nameless.”

Lord of the Rings
—J.R.R. TOLKIEN

Authentication is a process that proves someonééntity. This should be
distinguished from the assertion of identity anoiirdeciding what constitutional rights
accumulate to that identity [1].The term identifioa normally means a User ID which is
used to identify the user, whereas the authenbicastage verifies that the user is the
legitimate owner of the ID [2]. Therefore, autheation protocols are the basis of security
in many distributed systems, and it is essentiaérieure that these protocols function
correctly [3].0ne common way of doing this is thia¢ user supplies a user name for an
account, and a password. If the password is enwygéctly, the user can log in to that
account, thereby acquiring the access rights aivilgges of the account. Human factors
play a major role in authentication, and in mangesaauthentication failure can be

attributed to poor user behaviour [4], [5], [6].

Many studies [7-9] divide authentication into thqeessible approaches. These three
approaches depend on the human factors of authgaticand will include one of the
following:

+ Something you knowe.g. a password). This is the most common kind of

authentication.

« Something you hav@.g. a smart card). This kind of equipment mustiith you

whenever you wish to be authenticated.
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« Something you arée.g. a fingerprint). This is based on somethimgnsic to the
principal being authenticated and it is widely kmoas a biometric. Some of these

biometric approaches require expensive devices.

Additionally, there can be other authenticatiortdes:

« Somebody you knofgocial network of the user)[10]. This is alsdeal4" factor
authentication.

* A web of trust-forming relationships between autication credentials.

» Location-based authentication, such as used byitccadd companies to ensure
that a card is not being used in two places atsime time.

* Time-based authentication, allowing access duriagmal working hours.

The most common means of authentication is a pasiswopassword is a string of
characters that you needed when you log onto a atanpystem to verify that you are the
right account holder.

Since the password’s introduction in the late ®9€Q1], most computer
applications have adopted this method to authdetiaaers. Many studies [12, 13] have
investigated alphanumeric passwords and pointetheuvell-known limitations of textual
passwords, such as memorability and guessabilistréng alphanumeric password should
be at least 8 characters long (ideally longergfmoed security. Long passwords are difficult
for humans to remember and may also depend orutinéer of accounts held by a person.
In addition, passwords should not contain a wordesres of words that can be found in a
standard dictionary (this prevents ‘dictionary’aa#ts), and neither should they contain
personal information such as a user id, family ngoeg or a birthday which may easily be
disclosed to a brute force attacker. This meansingal password stronger but also

making it harder for the user to remember.

As an alternative, researchers have tried manyiguhs to replace text passwords,
for example, using sounds, such as polyphonics, hamdl signatures for authentication
[14]. Graphical passwords are another alternatvext passwords. These were introduced
in 1996 by Blonder [15]. The idea of using graphipasswords instead of textual
passwords was based on some psychological stutbgsvhich indicated that people can
remember pictures better than words. Additionaller studies have shown that graphical

passwords are easier to remember than textual peds\d7, 18].
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A graphical password can be defined as followsgfaphical password system is
an authentication system that works by having ther select from images, in a specific
order, presented in a graphical user interface (&Ulhe graphical-password approach is
also called graphical user authentication (GYA19]. Many techniques have been
designed in the field of graphical passwords sit®86, and most existing graphical
password systems can be classified as being badest en recognition or on recall
mechanisms. More details of these will be address#dte next chapter.

Different graphical password systems use diffekamds of images and the best way
to use these images varies according to the mesthasfithe graphical system, i.e. whether
it is recognition or recall. Most recognition-basgdphical passwords use pictures, images
and photos, see Chapter Two for examples. In thesi$, hand-drawn images are
suggested for use as a recognition-based grapbdatique, particularly at the registration
stage, through two different methods, Scan andtP&he concept of using hand-drawn
images (doodles) as recognition-based graphicawmasls was introduced by Renaud
[20]. Renaud’s system focused on the memorabilityusing doodles as graphical
passwords, whereas this research concentratee arsability of hand-drawn images.

Firstly a study was undertaken of the cultural aspef user-drawn images for
authentication, comparing the types of minimal iemghosen by Scottish and Libyan
participants. The work on the cultural aspectsshg graphical passwords was continued
by conducting an experiment to see if knowledgea gferson’s culture made it easier to
guess their graphical passwords.

Another major theme in this work was an investigatio see if the process of
submitting hand-drawn images could be automate#ingat easier to scale up this type of
authentication system. Two systems were comparestemhasers either drew their simple
images on paper and scanned it in or used a pedgrgm to create their images. This
study also allowed the researcher to investigate iiers coped when they had to register
two different graphical passwords.

Furthermore, the present thesis also examineshandaecurity issue faced by
graphical passwords, known as shoulder surfing.s&alality and ‘shoulder surfing’ are
effective ways to obtain information and many dof gtudies reviewed in the next chapter
are concerned with developing techniques to protgaphical passwords from these
threats. Moreover, the present study investigdtesptoper and secure ways of selecting

pass-images in challenges set up to prevent shesiing.
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A few prior studies have used hand-drawn doodlesuisentication techniques. The
first was designed by Goldberg, et al.[21], and Hezond study was designed by
Govindarajulu and Madhvanath [22]. Both systems alassified as recall-based
techniques whereas the third study by Renaud [23 @lassified as a recognition-based
technique. The first study was not applied in d sgatem whereas the second study was
applied as an authentication mechanism in a wetvdeo Chapter Two describes these
techniques in depth.

1.1.1 Hand-drawn images and culture familiarity

Many scholars, for example, Sidis and Goodhart [28f Russell [24], have
comprehensively discussed the term *“feeling ofilianty” and it seems that is distinct
and well understood. Sidis and Goodhart [23], gabeef description, almost humorously,
of the experience of feeling of familiarity in thalowing quote:

“What again happens when we meet with a person svBtrangely familiar to us? The
‘strange’ familiarity consists in the arousal ofrmmber of specific representations, many
of which are recognized as incongruous and arecteft Representations rise and revolve
round that percept. The mind tingles with cognitwveiety, with mental throes on the eve
of giving birth to the specific associations, resg in final recognition. This peculiar
condition of subexcitement of representative elésnstarted by the perception of an
object constitutes the state which is termed thesesef familiarity. Familiarity is vague
recognition, recognition not as yet made spetific

This description of the experience of familiaritglvexplains the feeling of seeing
something like a picture, person or an event th&miliar to us, and as the quote suggests,
experiencing something familiar can at times sei&mad cruel trick of the mind. This can
be helpful to give us some degree of confidence tiia event or the pictures we saw
occurred in the past. This degree of confidencddcte either low or high which is
affected by the strength of the familiarity feelifgh] and [26](for example, if the degree
of confidence is low then more recollection preieg is needed but if the degree of
confidence is very high, the recognition decisioill Wwe easier). The level of the
familiarity feeling and the strength of the memame intimately related [25], [27], [6],
[28]. If there is a strong familiarity feeling witn event such as drawing images by hand,
this will give at least a recognition sign for aigoroccurrence [26]. In terms of a
recognition based graphical password, it would beful to develop a scheme that uses

hand-drawn images as pictures which would ensuriglalevel of familiarity with users
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while studying the €ultural familiarity’” of those hand-drawn images could improve the

recognition memory of graphical passwords.

1.1.2 Why use hand-drawn images rather than other images?

The characteristics of hand-drawn images, as statdtlenaud [29], which make them

suitable for use in authentication, are as follows:

1. Hand-drawn images are very simple and quickly pcedu

2. Hand-drawn images are fairly hard to precisely dbsc

3. Hand-drawn images cannot be duplicated. Each indagen is different in some
small way, even if it is in the same category.denample a car drawn by one author
will never match one by another author. This réfidbe uniqueness of the author
as a human being.

4. Berger[30], points out that there is a relation between thevdraand his drawings.
He argues thatThe drawer and the drawing engage in a kind of wicalated
dialogue, making drawing a two-way process. Thiscpss is bound to lay down

stronger memories than the mere passive viewinghelr pictures.

The most important feature of hand-drawn imagekas most people can use them,
whether they are young or old, educated or uneddcdiowever, they also have
particular requirements when used in authenticationthe authentication stages, it is
necessary to distinguish the hand-drawn pass ddodleach user from the distractor

doodles that are displayed in the challenge se@vaid a wrong selection.
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1.2 Motivation

The motivation behind this research is based eerakobservations drawn from
other studies. One motivation for examining theligpfion of graphical schemes is that
humans have a remarkable capability to remembedurpg [17]. Psychological studies
maintain that people remember pictures more eé#sdly words, including concrete nouns
[16], [31].

Another motivation of this research is that mosth# recognition-based graphical
passwords systems have been developed in Westentries, involving users from those
countries. However, cross-cultural studies in compscience have revealed that people
from different cultures differ in their way of ugjiechnologies: see Ford and Kotzé [32],

and Anandarejen et al. [33].

One other motivation behind this research which lmarmdded is that using doodles
as a graphical password have been shown to be memorable than other types of
images, such as personal capture pictures, prantdsglobal images [29].

In addition, another motivation for this researsliwhat we do is what we remember
more”. Much evidence has been gathered to suppert notion that what we do (our
actions), can be remembered very well, as foun@dsasanto and Dijkstra [34] , Loula et
al. [19], Englecamp et, al. [35], and Koriat et al. ][36hus, creating graphical passwords

by drawing hand images could offer good memorahilit

The design of any technique should make it easygers to use as well as requiring
minimal time, effort and basic equipment. The syste#f Govindarajulu and Madhvanath
[22], who used doodles as recall based systemsjiresqthat expensive items of
equipment, such as a touchpad and digitizing tablet attached to a computer and users
also need time to learn how to use the system.ni¢ods used in this research require
only basic technologies to create a password: raigerand scanner, and easily available

software such as a paint system.
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1.3 Thesis Statement

A major goal of this research is to how to creatd ase hand-drawn images as a
knowledge-based authentication scheme that is eisabtl secure. The cultural aspects of

user-drawn images for authentication are also tyaed.

This research focused on hand-drawn graphical magswbecause of their

potential for increased usability and security. Tien research statement is:

The choice of hand-drawn images is affected byex'sisulture, and this can have an
impact on their usability and security. In additjoib is possible to build a system that
allows a user to submit their own hand-drawn imageshout the need for an

administrator, making the system more scalable.

The main work began with a cultural investigatianth new ideas being formed
and tested as the research progressed. Three pssarch objectives of this thesis are

described below.

Objective 1: To investigate the cultural aspects of chosen ditaawn images between
three cultures; to empirically investigate of tle¢ative impact of cross-cultural influences
in drawing doodles between Scottish, Libyan andeNan participants.

With regard to this objective, the research aimsdranswer these questions:

Q1. Does culture play an important role in the satm of pictures by Scottish, Libyan and
Nigerian users? Can we quantity this effect?
Q2 .Is it possible to guess other people’s handadramage passwords depending on

his/her personality characteristics, such as cudtdeatures or nationality?

Objective 2: To create and empirically test new designs thdtess$ the usability of using
hand-drawn images by demonstration, via automaticstration of hand-drawn images as
graphical passwords on two systems: the use ohd-tleawn images technique vs. the use
of a program-based drawing technique.

To meet this requirement the present research tamsswer the following questions:

Q3. Is it possible to automate the registratiomahd-drawn images?
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Q4. How does the usability compare between regiggdrand-drawn images by scan and

hand-drawn images created with paint?

Objective 3: With respect to security of using general handwviramages as graphical
password, to empirically evaluate the effects aiuster surfing.

This leads to the final question:

Q5. What is the safest way of selecting hand-driavage passwords?

1.4 Thesis Contributions and Publications

The main constituent parts of this research casubamarised as follows:

1. A user study offering a cross-cultural comparisasmsveonducted. The study
compared three different user groups: Libyans, hags and Scots to
investigate the cultural aspects of user-drawn gsafpr authentication and
how culture might affect the choices and usageraivd images as password.
The study showed that culture can play a parti@ o the selection of hand-
drawn images. It was also found that gender coaldetimes influence the
type of image drawn.

2. A related user study was conducted to find out wredr not an attacker could
guess a user’s cultural background based on hid-tieawn images. This study
showed that an attacker could sometimes guesstheecand also gender of a
user, and that some types of image helped an attacire than others.

3. A system was built to see if it was possible taedte the registration process
when user drawn images are used as a graphicav@assTwo approaches
were implemented. In the first, the scan systerarsudrew their pass images
on paper and scanned them in, while in the sedoeyl used a computer paint
program to create them. The results of a user sthdwed that the automation
worked and that users preferred the paint ratteer the scan system. The users
had to create two different graphical passwordsh ed four images. The user
study showed that many users drew very similar eadgr both passwords.

4. Another user study on the security against a sleotddrfing attach was
conducted. It found that the use of two keystrokas the most secure.

8
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Finally, significant portions of the research présd in this thesis have been peer-

reviewed and published

S. M. Jebriel and R. Poet, "Preventing shouldefirsgivhen selecting pass-images
in a challenge set,” presented at Innovations farimation Technology (lIT), an
International Conference in Abu Dhabi in 2011.

* S. M. Jebriel and R. Poet, “Automatic Registratioihn User Drawn Graphical
Passwords”, Workshop on Human Factors in the Safety Security of Critical
Systems, 18 March 2013, Glasgow. (which is not peéewed)

* S. Jebriel and R. Poet, "Exploring the guessahilithand-drawn images based on cultural

characteristics," inComputer Science and Information Technology (CSED14 6th

International Conference 92014, pp. 5-13.

* S. Jebriel and R. Poet, "Automatic registratiomsér drawn graphical passwords,"
in Computer Science and Information Technology (CS20)4 6th International
Conference o014, pp. 172-177.

1.5 Overview of the Thesis

The remaining part of this thesis is divided intofarther chapters.

Chapter Two consists of a literature review of two main areprior study. The first
part is a review of well-known graphical passwordhantication schemes and several
existing authentication mechanisms and will idgngbme of the problems that have
occurred when using some of these techniques. 8twnd area is concerned with some of
the factors of security and usability that havenbstedied.

Chapter Three presents a user study on the cultural aspectsefdrawn images for
authentication and how culture might affect theichcand usage of drawn images as
passwords. It describes a comparison of selectmd) drawing everyday pictures or
doodles, details of their analysis, and explainsg balture may play a role when drawing
and selecting doodles and compares the differasniteeobtained from Scots, Libyans and
Nigerians.

Chapter Four focuses on one of the most important securityeissalated to graphical
passwords: guessability. This chapter presentsperienent conducted on guessability of
hand-drawn images. It describes how the desigheoiebsite used the analysis of the data
gathered from users. Hand-drawn images used wéhagbsite in this experiment were
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selected from hand-drawn images gathered fromrinaqus studies described in Chapters
Three and Five.

Chapter Five discusses and presents the analysis and the dekitire automatic
registration study, in three main sections. Thst fiection describes the software used in
extracting hand-drawn images. The second preskatddsign of an online website using
two main systems, scan and paint. The third seqii@sents an empirical study to test
these systems and an analysis of all the datapsénts and discusses the results.

Chapter Six takes a broader view of security and discussesthguwevent shoulder-
surfing when selecting pass-images in a challeegels this chapter, an empirical study
conducted at Glasgow University is described aed¢isults are discussed.

Chapter Sevendiscusses the overall design strategies that @arextracted and
generalised from this research. It also suggesteduresearch directions that fall beyond

the scope of this thesis, and makes other conagudimarks.

10
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Chapter Two
Literature Feview

This chapter reviews the prior literature relai@draphical passwords in general. It
also explores some security and strategic usabigues involved with graphical
passwords in detail, such as threats and vulnérabiland the usability layers of such
systems. This is chapter divided into nine sectiamd is organized as follows. The first
section gives an overview of the enormous clasgiba of graphical passwords. Section
2.2 discusses the security of graphical passwardiding the threats encountered by
recognition based systems and also defines usahild describes the usability elements of
graphical passwords. Section 2.3 reviews the defimiand background of Recognition
Based Graphical Passwords. Section 2.4 reviewslehrition and background of Recall
Based Graphical Passwords. Section 2.5 reviewslefiaition and background of Cued
Recall Based Graphical Passwords. Section 2.6ajisgdome graphical password based on
hand-drawn images. Section 2.7 highlighted somphycal password reviews. Section 2.8
considers and describes cross culture studiesaphgral password in term of drawings.
Finally, Section 2.9 presents the summary of thepter.

2.1 Classification of Graphical Password Systems

Many studies have classified graphical passwords different categories; for
example, De Angeli, et al. [17] classified graphipasswords into the following three
categories:

» Cognometrics
* Locimetrices

 Drawmetrics

The term Cognometric refers to using the innatenittvg abilities of the human
brain such as face recognition, whereas the tergimetrics refers to mechanisms that
require clicking on selected points in an individuaage through the authentication stage.

The Drawmetric system requires the user to rep@auyare-drawn outline drawing.

Tao [37] divided graphical passwords into two maategories:
* Image-based schemes

* Grid based schemes

11
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In Image-based schemes, the system uses imagqscamees as a background and
according to number of images displayed these mided into two subclasses, single-
image schemes and multiple-image schemes. Thebgedd schemes are based on a grid

mechanism to create passwords.

In addition, other graphical password studies sashhe survey by Suo et al.[38]
have divided graphical password schemes into twio gaegories:
» Recognition based systems

* Recall based systems

The next sections will follow the graphical passaveategorisation of Dirik, et al.

[39], which classified graphical schemes into ttsgstems:

» Recognition based systems
* Pure recall based systems

* Cued recall based systems

In a recognition based system, the users havectmgnése their pass image on
images when they see them again. When they regibeuser either provides their own
images or chooses from a collection provided bysystem. When they log in, they are
shown their pass image, together with a numberigifagttor images, in a challenge set.
There may be several challenge sets, each withipegges, or one challenge set which
may contain several pass images, to provide theedekevel of security. These systems
rely on the psychological evidence that it is eaBerecognise an image when it is seen

again, rather than to recreate it again.

In a recall based system, the user has to rectieaitepass image every time they
log in. This is similar to a written signature ugedsign documents. A cued recall based
system provides cues to users to help them repeatinitial actions, such as selecting
points in an image each time they log in. The presesearch focuses on recognition based
systems, but the literature on recall and cuedirscalso mentioned to provide a complete

picture of this subject area.

12
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2.2 The Security and Usability of graphical passwords

2.2.1 Security of Graphical Passwords

Many studies in this chapter will show that thewsgg and usability are related to
each other. Many secure systems in general ane@rigation solutions in particular can
benefit from improvements in usability. AccordirmAbdullah [11], most previous studies
of graphical passwords were concerned either vatuisty or usability, but not both. This
section will discuss the security factors, while thisability factors will be discussed in

more detail in the next section.

There are a number of ways in which graphical passwsystems are vulnerable to
attack, as outlined by Poet and Renaud [40]:

» Brute Force: A brute force attack is trial-and-error methodised to obtain a
password. In recognition based systems the udegljged to remember their pass
image by showing it to them, along with distractdrisis will also help the attacker,
since they know that one of the images shown velthe correct pass image. This
is vulnerable to a brute force attack if the atéacis allowed to try a number of

variations of image choices without hindrance.

* Denial of Service one possible solution preventing the attackemfigetting the
password by using a brute force technique is aatleofi service after a small
number of incorrect trails. However, an attacken daliberately try to log in as
someone else, failing enough times to force thami¢o re-enrol. Thus, requiring

re-enrolment to avoid a brute force attack shoaldi¥ed with caution.

* Intersection Attack: This attack is specific to recognition based eyst and
occurs when a graphical system uses differentagisirs each time in the challenge
set. The intruder can simply keep refreshing trspldy to see which image does

not change. This can be avoided by fixing the detors at registration.

* Shoulder-Surfing: Standing behind someone and looking over thedulster in
order to memorise the graphical password, is knasrshoulder surfing. This is
one of the most common ways to attack people wieoguaphical passwords and

13
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since the images are displayed and the user neaderitify the image, most often
by clicking on it, there is a high risk of discleeuTo avoid this, some recognition-
based systems use the keyboard rather than theertmaiow users to choose their

password, which makes it much harder for an obs¢ovielentify the target image.

* Social Engineering Some graphical password systems allow users eothusir
own pass images, which might be guessed by ankattaicthey can relate the
images to a particular person. This is a problemh wnages such as photographs
but less so for minimal image types such as skst@h@odles) and Mikons, which
are icons created by a computer program. Theserakeded by the user but are
much less likely to be easily attributed to thesartA standard social engineering
attack [41] on text passwords follows the pattéfhere is a problem with your
account. | am a system administrator. | need yassword to fix the problem. Tell
me your password". This is harder to achieve wigraphical password, but if the
image was easy to describe, a user might fall micto this form of social

engineering attack. For this reason, images tleaharder to describe are safer.

» Dictionary Attacks: Dictionary attacks represent another possible athit®
graphical authentication systems [42]. A dictionatiack is a type of brute force
attack where the attacker uses a dictionary of gcap passwords or images for
some techniques which use normal images, and dmse applied to recognition
type. In cued recall, the attacker creates a prmoghat can spot the popular click

points on an image.

The above threats could be grouped in differentswaDe Angeli et al [43]. have
proposed that the security of recognition-basedesys can be judged in terms of three
aspects; their guessability, observability, andoréability. These aspects can be

summarised as follows:

» Guessability: the probability that an attacker gaess the user's password,;

» Observability: the probability of an attacker beiraple to observe the
authentication process or the password;

* Recordability: the ease with which an attacker oacord a user's password by

using certain techniques.

14
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Additionally, Renaud extends previous areas touithelanalysability and resistability
[44]. Analysability is the probability of an attamk successfully gaining the
implementation details of the software used, eugsbin the code which could be
exploited. Resistability is the probability of thexiliary attempts to secure the system, an
example provided is a three strikes policy where tlser is locked out after three

unsuccessful authentication attempts.

Biddle et al.[45], classified possible attacks irtwo general categories based on
knowledge authentication: guessability, which metfwesability of a fraudster to guess the
code, and capture attacks (observability), i.e.abiéity of a fraudster to observe the code
as the user enters it.

2.2.2 Usability of Graphical passwords

ISO 9241-11[46] defines usability d@se extent to which a product can be used by
specified users to achieve specified goals wittcgffeness, efficiency and satisfaction in a
specified context of uskn addition, Sasse [47] defined a usable systersefban Shackel
1975) as one which ensures that :

 the intended users can meet a desired level ofomedance operating it (task

performance);

» the amount of learning/practice required to reatfatt desired level of performance is

appropriate (learnability);

» the system does not place any undue physical orairgrain on the user (user cost);

* Users are satisfied with the experience of intengcwith the system.

2.2.2.1 Layered Model of Usability

The usability of any products, including softwareldardware, is the main goal of an
interface designer, and its level is usually deteeah after applying a usability test to the
product with participants or by going through cHestk. VanWelie et al. [48] broke down
the concepts of usability into a layered model \whpcovides a very clear view, as shown

in Error! Not a valid bookmark self-reference..
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Figure 2-1 Layered Model of Usability

Many prior studies, such as Schultz et al. [49]eh@ointed out some of the
usability factors that affect schemes especiallthwegard to authentication techniques
including some of those mentioned above. The maability factor investigated in
extensive detail by most studies of graphical pasdsvand other authentication techniques
is memorability, as examined by Renaud and De Arf§@] and Christina and Jean-Marc
[51]. The next subsection will discuss some factfraisability including memorability,
time to learn, speed of performance, rate of dsyoboth users and systems and subjective

satisfaction, as discussed by Sollie [52].
2.2.2.2 Memorability

Memorability is the main issue of usability whemsmlering passwords and the
various studies mentioned above and others hawséocon how users can remember the
graphical passwords and what factors affect domgssich as human factorprifnary
memory and long term memdrySome studies have pointed out that remembering a
pictorial password is not a problem (accordingh® features in pictures, such as faces) as
much as remembering the order of it. Davis et &B]'§ study demonstrated that

approximately 75% of participants entered theitqrial password in an incorrect order:
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“I had no problem remembering the four picturest baould not remember the original
order.”
Every scheme has some parameters that may affeit tmemorability, as stated

by Harsh and Newman [54]; these might include thenlmer of images displayed per
panel, the number of images a user must selectpageel and the number of panels

displayed per authentication attempt.
2.2.2.3 Time to learn

The learning phase or the level of learnabilityeaefé both the cost of system
implementation and users’ acceptance. This phaskys®as and studies how easy it is for
users to use the graphical authentication techniljflezeover, it examines the time and
effort needed to learn this technique; for examiplthe user needed a long time then they
might not use the technique as effectively becaisthe effort involved. Less complex

systems are preferred by users and they feel noondoctable using them.
2.2.2.4 Speed of performance

One of the most important factors is the usershigpis of the usability of the
system and its speed of performance. This is knawrefficiency. Speed performance
measures acceptable time expenditure during thieeatitation phase. The use of the
system affects its users and may become a cngsae if it takes too much effort and time.

2.2.2.5 Rate of errors

The main goal of this factor is to measure the aditerrors performed by both the
users and the systems of the authentication sygsmsers forget a password four times a
year on average [52], the designer of any authatintic technique should take account of
this fact. Furthermore, the authentication systerthe implementation of it will not work
perfectly if the system has too many user errorsit@ side of the system, the number of

errors in terms of both failures to enrol and fe@kito acquire should be small or zero.
2.2.2.6 Subjective satisfaction

The feedback from users who have accessed tharsysta very important phase
of measuring its usability. This information wiltdicate if the mechanism is regarded as
satisfactory by the user or not. On the other hérgktermines whether or not the system
affects the users’ satisfaction and if the systemries any privacy issues which are

important to the user.
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However, many of the graphical password techniqdescribed in the previous
sections were concerned with memorability on onedhand also tried to be secure
enough. Usability plays an important role betweanls and their users. Effective tools
allow users to achieve their tasks in the bestipssvay. This should be applied to
graphical password systems. In order for graptpesbwords systems to work, their users

must be able to utilise them accurately and effebt as Hafiz et al. [55], have argued.

2.2.3 Memorability

2.2.3.1 The memorability of images

Strong text passwords are difficult to remember ahé basic reason for
investigating graphical passwords is that it iSezat® remember images than text. Putting
this another way, there are more easily memorab&ges than text passwords. Humans
have a remarkable capability to remember pictuseBas been shown by De Angeli et al.
[17], and Goldstein and Chance [56]. Psychologstadlies maintain that people remember
pictures more easily than words, even if the wadsconcrete nouns, as cited by Thorpe
and Oorschot [31] and Shepard [57].

2.2.3.2 The Memorability of user performed tasks

The images used in graphical authentication areatiaemembered equally. Two
studies, which will be described in more detaiketan this chapter, have studied this. In
Déja Vu [58], abstract art images were proved tddss memorable than photographic
images. In an experiment where home photos and-thia@avah images were compared, it
was found that the most memorable were hand-dranaiges [29].

Some compelling reasons were provided for thes#inigs by Andrada [59]. Much
evidence has been gathered to support that whatoweur actions), can be remembered
very well. As Casasanto and Dijkstra [34] statedptor action is memory”. Loula et al.
[19] have also investigated the memory of motoioast while Englecamp et, al. [35] and
Koriat et al. [36] also reported on the additioma&morability of self-performed tasks.
Nyberg et al.[60] argued that self-performed tasks remembered better than verbal

materials
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However, it is not necessary for a person to refeatsame actions for the initial
memory to “fire”. For example, people could recagniheir own drawings without getting
visual feedback when they initially drew the piesif61]. A number of senses including
vision and touch are involving in the drawing pregeand the feedback from motor
activities is also used as the drawing progresedt$) various sensory inputs giving
continuous feedback to guide the drawing procesmns@y processes turn out to be
essential in laying down memories during actioresyries et al. [62] showed that sensory
characteristics provided unique information fori@ctmemories, and that this sensory
information was often activated when the action veasembered. This finding appears to
have been confirmed by the findings of other redess, and this can be summarised as
follows:

» Longcamp et al.[63] found that when people réwlétters of the alphabet they
had previously written, the same regions of theairs that were activated by
the writing process were re-activated.

 Pianists can recognise recordings of their owrfopmances, even when the
sound is removed during the initial recording af trerformance [64].

* Flach et al. reported that people can identigirtbwn clapping [65].

e Loula et al. [66] proved that people were bestidntifying their own
movement, even in poor lighting conditions, wheeytlsaw videos of their

own, their friends’ and strangers’ movements.

These examples all refer to memory of motor skiisthe context of creating hand-

drawn images, the motor skills used involve mousgament and hand action.

When a person remembers activities they have puskiacarried out, memories of
the action planning process will come to mind. Aated finding is that doodling while
listening to someone speaking actually helps teereer to retain what was said more
effectively than if they had not doodled [59]; maietails about this study will be provided
below. This finding seems to confirm that the memaxdvantages of engaging in actions

are not confined to memories of the actions thevesel

There is a strong case for concluding that it igdodo actively engage than merely
to look, if a strong memory trace is desired. Theralso evidence that, having carried out
the action, one can expect enhanced recognitidiorpggince of any artefact related to the

original action [67]. However, only a few graphigalssword systems can be classified as
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based on self-performed tasks where the userstbasreate their passwords from scratch,
such as graphical passwords based on Mikons [68]tlamse based on standard shapes
[69]. Both of these are discussed in more dettal I this thesis.

2.3 Recognition Based Graphical Passwords

The main differences between these systems lidentypes of image used and
whether the user chooses options provided by teeesy or provides their own images.

The three archetypal examples for this categorylaseribed in the next sub sections.

2.3.1 Déja Vu

Dhamija and Perrig [58] proposed and designed aphycal authentication
technique called Déja Vu. The main idea of thehteque was that the system generates a
collection random images from Andrej Bauer's RandAm collection. The users are
asked to create their password (an image portfbijo3electing a fixed number of images
(five images were applied) from this collection.téivards, the user is asked to identify
the images correctly in order to be authenticabega Vu has three phases:

» Portfolio creation
e Training

e Authentication

In the portfolio creation phase, the server presentarge set of images and the
users have to select a specific number from it. iévet step is the training phase which
requires users to identify their selection imagesnfa challenge set to aid memorability.
The users who identify all the portfolio imagesreotly on logging in are authenticated
and this is the final Déja Vu phase. The majorifyusers have reported that image
portfolios were easier to remember than PINs amgswards. In addition, the results
showed that 90% of all participants succeeded imgu®éja Vu, while only 70%
succeeded in using text-based passwords and PHistelchnique has several advantages:
for example, the using of hard to describe (abgtrmcages offers a system which is
strongly resistant to a social engineering attaic# these images are more memorable
according to the participants of the study. Furtiere, the technique prevents users both
from choosing a weak password and from writingatvd or sharing it with others. The

main drawback of Déja Vu is the time required foe uthentication phase.
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2.3.2 Pass Face

One of the most important types of recognition-dasehemes which have been
investigated by many other researches is a techriltat uses faces. The principles of this
kind of system are based on psychology studies asdhat by Feingold [70]. One of the
earliest applications involving the use of faces fmthentication was Real User
Corporation’s PassFac&ssystem [71]. The idea for this application wasated by Real
User Corporation and evaluated by Brostoff and &§&3]. This technique has improved
since they launched it in 2000 [73]. The systenpldigs a random set of faces (typically 3
to 7) to a user to serve as their secret autheisiicaode, thus the system itself chooses the
pass images. In the next phase, the system takesigbr through a ‘familiarization
process’ which helps them to imprint the face@irtmind. At the stage of authentication,
the user has to pick out their assigned faces tronsecutive groups of nine faces.

Two psychology studies, by Levin [74] and Langleisal. [75] have shown that
people find it difficult to recognize members of race different from their own.
Additionally, people prefer choosing attractivedade.g., facial symmetry, youthfulness,
averageness). Moreover, the studies have found atrattive children and adults are
judged more positively than unattractive childremd adults, even by those who know
them. Theoretically, the major drawback of usingefaas an authentication mechanism is
the ability to disclose a password by tracing ttigbaites of the faces, such as their races,
the colour of the skin and their gender. This is/whe Real User System assigns faces to
the user rather than letting them choose. Howelisr dlso makes the faces harder to

remember.

2.3.3 Story scheme, everyday objects

Davis et al. [53] invented a new system, in therfaf a story password scheme,
and compared it with a version of PassFace. Irstitiy scheme, users asked to create their
password by picking up and remembering sequenceseobr more pictures from lifestyle
categories. This involved pictures of subjects sagtiood, animals, scenic locations, and
male and female models and making a story from tHéman, the users are asked to click
their pictures choosing at the first stage the same ord@rwhich will be displayed in a

3x3 grid to be authenticated.
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In the Face scheme users were asked by the reseatohchoose four faces from
two categories namely black or white, male or femadrmal people and models. At the
authentication phase the system will continuouspldy a random grid of nine faces.
Then, users have to choose one face from one gcid ttme. Their findings indicated that

the Story scheme is harder to remember than thesFsaaheme.

2.3.4 Summary and A Comparison of other GUA Algorithms Baed on
Recognition Schemes

In this section, fourteen graphical password basszbgnition schemes were
studied and compared. Table 2-1 shows a comparativisvo main factors of graphical
password which is usability and security. The fosability factors were compared are
memorability, efficiency, effectiveness and users§action whereas the common security
attacks are: brute force, dictionary, spyware, kleusurfing, social engineering and
guessing. Additionally, the table demonstratesatigantages and disadvantages of each

scheme if it is found.
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Table 2-1 Usability Features and Possible Attacks on Recognition-Based Graphical Password
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1 Déja Vu Dhamija 2000 | abstract Identify correct pass Prevents users both from | The main drawback of Déja Vu is
and Perrig images. ot Ly nly T Inlyvlvlnlyln choosing a weak password and | the time required for the
Figure 2-2 [58] i from writing it down or sharing | authentication phase.
it with others.
2 PassFaces | Brostoff 2000 | Faces Select face from of grid Passfaces have been shown to | Predictable.
and Sasse of faces. PT|Y|N|Y|[-| T |N|N|Y|N|N|N|be very memorable over long
Figure 2-3 [72] intervals.
3 Convex Sobrado 2002 | objects Select object from Is intended to prevent shoulder | Difficulty in identifying objects
Hull Clicks | and Birget number of display. surfing and guessability. from crowded display of objects.
[76] PT|Y|N{Y| -] PT|NY[-|]Y|Y|N
Figure 2-4
4 Jansen Jansen et 2003 | thumbna | Select images based on The main drawback of this system
al. [77] ils atheme. is the limitation in the number of
Figure 2-5 prlyInlyl-l T lvInInNlYINIY thumbnails which creates risk of
a brute force attack and also it
has a small password space.
5 Story Davisetal. | 2004 | pictures Identify portfolio Story scheme is hard to
[53] images from among N |-|-|-|-]PT|N|-|-|N|-|N remember (sequence order).
Figure 2-6 decoys'
6 Handwing | Renaud 2006 | Hand Users had to select High memorability. e Probability of recognition of
[20] writing their handwriting the users’ hand writing digits
Figure 2-7 PIN, postcode and by people who knew them.
doodles. PT [Y|-|-|Y] N |-[-]|-|-]-]- e The PINs and the post codes
could easily be recorded.
¢ The observability of the system
is very high.
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7 3-D Alsulaiman | 2006 | objects Select the interacts A large password space. No user testing or security results
and Saddik inside with objects inside are reported, making usability or
Figure 2-8 [78] the 3-D the 3-D virtual security evaluations difficult.
virtual environment as NN L
environ stored at the
ment registration stage.
8 Tricerion Fraser [79] | 2006 | symbols Insert correct Helping user to remember Lack of usability and security test
symbols password symbols instead of characters
Figure 2-9 from the symbols NT === NT - -
keypad.
9 VIDOOP Osbornet | 2008 | pictures Entering a series of This device shows a high level Lack of usability test.
al. [80] one or more of security.
Figure 2-10 password elements VR O O O I O O O O O
corresponding to the
graphical images that
stored.
10 RGGPW Lin et al. 2008 | geometri | User needs to click it does not require a large Future  usability  evaluations
[81] cshapes | the objects in the image database and it is not should be concerned with
Figure 2-11 same order as that necessary to repeat mouse improvements to two main
which has been clicking at the same position factors: firstly, the shapes are
e VT PT Y Y Y Y o .
saved on the server’s similar and convergent which
image database. may confuse the users. Secondly,
overlapping colours may cause a
lack of focus.
11 Use Your Hayashiet | 2008 | distorted | Selecting portfolio NA
lllusion al. [82] images images from among T lvlvlvlvler -1l 1ylyl-
panels of decoys.
Figure 2-12
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12 JETAFIDA Eljetlawi 2008 | pictures Entering correct Exhibit high usability and user Security evaluation needed.
and Ithnin username and select acceptance.
. T |Y|Y|N|Y|]PT|-|-|]-|N|-|N
Figure 2-13 | [83] the three saved
passwords.
13 TwoStepa | Van 2009 | Picture + | Entering a correct: The system is offering a high The usability of the system
hybrid Oorschot alphanu 1- Username and text resistance of security from requires more attention.
and Wan meric password. N |-|-|-|-]PT|Y|-]|Y]|-]|-]|-]| keylogging and phishing.
Figure 2-14 | [84] passwor | 2-Select the images
d from image portfolio.
14 Mikons Renaud 2009 | Digital Insert 4 correct * One of the limitations of this
[68] images mikons from the study it that it was carried out
Figure 2-15 distractor mikons. on a very small sample size and
with a young age group of
PT |Y|Y|-|{-] N |-|-|-|-|-]-+- users.

e The Mikon drawing tools did
not contain a pen or eraser,
and were not as flexible as
drawing by hand.

NA= Not Available NT= Not Tested T=Tested PT= Partly Tested Y=Yes N= No - = Not Researched
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2.4 Recall-Based Graphical Passwords

As the name indicates, under this type of systesersuhave to produce or recall
their password to access the system. These ted@mum not provide any framework of
hints, context or cues to help users to produce plasswords, such as cued recall systems.
The most two archetypal examples for this categogydescribed in the next sub sections.

2.4.1 Draw A Secret

One of the most famous studies of recall basedniqabs was introduced by
Jermyn et al. [85]. Their technique is called DravSecret (DAS). The concept of this
technique is that users draw their unique password 2D grid by using primarily devices
such as personal digital assistants (PDAs) whid¢ar agjraphical input capabilities via a
stylus. The users are asked to draw their passamodik4 grid and to remember the places
they drew. The drawing of the password will be @®tbinto a sequence of coordinate
pairs (i.e. the location of the cells). The distiigiped coordinate pair will be inserted in the
sequence for each “penup” events, for example tasvidg in Figure 2-16. Here, the

coordinate sequence generated by this drawing is:

(2,2); 3,2); (3,3); (2,3); (2,2); (2,1); (5,5)

Where (5; 5) is the special coordinate pair usedsignify a “penup” event which is the place

where a pen is lifted from the display surface.

-

I e e I
|
|
|
|

Figure 2-16 Draw a Secret DAS
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The authentication stage will be successful if theers redraw their choices
correctly in the same order. This technique offeriarge password space and a good
chance of memorability. The major drawback of DAShat repeating drawings that are
significantly similar is difficult, as stated inahpaper: “difficulties might arise however,
when the user chooses a drawing that containsesriblat pass too close to a grid-line”. If
the drawing of the password is close to the gniddior intersections, then the scheme may
not distinguish which cell the user is choosingisTdondition seems to be too strict. Users
might get disturbed if consecutive logins fail doethe difficulty of inputting a password.

As a result, the cells of the grid must be suffithglarge.

2.4.2 Yet Another Graphical Password (YAGP)

Gao et al. [86] designed a graphical password di#pgnon a recall based
technique called Draw-A-Secret (DAS). Yet Anothaaghical Password (YAGP) is the
name of Gao’s system. YAGP has several featurdsothtercome some of the problems
faced by DAS; for example, YAGP offers (1) Freevdray positions where the exact
stroke positions are no longer required by encaoogagreater user concentration on the
image (each drawing will be coded with regard te sitroke’s elements which are pen-
down, pen-moving and pen-up on the grid screen tmdtposition). (2) Strong shoulder
surfing resistance in two ways: first, the teclueigs a position-free scheme, so the user
can draw his or her graphical password anywherghencanvas; for example, on the
corner, which makes shoulder surfing a difficukkaSecond, the stroke sequence cannot
be reflected by the graph in YAGP, and the autlation process notices it as a critical
checking factor which leads to the impossibilityrepeating the sequences of the strokes.
(3) A large password space is obtained by usin@eeprecise grid granularity (see Figure
2-17).

Three experiments were carried out by a sample hotyt users. The first
experiment asked users to draw graphical passvibres times in a different grid canvas,
and then to redraw them to authenticate them adsaselsking their neighbours to examine
shoulder surfing possibilities. The second phash®®experiment was designed to find the
rational threshold value of similarity (acceptedwrEen 55%-80%). Eighteen users were
asked to draw their password six times with a dgffe threshold and the results showed
the 60% threshold value of similarity to be the tnegitable. The third stage of the
experiment investigated the memorability of YAGFheTusers were asked to perform

authentication after two days. The finding was thabut of 28 graphical passwords were
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recalled successfully. Moreover, 15 participantscessfully recalled their password after

15 days. Overall, the experiments demonstrateeéffieetiveness of YAGP.

[ ) e %

m [ - D T

. A

Figure 2-17 YAGP Scheme

2.4.3 Summary and A Comparison of other GUA Algorithms Baed on
Recall Schemes

Similar to Table 2-1 in the previous section ofagaition based techniques, eight
graphical passwords based on recall schemes wetliedtand compared. Table 2-2 shows

a comparative on two main factors of graphical wasd (usability and security).
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Table 2-2 Usability Features and Possible Attacks on Recall-Based Graphical Password
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1 DAS Jermyn et 1999 Redraw Redraw such that the ¢ Difficulty in redrawing precisely.
al. [85] on grid drayving touches the T InlylyInl T InlYINlYINDLY ¢ This technique offers a large
Figure 2-16 cells registered sequence of password space.
coordinates.
2 Passdoodle | Varenhorst 2004 doodles Is similar to DAS, It has been confirmed that doodles
[87] allowing users to create are more difficult to crack as there is
Figure 2-18 a free hand-drawn as a a theoretically larger number of
password, but without possible doodle passwords than text
. ) NT | -|-|-|-|PT|-|-|-]|Y]-]-
a visible Grid + pen passwords.
colour, number of pen
strokes, and drawing
speed.
3 Grid Thorpe and 2004 Drawing Is similar to DAS with This definitely increases the DAS
i van on grid Grid selection. password space
selection Oorschot cells T UNINIYPYEPRT - - N -
Figure 2-19 (31]
4 Doodle as Govindaraju | 2007 doodles Redraw their doodle Required expensive equipment.
a master luand using a touchpad or a
password Madhvanat digitizing tablet. NT === NT - -
Figure 2-20 h [88]
5 Eye Pass De Luca et 2008 eye- Inputs the stroke shape e Technique is the difficulty for the
al. [89] gestures correctly as well as user to perform two strokes in the
Figure 2-21 performing the correct NT|-|-|-|-]PT|N| NN/ Y| N[N same direction.
eye gestures. * It also requires special eye tracking
equipment.
6 YAGP Gao et al. 2008 redraw A user is authenticated * Free drawing positions.
[86] if he/she inputs their * Alarge password space.
Figure 2-17 stroke shape corre.ctly eyl lyl-ler!-l-l-1vl-]|-
as well as performing
the correct eye
gestures.
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Recall A Maetz etal. | 2009 Picture + The user is required to » Offers a large password space,
Story [90] backgroun | select the background + * ease of recall and that,
dimage (images, positions). * The password can be printable.
Figure 2-22 R Y I e The printed image does not
completely reveal the password
since the order is unknown and
the power of the password
depends on the password space.
Recall Alia et al. 2012 slanted Users have to know the * Shapes and password as strokes
Based [69] shapes correct: shape on the grid, since the designed
Shape abbreviation, order of shape (shape of stroke) can be
drawing shapesandthe | NT | - | - | - | - NT |- |-]|-|-]|-]|- easier to remember than text by
Figure 2-23 size of the drawing authorized users.
shapes. * Large password space.
* Resistant to shoulder-surfing
NA= Not Available NT= Not Tested T=Tested PT= Partly Tested Y= Yes N= No - = Not Researched
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Figure 2-18 Passdoodle Scheme Figure 2-19 Grid Selection Scheme Figure 2-20 Master Doodle Scheme
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An 8-digit stroke password (left) and an easy-to-
remember corresponding (right).

Figure 2-21 Eye Pass Scheme Figure 2-22 Recall A Story Scheme Figure 2-23 Recall Based Shape Scheme
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2.5 Cued Recall Based Graphical Passwords

In pure recall based graphical password schemessytem will not give any hints
or cues to help the users to reproduce their passwereas the users will be offered a
framework of hints, context, and cues to reprodinegr password or to help them make
their reproduction more accurate in a Cued recaskld system. The most two archetypal

examples for this category are described in the sigx sections.

2.5.1 Blonder System

The first recall image based system, was createBldnyder [15] as cited in [91].
They created a scheme that displays a predeterniinage such as a horse’s face, as
shown in Figure 2-24, below. Users need to crdag passwords by clicking or touching
the variousTap Regiondn the image displayed. Moreover, they have toemaler the
location and the sequences of their clicking as timformation is needed at the
authentication stage. This technique has a singdfawback to most other techniques,
which is the limited space of the selection arelaoAusers can only select their password
from the object of the image, not the backgroundttfermore, click-points that fall within
some acceptable tolerance of the original pointehvare part of the design of the image
should be accepted by the system since it is ustiealo expect users to accurately target

exactly the same location each time.

Figure 2-24 Blonder’s scheme

2.5.2 PassPoints scheme

In order to cover the image limitations of the Blen scheme, Wiedenbeck, et

al.[92] created a new system called PassPointghénPassPoints system any natural
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picture or painting could be used but at the same had to be rich enough in order for it
to have many possible click points. Acutely, thampurpose of the used images is only to
help the user to remember the click point, theeetbe existence of the image has no role.
User has to select some points on the picturecertain sequence as password during the
registration phase. When logging in, the user omgds to click close to the chosen click
points as on the registration stage, and insideesaijustable tolerable distance, say within
0.25 cm from the actual click point. One of theimadvantages of the PassPoints scheme
is that a user can click on any place on the invdgieh offers a good password space, but
the main drawbacks for such schemes are the sheaddi@ng risk and usability problems.

(A simple image of PassPoints scheme are showigurd-2-25)

Figure 2-25 PassPoints Scheme

2.5.3 Summary and A Comparison of other GUA Algorithms Baed on
Cued Recall Schemes

Twelve graphical password based on cued recall nsebewere studied and
compared. Table 2-3 shows a comparison among sobsenes.
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Table 2-3 Usability Features and Possible Attacks on Cued Recall-Based Graphical Password
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1 Blonder Blonder 1996 Face Click within those tap If input precision is large password
[15] regions and in a T IvInlylvls IvlInlnlylnly will t?e_easy to crack, if small it will
Figure 2-24 sequence. be difficult for the user to tap at
exact points.
2 V-GO Paulson 2002 | Image Repeating a NT |- |- |-|-|NT|-|-|-|-|-]"- Weak passwords, password
[93] with sequence of actions space is small.
Figure 2-26 objects
3 PassPoints | Wiedenbe | 2005 | image Make sequence of PT |Y|Y|Y T |[Y|N[N|Y|N| Y] hasanadvantage in password Passpoints are difficult to learn.
ck, et click points on image space over Blonder-style
Figure 2-25 | al.[92] graphical passwords and
recognition-based graphical
password, such as Passfaces.
4 VisKey SFR | SFRIT 2005 | Backgrou | Click withinthosetap | PT | Y| N| Y| -|T | Y| N| N[ Y| N|Y]| Large password space. User cannot click where he
Engineerin nd image | regionsandina wants because of
Figure 2-27 | g[94] sequence. images predetermined tap regions.
stored in the device
5 Pass Go HaiTao[37] | 2006 Grid Draw the password PT |Y|Y|-[N]PT |Y|-|-]-]|N|N| Usersselected longer passwords User cannot click where he wants
, Passlogic intersecti using grid intersection and used colour, both resulting in because of predetermined tap
Figure 2-28 Inc. Co. on points. | points instead of grid greater password complexity regions.
cells. than in DAS
6 BDAS(Back | Dunphy 2007 | Back Redraw the secreton | PT | Y| N/ Y| -|PT |-|-]|-]|Y]|-|-] Usingbackgroundimage helped Of course BDAS does not
ground and Yan ground the background people to make their drawing eliminate  weak  drawings;
Draw-a- [95] image image. passwords more complicated and | however it gives users a better
Secret) less predictable, and aid people environment with which to
to re-create them in the correct create a good one.
Figure 2-29 locations on the drawing grid.

35




Chapter 2: Literature Review PhD Thesis | Sep 2013
° Usability Security
=
o g w| &
Created 2 9 € > £|8
No | System 8 ®| Image e £ 8l < @ 5| & Advantages Disadvantages
By o Q0 c 3| =|c|o ol > 9w
a c g2 2% olelelgls5| e
® I BRI EEE:
S Sl8E|L5|l 5|2/882l8 3
F |[2|0|8 || - |o|8|a|n|alo

7 Cued Click | Chiasson 2007 | Multiple 5 Single clicks on 5 PT [Y|Y|Y|-]|PT|N -|-1]-1]-1]Being cued as each image is | Hotspots still remain an issue.
Points et al. [96] images multiple images. shown and having to remember
(ccp) only one click-point per image

appears to be easier than having
Figure 2-30 to remember an ordered series of
clicks on a single image.

8 Multifacto | Sabzevar 2008 | Two Click in the locations | NT [ - |- |- |-|T |- |Y|Y|Y|Y]|Y] The advantages of this systemare | In this system, wusers are
r click and similar that match the that it can be ideal whenever | provided with a personal
points Stavrou Pictures locations received by there is a necessity to enter | handheld device such as a cell

[97] (object + | the server. sensitive or private data. phone to receive the location of
Figure 2-31 referenc the password on the images.
e) Therefore, users have to carry
their personal handheld device
all the time.

9 Come from | Haichang 2010 | A Selecting pass image | PT | Y| Y| Y| -] PT [-|-|-]Y]|-]|-] CDShasinherited the advantages
DAS and et al. [98] collectio | one by one with the of the story algorithm and
Story (CDS) n of same sequence by achieved a strong level of

images + | drawing the curve security. The difference from the
Figure 2-32 curve starting from the story algorithm is that the user
given image(red does not need to input a direct
rectangle) ending the password, only to remember the
image marked with a sequence of the password.
green rectangle.

10 | Cued recall | Lashkariet | 2010 | Grid of Selecting grid of T [Y|Y[Y|Y]PT [Y|Y| Y Y|Y]|- The main drawback of this

grid al[99] shapes shapes in different technique was its vulnerability
size grids to a brute force attack.
Figure 2-33
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11 | CD-GPS Deval etal. | 2013 | Multiple | Clicking on  the | NT | - | - S| NT |- =|=1-1-1]° Itwil be hard for attackers to
[100] images images were used in guess the password.

Figure 2-34 sequence and also to » Users will only be able to
draw a secret on the confirm that they were
single image. authenticated after all clicks

have been completed, so it also
difficult for any attackers to
find out at which image their
guesses had been incorrect.
12 | GeoPass Thorpe et 2013 | Google Placing the selected PT | Y|-|Y|-]|PT |-|-|Y|[Y]Y]-] Large password space.
al. [101] Maps location “X" marker

Figure 2-35 near his or her
previously chosen
location.

NA= Not Available NT= Not Tested T=Tested PT= Partly Tested Y=Yes N= No - = Not Researched
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2.6 Hand-Drawn Doodles in Graphical User AuthenticationGUA

2.6.1 Doodling As a Secondary Task

Andread[59] answered the questiodo doodles improve or hinder attention to the
primary task when people are listening to lectureselephones™ the study, researchers
asked 40 participants to listen to a voice mes$aga period of two and a half minutes.
This message contained some information, sucheasaimes of places and people.

The participants were divided into two groups, wotte of the groups assigned to
draw some doodles while they listened to the messdmgle the other group listened to the
message only. It was found that those who drew lésoduring the listening could
remember the names better than the other groum @verage of 7.5 versus 5.8 for those
who did not. Andrade claimed that & person is given a tedious task, such as listeto
a telephone conversation which is not importangjrtmind can wander. This leads to the

dispersal of attention and the low level of perfancé.

Additionally, the results showed that volunteersoveliew doodles remembered the
details by 29% more than the volunteers who diddnatv, without affecting the main task.
Andrade stressed thahe study indicates that a scribble can be in aaitydives, what we
are doing is to help us function better rather thaheing a futile entertainment we should
refrain froni'.

In fact, the first mentioned of using a doodleaagaphical password was by Jermyn
et al. [85] as cited in Goldberg et al. [21]. Thestf published paper designed for using
doodles as a recall based authentication mechanesrby Goldberg et al. [21], in which
13 participants took part, each of them being asketiaw their password using a pen and
paper as well as selecting a textual password sedname, rather than a real system. This
scheme was called “Passdoodles” and was simildret@®AS system. The principle of the
scheme is that it consists of at least two strokdsch can be in different colours. The
exact order of strokes and the number and directidhe strokes in redrawing the doodle
as it was initially drawn is the main part of thdleentication stage of this mechanism. The
results of this study indicated that the users d¢owdcall both their alphanumerical
passwords and their doodles (i.e. the componentthefvisual parts of the doodles).

Nevertheless, most of them could not redraw theiodées perfectly. However, the
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participants observed that the Passdoodle is easyemember compared to an

alphanumerical password and they expected thaiutdwbe a more secure technique.

2.6.2 Doodles as generalised signatures

After two years of previous study, Varenhorst [BK]estigated the use of doodles as
a means of authentication in a pervasive envirotni®n choosing three different
recognition methods which were as follows:
» Distribution grid
* Speed comparison

e Variance in grid

The method distribution grid was applied to boxthg doodle based on its high
and low points, stretching it to a grid and comibinithe doodles for various training
purposes, as shown in Figure 2-36, below. The speetparison examined the speed of
drawing the doodles by focusing on the points ef $troke and the distance between the
two strokes which is different between differenénss The variance in grid measured the
variance between the specific doodle’s points dtgewralues on the blurred distribution
map. These three methods affected the flexibilityusing hand-written doodles. In the
study, a sample of ten users was asked to credtéhan repeat a unique finger trace on a
touch screen device. Once it was complete theydcee their traces. The conclusion of
the Passdoodle study illustrated the possibilitg@blying recognition technology to new

fields such as hand writing and drawing recognition

Figure 2-36 Example of a
Passdoodle

2.6.3 Handwing

Renaud [20, 102], proposed a web authenticatiorhameésm that uses doodles as
one of its authentication stages. This techniqueiked Handwing and was proposed as a
safeguard on low-risk sites. This technique wademgnted on a low security website for
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elderly users. All twenty users who were membera church were asked to create their
password by hand-writing some details includingivitiial numerals, doodles and post

codes on a provided form such as that shown inr€igt87.

G BEF E 3

O V|2 |3 | |85 (L[| 2]"

Figure 2-37 Biometric Collection form

Users then collected their password generated th@minformation on the form
above by means of their email address. Once thejved their passwords three stages of
authentication were needed before they could lsgatessfully. Firstly, users had to select
the correct PIN number from ten displayed handagitPIN numbers by recognizing their
handwritten digits. Secondly, again as at the strsiestage, users had to recognize their
handwritten postcode from the ten postcodes displayn the next screen. Finally, users
had to select their hand written doodle from timalfiscreen that displayed twelve doodles.
Figure 2-7 shows the three authentication stagexeQusers had chosen all three
components correctly, they were allowed to entemikbsite.

The study of twenty elder users (11 females andafsh pointed out that during
the nine months (the duration of the experimenty one authentication failure happened
as a result of choosing the wrong doodles. Thisirtiggie demonstrated some security
drawbacks such as the probability of recognitiothefusers’ hand writing digits by people
who knew them. Moreover, the observability of tigstem is very high. Additionally, the
PINs and the post codes could easily be recordedreas doodles are very difficult to
guess because the system used over 200 doodlemamdof them were similar to the

user's drawings.

2.6.4 Choosing Distractors

Poet and Renaud [103],[40] produced an automdgiorithm that prevents the
selection of distractors that are too similar te glass image or to each other, which could
confuse users. The basic idea of the algorithrhas it prevents the emergence of similar
distractors in the same screen by calculating edmbdle’s weighted sum, and then
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comparing it with the threshold rate set by theesys The similar doodles have a weight
below the threshold. To achieved the automatedsifiestion algorithm three different
measurements were taken into account to calcuiateum of doodles’ weights, which are
the number of separate white regions, the numbsepdrate black regions and the number
of joins between lines (see Figure 2-38). The nunobevhite regions, black regions and
joins is therefore calculated for each doodle. Mwueg, the differences in the number of
white regions, black regions and joins are calealdbor a pair of doodles. These three
differences are combined to form one numbers ugimgeighted sum. Consequently, the
doodles will be considered as similar only if ttedcalated numbers are below a threshold.
The three measurements are processed through es sérioperations to be calculated
including their connectivitytinning, shaving, combining joins and fatteningeigiion)
and joins. The results of this algorithm workedllwas long as the threshold was

determined correctly.
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Figure 2-38 Three similar pairs of doodles
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2.7 Reviews of Graphical Passwords

A framework called Magic Triangle for Graphical @dsAuthentication GUA was
proposed by Lashkari et al.[104] to evaluate treaisty of graphical passwords, as shown
in Figure 2-39.

Attacks
Password Password
space entropy
Magic triangle for GUA security evaluation

Figure 2-39 Security Evaluation Triangle

This framework was applied and used to evaluatet wiothe graphical password
algorithms and research studies published betwe¥¥6 Jand 2010 that have been
mentioned in this chapter. As has been illustratedhe present study, some of the
researchers focused on attacks and related thein§s on attacks to the GUA algorithm;
other researchers focused on password spacesiemdotrdefine a formula for calculating
the number of possible passwords in each algoriBumin surveying these researches up
until this point, there had not yet been a comptataluation framework or criteria that
would cover all aspects of security for the GUAaaithm. The triangular evolution

framework covered all aspects of security for théXzlgorithm.

2.7.1 Entropy of picture and text passwords

Komanduri and Hutchings [105] drew comparisons ketwtext-based passwords
and picture-based passwords in terms of entropyyMéudies have compared text-based
passwords and picture-based passwords but noreewf lhave focused on maintaining a
measurably high level of entropy. The aim of thentémduri and Hutchings study was a
comparison of character and picture password systeith equal entropy. The study
involved 23 participants who were divided into tgg@ups which used picture-based and

character-based passwords where both types of pedsvinad the same strength. The
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length of the password chosen by the participaath bf the pictures and the characters

was eight items selected from a set of 80 charactepictures.

The study allowed nine days for the participantpeédorm their tasks individually
including training and testing on Day 1 and Dayp to Shoulder-Surfing Resistant Input
on Day 9. According to the memorability assessnierthis study, the results found that
both character-based passwords and picture- bass=ivprds of very high entropy were
easily forgotten because of the use of serial ardesf the input passwords. Additionally,
a shoulder-surfing-resistant input method was atellitoo, although the finding was not
very successful. Six of the 15 users revealed thagssword through insecure behaviour
(meaning that they were using the on-screen mous®icto keep track of password items

which is similar to the experiment described in ftka Six).

2.7.2 Shoulder-Surfing using graphical passwords

The first work on user recognition using two methodselect passimages was
studied by Hayashi et al.[82] .The authors settwotpossible measures to counter against
the risk of shoulder surfing. Firstly, they suggi&t selection of passimages using entry by
keyboard, while in doing so, ensuring that the fiocaof the authentication images are
changed each time so that no observer will be talbtheemorise the key which is pressed to
select the location of the image. The second sugdeseasure to counter shoulder surfing
is to guard against having any indication on theest highlighting which of the images

was chosen (this would reduce the chances of ssicéastioulder surfing).

Hasegawa et al. [106], presented a format combinihg low-frequency
components of a distractor image with the highdestcy components of the chosen
passimage. The method involved the application disarete wavelet transform to the
passimage and the distractor image. Another suggesty Gao et al. [98],was the use of
the lowest frequency band of the distractor imaigeo{ving an indirect selection of
images) was proposed as a safety measure agamdtshsurfing in a scheme whereby
users would select their passimages in a speaifieroTo perform authentication, a user
has to plot a path through the passimages whighateepresented with in grid form, in the
right order. However, with this proposal, no studgs carried out by the authors which
examined whether in fact the approach was effeaiveot against the threat of shoulder

surfing. It does seem that it is an approach whnight result in a possible reduction in
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security because path could be drawn which woulcecevery image which had been
presented, in which case all that would be requivedid be to establish the right order.

Sreelatha et al.[107], proposed another indirelgcien method, whereby a user
selects pairs of images and their “key positiona” smmething known as a challenge
screen. A challenge screen is made up of a grichafjes as usual, but it requires that a
user must locate their passimages in key positaots (rather than selecting the correct
image) must select the corresponding pair of imadfe®nly one passimage pair is
displayed on the screen, however, this may notaediie risk of shoulder surfing, as an
attacker might view the image selected and repest $0 the position and identity of the
key passimage would not be required. Alternativlebugh, if multiple pairs of passimages
are displayed on the challenge screen, shouldéngumight be reduced.

Tari et al.[108] presented a study which evaludted success of shoulder surfing
attacks and set out the findings of an exercisechvtasked users to try to steal the
password and passimages of a “victim” by shouldefirgy. Participants were given a
notepad and pen and instructed to sit or stand evkerthey thought might be most
effective. The study employed four different configtions of knowledge-based
authentication schemes: PassFaces using mousdimsgleeassFaces using keyboard
selection, a dictionary alphanumeric password astiang alphanumeric password. In the
exercise, the PassFaces configuration presentedcfiallenge screens, each with nine
images displayed. The passwords were five chasadtetength, in order to provide a
comparable length. Characters and passimages hael $elected in the right order; this
may have meant that the PassFaces configuratiores mere difficult to reproduce, and
could therefore lead to an overestimation of thastance to shoulder-surfing in cases
where the order of selection is unimportant. If $aene set of passimages was used in both
of the alternative PassFaces configurations, ossiple limitation might be in the form of
a learning effect, which may potentially overestienthe success rate of the configuration
which happened to be performed second.

The findings showed PassFaces to be the leastrableeto the shoulder surfing
threat, while using keyboard selection (on avera@®5 images out of five were
remembered and reproduced in the right order) wdtilne other end of the scale, a non-
dictionary alphanumeric password was the most vabie (on average, 3.65 characters
were remembered and reproduced in the right ofd@8]. Duncan’'s multiple range test

statistic was employed in order to find out whetaesignificant difference in performance
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existed between each different configuration. Naas found between a non-dictionary 5
character password and an ordered 5-passfaceusentdrestingly, it was found that each
of the other configurations differed significanttpm the others. The study concluded that
significant differences in performance could belaxgd by the variations in setup (e.g.
dictionary and non-dictionary passwords, passimagelected using a mouse, and
passimages selected with a keyboard). It coulddbednthat if the same passimages were
selected both by keyboard and by mouse then thdearaing effect may have been
possible.

Two of the latest systems, Pair Pass Char (PPCYaocdlor Pair Pass Char (TPPC),
weredesigned to resist shoulder-surfing and spywawledt and were presented by Rao
and Yalamanchili [109]. The proposed systems wessgmed to support keyboard as well
as graphical mouse-based input that maps passwaaters to other regions of the
password space. Both schemes support two modewpof, inamely, keyboard entry and
mouse clicks. In the first scheme, Pair Pass CRRC], the image consists of a basic
10x10 character set, whereas the second schenge|ofrPair Pass Char (TPPC), uses the
tricolour version of the basic character set wheaeh character appears in three colors:
red, green and blue, and is randomly spaced inxa71grid. However, to login to the
system, the user has to mix their textual passwmmroduce several pass-pairs, and then
follow four predefined rules to get his sessionspasd on the login screen. This protocol
is also applied in the second scheme, TPPC witleroolors and letters.

Twenty computer science graduate students were insad experiment to test the
memorability, usability and login time of both systs. The students were asked to test
both systems by using a 4 character password, lmafacter password and a 6 character
password for both systems. The study noted thatatleeage time spent in the second
system was higher than that spent in the firstwaitie different lengths of the passwords. It
was also found that 64% of the participants in shedy found the rules for the TPPC
scheme to be more difficult to apply than the PRGeme. Last but not the least, the
memorability of the first scheme was found to becmubetter than the second scheme

where users had to remember colored password cairans.

Many proposed graphical techniques that have besimgmed to be resistant to
shoulder surfing are complicated, such as thosposex in the study outlined here and
that of Chen et al.[110], where the main concerrs Wacurity rather than usability.
Unfortunately, none of the existing text-based &theu surfing resistant graphical

password schemes is both secure and efficient &fiibLi@j.
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2.8 Culture effects on computing and drawings

This section briefly describes and examines whdiui means and therefore
defines the meaning of cross-culture. In additibrreviews some research on cultural
differences in human-computer interaction and eramithe potential effects of cultural
differences on the usability and the security ebgition based graphical passwords.

2.8.1 Culture

The meaning the word culture is cultivation of sei$ Hofstede [111] points out.
However, it also can be defined as “that compléwhe which includes knowledge, belief,
art, morals, law, custom and any other capabiliaesl habits acquired by man as a
member of society” Tylor [112]. There are many deibns of culture, some very limited
and focused such as that of Shweder and LeVind8][.who view culture as a set of

shared meaning systems whereas Kluckhohn belibags t

Culture consists in patterned ways of thinkinglifgeand reacting, acquired
and transmitted mainly by symbols, constitutingdistinctive achievements of
human groups, including their embodiments in adefathe essential core of
culture consists of traditional (i.e. historicalterived and selected) ideas and
especially their attached valuegtjuoted in Hofstede [111]).

Hofstede [114] refined the definition of culturesled on Kluckhohn’s definition: the
people carried the component of “mental programenf their childhood and it was
developed during their studying and working livesfstede [111] divides people’s mental
programs into the three levels of cultural layandividual, collective, and universal levels.

The individual level of mental programs is a unidgxel containing individual traits,
and is of course not shared between any two peaftlyugh part of people’s individual
level is inherited from their parents. At the cotlee level of mental programs, people
from certain groups or societies share behaviouch sas manners of eating, treating
parents, and the languages that they speak to exgiremselves. These behaviours differ
from group to group, and can formulate differentioreal cultures. Hofstede [111], [114]
states that the collective level or national cdtis entirely learned from childhood and not
genetically inherited from parents.

Finally, the universal level of mental programssigared between people around the
world and contains normal behaviours such as cryangxpress sorrow and laughing to
express happiness. People inherit most of thid levéheir mental programs from their
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parents. These are learned behaviour patterns aretshared by all of humanity,
collectively. No matter where people live in theonld, they share these universal
traits. Examples of such "human cultural” traitsl€l [115], include:
1. Communicating with a verbal language consistingadimited set of sounds and
grammatical rules for constructing sentences
2. Using age and gender to classify people (e.g.,agen senior citizen, woman,
man)
3. Classifying people based on marriage and descédatioaships and having kinship
terms to refer to them (e.g., wife, mother, unoieisin)
Raising children in some sort of family setting
Having a sexual division of labour (e.g., men's kwegrsus women's work)
Having a concept of privacy
Having rules to regulate sexual behavior

Distinguishing between good and bad behaviour

© © N o 0 &

Having some sort of body ornamentation

10.Making jokes and playing games

11.Having art

12.Having some sort of leadership roles for the imm@etation of community
decisions.

While all cultures have these and possibly mangmotmiversal traits, different cultures

have developed their own specific ways of carrpogor expressing them.

Working from O'Neil’s [115] third cultural layer,on 11, of having art, the next
subsection is divided into two parts: 1- Culturdieets on usability and security of

recognition-based graphical password authenticaBio@ultural effects on drawings.

2.8.2 Cultural effects on recognition-based graphical pssword
authentication

Studying the usability and security of many graphipasswords remains
incomplete although they are good in technicaingef38]. One of the very important
subjects to be studied in this field is the cultwfiects of using images as a recognition
based password. Actually, most graphical passwgstesis were developed in western
countries, and this could be argued that applyud graphical password schemes in other

countries and cultures will involve more attentitm cultural impacts, especially, on
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usability and security. Sometimes the use of tlsystems is not suitable for users from
different countries and cultures (i.e. it is uncledether the developers considered cultural
differences when they designed their schemes, edlyagbe image types which came from

a particular culture).

Actually, only very few studies focus on this, fexample, Monrose and Reiter
[116] carried out a study on a recognition basexplgical password scheme. Their study
focused on faces, and they examined if the ‘rafexefof the faces would affect the user’s
choice of graphical password. Twelve face typegmies were involved in their study: 1-
typical Asian male, 2- typical Asian female, 3-itgd black male, 4- typical black female,
5- typical white male, 6- typical white female, Asian male model, 8- Asian female
model, 9- black male model, 10- black female moti#lwhite male model, and 12- white
female model. The finding of the study clearly skdwhat the participants were biased to

choose faces that belonging to the same race a@gdphical password.

However, user acceptance and user performanceharéwb main concepts of
usability on computerize systems [117], in whicltune would have an influence on them.
This can be applied on graphical passwords systesnwell and the analysis of many
graphical schemes shows that there is a relatipnggiween culture and the usability

aspects of human computer interaction.

User acceptance is very important for any succkesasformation technology
system Davis [118] and Venkatesh et al.[119]. Toettp and design any system,
developers should be aware of the differences dividuals’ intentions. Studying the
differences in the use of these technology systeithdhelp to build a successful system
that reflects the cultural differences. Howevenesal cross-cultural studies have shown
that user acceptance models (The technology acteptaodel (TAM) and innovation
diffusion theory (IDT) are two acceptance modelgeligped by researchers Venkatesh et
al.,[119]) were highly affected by people’s cultsirelherefore, the culture plays very
important factor in using technologies and it hagrbshown that people from different
cultures are vary in their ways of adopting or gsiachnologies [33], [120], [121], [122]
and [123]. Finally, social pressure also has actlirapact affecting technology acceptance,

which is another important factor [33].

User performance is another goal of developing @myputer system. However,
the capabilities and limitations of the informatipmocessing by the human mind has a

great effect on the user's performance, Ford [12liman information processing
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including retaining, acquiring, and using infornoati Vockell [125], are divided into two

objects Mayer and Moreno[126]. The verbal objeatshsas words are stored and
represented distinctly in verbal form in memory ve@es the visual objects such as pictures
are stored and represented distinctly in image forrmemory and in some cases the

objects are processed in the human brain with inodige and verbal forms (Paivio [127]).

However, the human information processing work®ugh cognitive processes
which include activities such as attention, penoeptind recognition, learning, reading,
and remembering [126], [127]. All these processesadfected by different cultures[128],
which lead Boduroglu et al.[129] to conducts a gth@tween East Asian culture and
western culture. The finding of Boduroglu et al9J8 study showed that people from
East Asian cultures handle information processitfigréntly from people from western

cultures and this was refereed to different cultuadues.

However, not only were the activities mentioned \ebbaemonstrated to differ
between East Asian and Western people: the resraralso demonstrated cultural effects
and differences in the preceding brain images ambtawing. The next section will review

several studies concerning cultural effects onalisuformation processing and drawings.

2.8.3 Cultural effects on Drawings

In contrast to the lack of cross-cultural studietoigraphical passwords, cross-
cultural behavioral differences in the visual pgirg of objects and backgrounds as a
function of cultural groups have been widely reskad. Many studies such as those of
Chua, et al.[130], Gutchess et al.[131], Huntsirgjeal. [132] , Masuda and Nisbett [133],
Nisbett et al. [128] and Goto et al. [134] have destrated behavioural differences in the
visual processing of objects and backgrounds angswd drawing objects, between

different group of people s and within differeneagroups.
2.8.3.1 Cultural effects on human image processing

Culture can affect perception and recognition psses, as demonstrated by Abbott
[135], with work done in 1970 (cited in Hwang [136lvhich showed that Scots are more
likely to focus on the various parts of a whole,erdas Chinese are more likely to look at
wholes. Abbott showed a picture containing a bowten a tree to two groups of teenagers,
Scottish and Chinese, and then asked them to argry about what they saw in the
picture. The finding of his study showed that thajaonty of the Scottish mainly focused
on the boat rather than the whole picture in thairatives, whereas the Chinese did not
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include the boat in their stories or only mentiomtddyhtly without going into great detail.
The Chinese narratives focused on whole picturedislissing the general view without
going into details whereas the Scottish narratieesised on subjects on the picture and

discussed them with more details.

Another study showed that people from differenttunagls focus their attention
differently on the same case Masuda and Nisbe8][Tdhe study conducted between two
cultural groups: 63 American and 41 Japanese stsigerd it divided into three phases.
The first phase, the participants were asked tk &iden short animated underwater scenes
consisting of fish and other marine animals suchbalsbles, snails , coral reefs, and
smaller fish in the a background and then to wameessay about what they had seen.
American participants were less focused and coraieck on the background objects in
their essays than the Japanese participants. Tdt@nships between the different objects
in the scenes were considered more Japanese panteithan the American participants.

In the second phase, the participants were showpi@Qres: half of the pictures
contained objects that were included in the temeas@nd the other half contained objects
that were not included in the ten scenes. Threestypy backgrounds with the 90 pictures
were presented to the participants: the originakbeound of the object as previously seen
in the first phase, a novel background, and no ¢packd. Thus, six different types of

pictures were presented:

original objects with original background
original objects with no background,
original objects with different background,
novel objects with original background,
novel objects with no background, and

o gk w DN E

Novel objects with new background.

The patrticipants were then asked to determineeiy tad or had not seen each object
during the first phase. According to the resultdhoé phase, American participants were
less affected by changing the original backgrousfdsbjects and they are still recognised
them. In contrast, the Japanese were not easiytalsecognise the original objects if their

original backgrounds had changed.

It has been noted that the environment could h&faeed the Masuda and Nisbett

[133] result and it could be argued that Japamesemore familiar with underwater life
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than Americans, because of their island geographgrefore, Masuda and Nisbett [133]
conducted another object study with different otgeasing animals living in America with
American landscapes to respond to that argumensaple of 44 Japanese and 41
American participants were selected and askedeaw Vi8 pictures of American animals.
Half of the pictures containing animals from theous study of Masuda and Nisbett
were shown to the participants and the other haftained different animals and all the
pictures were embedded either with their origiredkground or a new background.

Thus, four different types of pictures were presdrib the participants:

original object with original background,
original object with new background,

new object with original background, or

P w0 NP

new object with new background.

Again, the participants were asked to answereaf/thad seen the pictures in the first
part of the study or not, and participants wereauised that there would be a recognition
test during the process, so as not to elevate iti@mory functions artificially.

The finding of this study clearly showed the theses no difference from the result
gathered from the previous study and the Americantigipants focused on the central
objects of the pictures, the objects (American atséi) whereas Japanese participants were
more likely to look at the complete pictures amik liheir elements together. The Japanese
participants were also more highly affected by dmag the background of the original
objects than the American participants.

From the Masuda and Nisbett [133] study, it is ddteat the recognition response
times by the Japanese participants were fasterefmwgnising an object on its original
background than for recognising it with a novel kmround. Therefore the recognition
response time was tested and then the result @dalps both Japanese and American
participants. The Japanese were more likely to lin& object with its background
instinctively, whereas the American participantsl Im@ significant difference in response
time recognising objects against the original bagkgd or against a novel one. Overall,
the recognition response time of Japanese pamitspwas faster than the American
participants.

However, most studies mentioned in this sectionereadomparison between East

Asians and Westerners in their visual processingelsas being object focused, and in
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summary, they showed that the East Asians are ifogusore on the background of the
images whereas the Westerners are focusing on lijexts. Thus, overall, it can be
concluded that people from different cultures lablpictures in measurably different ways
(Goh, et al [137]).

2.8.3.2 Cultural effects on ways of drawings objects

For the past two decades, cultural and cross-alltperspectives on human
behavior have found their way increasingly into ms&ieam psychology [138]. Many
psychological association journals have highlighteate and better studies on culture in
the world, explaining our understanding of humahaweour in cultural contexts. Even
though our understanding of the role of culturdhasan psychology is rapidly growing,
one area still largely ignored is the cross-cultatady of creativity. However, creativity is
involved in a wide range of activities which haveeh studied by researchers [139],
including creating significant art works and arebtural structures, and writing novels and
poems, as well as minor forms of creativity thatwadn daily life. In fact, the 1960s and
1970s had the highest number of cross-culturatross-ethnic studies reviews and
research conducted on creativity [140] and, crégtand culture [141].

One of the creative activities of the cross-cultvesearch described in this section
is drawing. Particularly, many previous studieshhighted this activity in term of cross-
culture among cultural groups with different agad gender and also drawing tasks were
investigated in many areas. For example, drawimgated in response to verbal stimuli
such as “earth from an insect’s point of view” t¢in¢' beginning of time” [142], drawings
created after viewing visual images [143], the D&Rerson test [144], and drawings of
fantastic animals [145] were investigated in drayviasks.

Only a little research has been done on culturecagakivity since the 1970s [138],
and most of these studies on drawing compared taim rcultures, Western and Asian,
especially, American and Chinese [138], [132] add]1

However, one of important studies done in thisified cross-cultural drawing is by
Chen et al.[138] .The study addressed three rdseguestions: Q1.Are there cultural
differences in the judgment of drawing creativityQ2. Are there cultural differences in
the average levels of creativity in drawings? , &®l Which features define creative

drawings within and across cultures?
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A sample of 50 European Americans and 48 Chinege s&ected from a larger
sample in the United States and China and askettaw representations of geometric
shapes. Participants were instructed to draw theeenetric shapes pictures with the titles
of Triangle, Rectangle and Circle. The group otipgrants was divided into two halves to
ensure that cross-cultural comparisons were nofocoded by testing conditions, which
influenced by explicit instructions to “be creafiver not. The first half were randomly
assigned to a “be creative” condition, whereasatier half were assigned to a “standard
condition” (i.e., no explicit request for being ate).The be-creative condition was
“Drawing Creatively this task involved drawing ctigaly and participants were asked to
create a drawing that was highly creative and imagre and to create drawings that are
both original (novel, uncommon) and also appropr{attistically effective). The standard
condition was, “Visual Imagery” this task involveldawing visual images in response to
verbal stimuli and participants were asked to ndikevings that the participant personally
found intuitively or subjectively appealing. Appimately 10 minutes were given to the
participants to complete the tasks and draw a $etight drawings (only the three
geometric shapes are examined in the study).

A 4-inch by 5-inch index card was used to preseathedrawing after it was
removed from its original packet. Eight Chinesegesl (four male and four female) in
China and six European American judges (two matefaar female) in the United States
evaluated each of these 294 original drawings.thljudges were undergraduate students.
They rated all drawings along four dimensions: usitess (was defined as the degree to
which the drawing showed a novel representatie@ghrical quality (was defined as the
degree to which the drawing demonstrated techmidadtic ability), creativity, and liking
(using judges’ own subjective definition of credtrvon their subjective reaction to the
drawing, respectively) using a 5-point scale.

Finally, two independent coders (who did not pgrtte in the previously
described judging task) coded each drawing accgrdirseven thematic categories (see
Figure 2-40).
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Code Examples

A. Simple, straightforward, or typical shapes EL —
B. Decorated or three-dimensional shapes ﬁ @
C. Multiple shapes, embedded or arranged d??ﬂ ﬁ
D. Simple but meaningful shapes L:;% \(I)\"
E. The shape in concrete context (_EA ﬁ]
F. Reflections of the shape, unique perspectives @ m

wwy {41
* Naog

G. The shape in abstract context ¥

Figure 2-40 Drawing Codes

The results of Chen et al.[138], showed a high ensgs between Chinese and
European American judges, and the two groups wenéas in rating the creativity of
drawings. Furthermore, Judges liked best those idgsvthey judged more creative.
Representations of geometric shapes in contextsefeconcrete or abstract) involved in
this experiment were considered the most creatigevidgs. These results run counter to
the belief that there are wide cultural variatiemghe evaluation of and attitudes toward

creativity, and demonstrate the feasibility of srgsiltural comparisons.

Another earlier study compared a drawing task ammugire groups: Huntsinger
et al. [132] conducted a cross-cultural study oawings between second-generation
Chinese-American and Caucasian-American young remnldThe study had two purposes:
firstly to determine whether differences in drawpgrformance, creativity, and the related
skills of visual discrimination, fine muscle coamndtion, and spatial ability exist between
the two groups. The second purpose was to detenwtiieh parental beliefs and practices

are associated with the performance differencenéf exists.

A total of 80 volunteers were recruited in thisdstudivided into 40 Chinese-
Americans (10 preschool girls, 10 preschool boy8, Kindergarten girls, and 10
kindergarten boys) and 40 Caucasian-Americans @€cpool boys, 10 preschool girls, 10
kindergarten boys, and 10 kindergarten girls).\Allunteers were tested individually in a
comfortable setting in their day care centre otheair home. They were tested on many
parts, including: 1-Test of Early Mathematics Atlyili2- Children were asked to draw a
picture of a person by making the very best pictbet they can. 3- Visual discrimination.
4- Spatial relations. 5- Name writing tasks. Foe teecond purpose, parents were

interviewed and asked to answer a questionnairedemographic information and
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educational attitudes. For the drawing task, theist&oodenough scoring téstas used
to score the all drawings, carried out by a grasluat student who was blind to the
ethnicity of the children and rated the drawings deeativity on a 5-point Likert scale,
with 1 representing "least creative” and 5 repriisgn'most creative." Creativity was
defined as the addition of unusual or unique eléstnthe drawing.

The results indicated that Chinese-American youmfgien were more advanced
in their drawing and handwriting than were Cauaagianerican children and the drawings
of Chinese-American children were rated as moratiwe. It was also found that Chinese-
American parents set aside more time each dayhmrchild to focus on fine muscle

activities than did Caucasian-American parents.

2.9 Summary

As the purpose of this research which is investigathe usability and security of
recognition based graphical password based on kamdn images. This chapter has
mainly focusing on five literature areas: Firstlihe usability and the security of
recognition-based graphical passwords. Secondlyaphycal passwords based
authentication. Thirdly, the memorability of se+formance tasks. Fourthly, the use of
hand-drawn images as graphical password. Finahlysscculture on human-computer

interaction and drawings.

However, this chapter has summarised the prioralidee related to graphical
passwords, focusing upon recognition-based graplpeaswords as self-performance
tasks. In most cases, the user chooses their pagges from a system supplied collection.
This speeds up the registration phase, but the ipesges may be less personal and thus
less memorable. A number of studies have used fabe&h have revealed a number of
problems. Some faces are chosen more often thansptihaking it easier for an attacker to
guess them. There is some literature on systems wWiee user supplies the pass image,
either as a photograph or by drawing or creatisgreple image. Research in this area has
focussed on memorability. This has revealed a gathe literature relating to cultural
effects when creating simple images and issuescale svhen registering user created
simple images. This thesis helps to fill this gaxmowledge.

'Goodenough scoring testa psychologicgbrojectivepersonalityor cognitivetestused to evaluate children
and adolescents for a variety of purposes.
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Also, this chapter has shown that recognition basestems are easier to use than
other systems because it is easier to recognis@mage when seeing it again than recall it
all over again. Recall based systems might seebe tmore secure, but in practice, a user
will only be able to approximate his earlier acspfor example, when drawing a secret or
selecting click points. The login system will ndednake allowances for this, leading to a
reduction in security.

Within recognition based systems, user performa#istaare easier to remember
than system provided images. However, there idditianal administrative load involved
in processing the user supplied images at regmtréime. Chapter Five looks at how this

task can be automated.

Moreover, the use of hand-drawn images as a gralghéssword is a subject to one
of a very important field which is cultural charagstics. To see if there is a relationship
between the users’ hand- drawn passwords anddhiine, a study of investigated which
aspects of user-drawn images for authenticationngnoolltures was most important, and
also exploring the guessability of these hand-dramamges. Actually, the literature reviews
showed very few cross-cultural studies achievedgmphical password based on
recognition authentication. Chapter Three and Glrapour address the effects of culture

on the use of hand-drawn images as recognitiordogrsghical passwords.
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Chapter Three
Cultural Aspects of User Drawn
Images for Authentication

3.1 Introduction

Graphical passwords, like any password, can beckatth The types of attack on
Recognition, Recall and Cued Recall based techrigue different. The main attack types
on recognition based techniques are categorisedtive three areas of concern [147];
guessability, observabilitgnd recordability. Guessability refers to the probability that an
attacker can guess the user's graphical passwosénability refers to the probability of
an attacker being able to observe the authenticg@tiocess of the graphical password and
recordability refers to the probability of an akacbeing able to obtain a user’s graphical
password from a description of it. In this chaptdre guessability attack will be
investigated in terms of ‘how cultural reasons cffhe choice and use of hand-drawn
images as graphical passwords’. In other word, @ak@ngineering attack where the
attacker tries to guess the correct image basedeithrer the previously acquired

information or cultural knowledge about the user.

This study investigates these cultural aspectshag apply to the use of simple
images, such as doodles, in the context of a gtaphuthentication system. Additionally,
an investigation of how the cultural factors affébhe choice and use of doodles as
graphical passwords will be taken into accounhis study. In fact, the present study is a
combination of computer science and psychology. ddmaputer science part is concerned
with the use of hand drawn images in the infornmagecurity field. An example of how
the psychology biases effect the selection of imagegraphical passwords was introduced
by Monrose and Reiter [116]. Recognizing faces ftbensame race as the subject is easier
than recognizing other races, a phenomenon knowtheas‘race effect” [148, 149].
Monrose and Reiter found that there was significamtrelation between participants’
selected pass faces and their race and gendeheydound the theoretical “race effect” to
exist in a recognition-based graphical passwortegys

Similarly, behavioral differences in image procagsbetween different cultural
groups have been well documented by many studasa[130], [131], [132], [133]. One
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of the most important recent studies was that bz &oal.[137], which compared Asian
and Westerners’ focus on image features. The mgstitant finding was that East Asians
spend more time focusing on the background of imagech as groups of people, while
those from a Western culture tend to be more fatwseforeground objects, such as an
individual person. And also it supports the findingf the studies that mentioned in
Chapter Two

A recent investigation of how cultures play a rimeselecting pictures as graphical
passwords was presented by Aljahdali and Poet [1TBOs study is one of the latest
studies in this field and its central idea was Emio that of the present study which is
published in this thesis approximately three yesfter this work was completed. The
results showed significant cultural impact on thetyses chosen by participants in two
different countries (Saudi Arabia and the UK). Tditerences between the Aljahdali and
Poet study and the present research are highlightib@ Table 3-1, below:

Table 3-1 Comparison of Aljahdali and Poet and presented study

Aljahdali and Poet (Pictures| Present research (Hand drawn images
Similarity Studying the cultural impact of chosen images aplgical passwords.
Groups Comparison sl Cetemers(Briteh]  Westemers(Se0ts) and Aftcans (Nigerans)
Main Differences Using Pictures Hand drawing own images
Task System provided the images Self-performed tasksudew the images
Resource Limited Choice Unlimited (Own Creation)
Method On System On Paper (questionnaire)

In our study, users from different cultures werkeaisto provide doodles that could
be used as graphical passwords. They then filleml guiestionnaire giving their views on
the usability and security of the system. Finalhge submitted doodles were analysed to

detect any cultural bias in the doodles providedhayusers.

3.2 The aim of this study

There are three approaches to a guessing attack [14

1. Random guessing;

59



Chapter 3: Cultural Aspects of User Drawn Images for Authentication =~ PhD Thesis | Sep 2013

2. Guessing based on predictable user choices fopalgtton of users (group bias);

3. Guessing based on an individual user's preferdinogisidual bias).

In this chapter, the"2 approach is discussed. The aim is to investigatectltural
aspects of chosen doodles between three cultutetoagxamine if there is a relationship
between the doodles drawn among the three culivhesh may affect the problem of
attacks against a user's pass image set in remoghiased authentication scheme. The

chapter will also address the following question:

Q. Does culture play an important role in the sét@t of hand-drawn images as graphical

passwords by Libyan, AfricanBligerians)and Westerners (Scots)?
As consequently, the hypothesis can be defined as:

H1: Many hand-drawn image passwords can be receghiyy the cultural features that the image

contains.

3.3 Experimental procedure

3.3.1 Participants

The population of this study came from three déférregions: the Arab world
(Libyans), Africa (Nigerians) and the Western wofl8cots). A total number of 237
participants took part in the study, the majoritpnfi Libya and the next subsection

illustrates this information in detail.
3.3.1.1 Libyans

A total of 152participants from Libya took part tinis study.More than 95%were
undergraduate students from Misurata Universitymfrthe Faculty of Education and the
Faculty of Information Technology, while the othevere from the Higher Institute of
Comprehensive Occupation, Misurata, and the Higisitute for Training of Trainers in
Misurata. There were 34 males and 118 femalesdraffe range of 18 — 60, with a mean

age in the range of 21-30.
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3.3.1.2 Nigerians

Twenty Nigerian students studying in Glasgow atsaktpart in this study. Nearly
two-thirds of the participants were postgraduatelents at Glasgow University, the same
environment as the Scottish participants who ateilde in the next subsection. There

were 14 males and 6 females all aged from 21 to 30.
3.3.1.3 Scots

A total of 65 Scottishparticipants from Glasgowoalsok part in this study, and they
represented Western culture. They were from thareegng and Biomedical schools in
Glasgow University and also from the Business Sktlod School of Life Sciences of
Glasgow Caledonian University. They numbered 29emand 36 females with average

ages in the range 21-30. More than 50% were pakigta students.

3.3.2 Method

The participants were given a questionnaire whiels divided into two main parts.
Most of the questions were multiple choices. Thesgjons with a limited range of answers
utilized a tick box method to select the approprianswer(s). The first part included
general questions on computer usage, while thengepart introduced the participants to
using simple drawings as passwords. They were askddaw 4 doodles that they might
use as passwords and then, finally, to report thesfings about the drawings. The
guestions asked were:

General and everyday life guestions:

1. Gender
2. Age with answered of age group (10-20,21-30,31-%48@ and >60)

3.  How would you classify yourself? With 7 answersegatries (African, Arab,

Asian, Australian, European, Hispanic and other).

4. How long have you been living in the UK?
Level of education (Primary school, High school, ddrgraduate,
Postgraduate or uneducated).

6. Number of different computer accounts with scalswar group (0, 1-5, 6-
10, 11-20 and >20)

7. Number of different passwords with scale answeugri@®, 1-3, 4-8, 9-15 and
>15).

8. How often do you use the computer? In hours.
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9. How often do you use the the internet?In hours.
10. How often do you have to use a password? In times.
11. Do you like a drawing?

12. Have you constructed drawings using a computer?

Another five questions were asked relating to ttaphkical password:

13.  Would you be happy to provide doodles as passwords?

14. Please draw four doodles in the boxes below, asgurhiat these doodles
will represent your passwords?

15. How long did that take you? In minutes.

16. How much did you enjoy making the drawings?

17. Do you think a friend could guess your doodle wisbown a collection of
doodles?

3.3.3 Data collection

3.3.3.1 Libya

The data was collected during lectures with penmmssf the lecturers. All the data
was collected between the"2and 27 of May 2010. Approximately 180 questionnaires
were distributed and 152 were returned. The ppgitis had approximately one hour to

complete and return the questionnaire (see Appehydix

3.3.3.2 Glasgow (Scots and Nigerians)

In this case the data was not collected duringutest and not all the participants
were students. The data was collected betweéh df5May and & of June 2010.
Approximately 90 questionnaires were distributed & were returned. They took an

average of one hour to complete them too.

3.4 Results and Explanations

This section is divided into two main sub secticggarding the types of information
collected: the differences between cultural grompsomputer usage and the differences

between cultural groups with regard to the collécdrmwings.

62




Chapter 3: Cultural Aspects of User Drawn Images for Authentication =~ PhD Thesis | Sep 2013

3.4.1 Computer Usage

The results presented in this section are drawm filoe data collected from the
three different groups on how they deal with tliemputer accounts and passwords daily
uses of computer. This is important to give a claature of their security behavior and
experience of using a computer [151], and theretioee ways of dealing with passwords,
and also whether or not they are familiar with gsinsual images such as doodles as

passwords.
3.4.1.1 Number of Computer Accounts

Figure 3-1shows the number of computer accountd bgl the three cultural
groups. The most striking result is that a largenber of Libyans did not have any
computer account, while only a small number hadentban five. On the other hand,
almost all of the Scots and Nigerians participdnatd at least one computer account. About
70% of the Nigerians had between 1-5 computer adsowhile more than half of the

Scots had more than five.

Computer Accounts
80.00%

70.00%

60.00%

50.00%

M Libyans
40.00%

M Africans
30.00%

20.00%
10.00% I
0.00%

0 1-5 6-10 11-20 >20

British

Figure 3-1 Computer accounts held by the three groups

3.4.1.2 Number of passwords

Figure 3-2 illustrates the number of passwords thgldhe different groups. Not
surprisingly, the Libyans without computer accoudtd not have any passwords. As
expected, the shape of the data for all groupsgarg 3-1 and Figure 3-2 is very similar. It
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should be noted, however, that the horizontal ssatfferent. It is also evident that the
Nigerians and the Scots are similar to one anathidrregard to the number of passwords
held. 42% of Scottish subjects had between 1-5 atenpaccounts, while 48% had
between 1-3 passwords. This indicates that sontkeoparticipants were using the same
password for more than one account. Also, the romdunts a user had, the more they
reused their passwords. It is also notable thatrs¢éwsers had many passwords, with 8%
of Scottish having at least nine.

No of passwords
70.00%

60.00%
50.00%
40.00% M Libyans
30.00% M Africans
20.00% British
10.00%

0.00% =

0 1-3 4-8 9-15 >15

Figure 3-2 Number of passwords held by the three groups

3.4.1.3 Average usage of passwords

Figure 3-3shows the average number of times passwords wpogtee as being
used on a daily, weekly and monthly basis by threelgroups (Libyans, Nigerians and
Scots). The average use of passwords by WesteamersNigerians is larger than for
Libyans. The daily average use of passwords is fimees higher for Nigerians in
comparison to Libyans. This is almost certainly doighe number of computer accounts

and passwords that the Libyans held.
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Average daily use of passwords

6.00 5-50 575
5.00

4.00
3.00
2.00
1.00
0.00

Libyans Nigerians Scottish

Figure 3-3 Average usage of passwords in times

3.4.1.4 Average computer usage in hours

The use of computers differs from user to userlimr@as, for example, access to
the internet, use to play games, and learning. Meweas can be seen in Figure 3-4,
approximately 6.5 hours were spent daily by Nigeiand Scots on computers, and just
over 3 hours on average were spent daily by Lilpaaticipants.

Mean of usage of computer daily in hours
8.00 7.15

6.19

6.00

4.00

w
H
[e)]

2.00 -

0.00 -
Libyans Nigerians Scottish

Figure 3-4 Average computer usage daily, in hours

3.4.1.5 Average usage of the internet in hours

The internet is the greatest communication netwas&d by people around the
world and many of them spend a great deal of tivee on the internet. Nowadays, many
network providers offer increased opportunitiesuse the internet via smart phones and
tablets. Although the internet is a very importa@source of information for students,
some countries and universities do not have widelgessible facilities. Figure 3-5

displays the average time that the participantsigma the internet. Overall, the average
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time spent on the internet by Scots and Nigeriaas much higher than the average time

spent by Libyans.

Average daily use the Internet in hours
8.00
6.44
6.00
4.26

4.00

2.27
2.00 -
0.00 -

Libyans Nigerians Scottish

Figure 3-5 Average usage of the internet, in hours

As can be seen from the result in this section.4f13 the Libyans are less using
computer than either Scottish or Nigerian. Thisldaffect the idea of using hand-drawn
images as a graphical password. However, thessetion is exploring the results of using
computers on drawing on one hand and if the ppeidis would like to use their hand-

drawn as graphical password on the other hand.

3.4.2 Hand-drawn task

In this subsection three issues are associated anéidting drawings by hand. These
comparisons are directly related to drawing anchgisiand-drawn images as graphical

passwords.

* Enjoying Drawing: At this point of the research, the results showleat the
percentage of Scots who enjoyed drawing was less ttie percentage of Libyans
and Nigerians and with the comparison shown in féi@46, it can be observed that
the figure is as follows: just under 60% for Sadttiand nearly 70% for Libyans
and Nigerians. Participants answered the quesfiovhether they liked to draw or
not and they were asked to provide the reason tay do not like it, if this is the

case.
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Like to Draw

80.00%
70.00%
60.00%
50.00%
40.00%
30.00%
20.00%
10.00%

0.00%

70.35%

65.00%

M Yes

— No

Scottish

Libyans Nigerians

Figure 3-6 Participants’ drawings preferences

Using the computer for constructed drawing:Interestingly, despite the results
illustrated in Figure 3-7, although many Libyarseti drawing, about 90% of them
had not used a computer to construct a drawingh&umore, approximately 8% of
the Scots who said they enjoyed drawing had notl @aseomputer to construct
drawings whereas most Nigerians who liked drawiragl lan experience with
drawing on a computer. Again, participants wereedsét question as to whether

they had used the computer for drawing or not.
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Figure 3-7 Constructed drawings using a computer

Would they enjoy using doodles as password hree scales were used to answer
the question of the enjoyment of providing handadraimages as graphical
passwords: Yes, No and | do not know. Regardlesiseofnanner in which they use
hand-drawn images as graphical passwords, moshefsearch results in this
experiment shown ifFigure 3-8ndicate that approximately 45% of Scots did not

know if they wanted to use hand-drawn images aswasls or not. In addition,
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about 32% of them did not agree to use doodlesashigal passwords and fewer
than 20% would accept the use of hand-drawn imaggsassword, similar to the
level expressed by the Nigerians. In comparisot whe Libyans, it can be seen
that just over 55% of them agreed to use doodlgsaaswords and the percentage
of the Libyans who did not agree and did not knbtheéy would provide doodles

as passwords are the same at 20%.
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Figure 3-8 Like to use hand-drawn as graphical passwords

3.4.2.1 Complete drawing task

Most of the participants of this study complete@ithhand drawings of four
images. A scan be seen, about 90% of the Scotsletedphe task successfully (61 out of
66), while 3% of them did not draw and 6% did notnplete the drawing task, and this
can be related to their enjoyment of drawing asedtan their answers. Additionally,
approximately 95% of the Nigerians (18 out of 18)npleted the task and only 5% of
them did not draw, while about 82%o0f the Libyan34but of 152) provided drawings.
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Figure 3-9 Completing drawing task

3.4.2.2 Average time spent on drawing

Drawing skills differ from person to person and main be measured exactly

because of many factors. Some people do not likevidg at all, and others do like

drawing; this is a result of human preferencesaaphbilities, e.qg.:

“1 do not like drawing because | do not know howlraw’

“I hate drawing with no reason”

However, Figure 3-10, below, shows the calculatbbthe average time in minutes

that were spent drawing the four doodles by théiggants who made a drawing. The

difference between the average times in all categas not large; it is just under 2

minutes.
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Figure 3-10 Average time spent on drawing
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3.4.2.3 Enjoyed drawing

Opinions differed on the extent the participantd bajoyed drawing in this study.
A question was asked as to whether they enjoyediging hand-drawn images as
graphical passwords, with a scale ranging from 144€d (“1” being the weakest to “10”

for the strongest).

Enjoying making the drawing

Alot 10
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Notatall

Libyans Nigerians Scottish

Libyans Nigerians Scottish

Variabl
artaple AVG |Medin| Mode | AVG [Medin| Mode ] AVG |Medin| Mode

Enjoying making the drawing| 6.77 7 10 6.25 6.5 5 497 | 5.00 | 5.00

Figure 3-11 Enjoyment when completing the drawing task for the three groups

Figure 3-11shows the level of enjoyment which wasmed from drawing for the
three groups. It is clear that the Libyans gengraihjoyed drawing, with a median
response of 7 and the most popular answer 10.iSitgiople on average slightly disliked
drawing. Another way of presenting the informatignthe percentage of people with a

positive response (6-10). The results are:

* 65% Libyans.
*  65% Nigerians.
* 45% Scots.

3.4.2.4 The probability of guessing drawing doodles

Theoretically, predicting or guessing someone’awiing could be subject to
several factors, and the most important of theskdssurrounding around the person - for

example, the family members, friends and relatives can recognize the person’s hand-
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drawn. This can be also applied to Libyans, Nigexiand Westerners alike. In practical
terms, it would still be difficult to guess anothggrson’s drawing. In this research, most
contributors agreed that it would be hard for adh&y guess their drawings. A scale
ranging from 1-10 was used (“1” being the strongesi0” for the weakest) to answer the
guestion as to whether the participants’ drawn esagould be guessed by other
people.Figure 3-12 displays the average scaleleoptediction for all groups, again on a
scale of (1-10). Nearly 56% of the Scots partictpamere satisfied with the complexity of
their drawings, while around 80% of Nigerians af&u6of Libyans were satisfied with the

perceived difficulty of guessing their doodles.
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Guessing your doodle 3.48 3 1 4.4 4.5 1 5.36 5.00 5.00

Figure 3-12 Estimates of probability of guessing drawing doodles

3.5 Cultural Aspects of User Drawn Images

This study was designed to examine the probalelitgcts of culture on people's
drawings. Previous studies have indicated cultdrierences in various drawing and
general cognitive tasks between cultural groupse@ally between Asians and Americans,
but no studies have been conducted on a compan$owestern (Scots), African
(Nigerians), and Arab (Libyan) cultural groups. Hmwer, over the past two decades,
cultural and cross-cultural perspectives on humahabiour have found their way
increasingly into mainstream psychology, as obsktwe Chen et al. [138]. Chen et al.
studied the ways in which drawings are createdthmistudy involved in this research will

focus only on the subject of the drawings.
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There are many ways of categorising drawings; fangle, suggestions have been
made by Snodgrass and Vanderwart [152], CycowitZAl.e[153], Alario and Ferrand
[154] and Janssen et al. [155]. Cycowicz et Al.3[1Set out 13 categories: four-footed-
animals, basic level, birds, clothing, fruit, fuume, human body parts, insects, kitchen
utensils, musical instruments, tools, toys, vedetland vehicles. Janssen et al. [155]

categorised150 drawings into 149 modal names.

The present study has found the categorisation estigg by Ruth Rostron, a
professional handwriting analyst and vice-chaithef British Institute of Graphologists, to
be useful. A popular description of her work is\pded by the journalist Mandy Frantis
Rostron argues that some drawings have moral cation$ or cultural connotations or
even reflect the personality of the person; forneple, using rounded shapes and curved
lines often represents emotional people who wammbay and crave affection. Also,
practical people tend to use straight lines anduwspu Determined people often use

corners, zigzags and triangles. Finally, hesitaafpte normally use light, sketchy strokes.

‘A large doodle shows a person is confident and@uotg while a small one suggests the

person prefers to observe rather than participate

Here are her categories, together with their meganin

Faces

Happy faces, sad faces and funny faces are oftgyod indication of the mood or
character of the person. A nicely drawn, good-lagKiace suggests you see the good
in others.

Game Boards and Mazes

Patient and persistent people can be determinedtdwings of game grids such as
noughts-and-crosses and Nine Men's Morris, or blaek and white chess board. It
also sometimes refers to the people who are pmmneobd swings or perhaps could

be weighing up various options regarding a trickyation.

’A journalist at the Daily Mail, who wrote the attic*What your doodles really say about you Arrows fotbion,
flowers for family a graphologist translates your leigcribbles, 10:12, 12 September 2011. Read
more:http://www.dailymail.co.uk/femail/article-2036328 hit-doodles-really-say-Arrows-ambition-flowers-féyni

html last accessed on 03/06/2013.
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Flowers

A friendly, family-centric person could be known their drawing of flowers which

might contain rounded petals around a circular dowentre. Moreover, if the

drawing of the centre of the flower was a circle #me petals were pointy, this could
indicate that the person is probably hiding a waheart behind a prickly

defensiveness. Also, a bunch flowers might meanptrson is sociable. Drooping
flower heads indicate that they might be burdenedidry.

Butterflies

Butterflies, birds and bees indicate the persofighty and romantic and does not
want to be tied down or landed with difficult tasksproblems.

Squares or boxes

Drawing a square indicates controlling a situatanthinking through a problem.
Square shapes often indicate progress; for exammebe or box square reflects that
the person is likely to be efficient and analytiaad to be able to deal with difficult
situations with little fuss.

Zigzags

Zigzags are common doodle drawings and show enetyetking. Patterns made up

of soft, flowing, curvy lines indicate a romantfemale approach to things, whereas
patterns made up of lots of straight lines indicatere aggressive, masculine
characteristics.

Stick figures

Controlling the emotions of a person and beingadityly focused on the goals in life
is recognized by drawing a simple stick figureisitcommonly drawn by highly
successful people.

These categories represent a useful starting pbutt,it was necessary to add a

number of extra categories when analysing our doodllection. The extra categories are

as follows:
* aneye
» figures (not stick figures)
» trees
* scenery
e animals

« machines
* the sun and moon
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* pencils, books and envelopes
e sports related

« food
» flags
* maps

* musical notes

» candles

e general objects

* simple abstract shapes
e spirals
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Table 3-2 The numbers are all frequencies per 1000*
Description Libyans | Nigerians Scots All Gender Total
M| F | M F M F L N S M | F
Faces 86 83| 38 0 86 91 83 28 89 77 82 80
Eye 9 10 0 50 22 14 9 14 17 11 12 12
Hearts 0 19 100 0 49 2 42 30 4 17 13
Figure 0 2 0 0 11 0 2 0
Stick Figures 0 58 0 14 2 | 42 8 11
Butterflies / Birds 0 | 15| 19 0 7 11 | 14| 4 4 | 12 10
Animals 26 7 19 0 65 84 11 14 76 38 26 30
Flowers 69 | 163| 58 0 22| 14 142 | 42 93 50 | 152 120
Trees 60 90 | 58 0 43 56 83 42 51 54 78 71
Houses 17 49 58 0 11 56 42 42 38 23 49 41
Scenery 9 2 19 0 54 14 4 14 30 27 5 12
Cars / Boats / Planes 17 | 36| 58 0 75| 35 32 | 42| 51 46 | 35 38
Machinery 78 41 77 0 65 7 49 56 30 73 31 44
Candle 0 10 0 0 0 0 8 0 0 0 7 5
Object 17 10 19| 250 97 7 11 83 42 46 17 26
Game Boards/Mazes | 17 | O 0 0 0 0 4 8 0 2
Pencil / Book 17 46 0 0 11 0 40 0 4 11 33 26
Words / Letters 155 | 124| 38 50 32 2] 131 | 42 25 88 96 93
Musical note 0 7 0 0 0 21 6 0 13 0 10 7
Sports related 52 | 22| 96 0 43 0 28 | 69| 17 57 | 16 29
Food 0 44 19 0 22 35 34 14 30 11 40 31
Arrows 17 0 96 50 0 0 4 83 0 27 2 10
Flag 9 2 0 0 11 7 4 0 8 8 3
Map 17 2 19 0 0 0 6 14 0 11
Stars 17 51 77 100 43 49 44 83 47 38 52 48
Sun 9 27 0 0 0 7 23 0 4 4 21 16
Squares / Boxes 43 | 32| 58 0 54| 104 34 | 42| 85 50 | 49 49
Spiral 0 0 0 50 43 21 0 14 | 30 15 7 10
Simple shape 172 | 66| 38| 350 151 84 89 | 125| 110 138 | 80 98
Flowing zigzags 26 2 0 0 11| 14 8 0 13 15| 5 8
Sharp zigzags 17 | 5| 19 0 22| 21 8 14| 21 19| 9 12
Intricate patterns 43 46 | 38 0 11 42 46 28 30 31 44 40

The results are shown in Table 3-2, above, whezentimbers are all frequencies
per 1000, and so the numbers in each column add UP00. The first six columns give
the totals for Libyan males and females, Nigeriaade® and females and Scottish males
and females, respectively. The next three colugins the totals by nationality and the
following two do so by gender. The final columnthe total frequency. These numbers
have not been adjusted to account for the differemhbers from each country or the

different gender totals.
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The number of drawings, and participants, in eatkgory were as follows. Most of the
participants provided four drawings, but a smalimber of them provided only two or

three.

* Libyan males: 116 drawings by 29 participants

* Libyan females: 411 drawings by 105 participants
* Nigerian males: 52 drawings by 13 participants

» Nigerian females: 20 drawings by 5 participants

» Scottish males: 93 drawings by 24 participants

» Scottish females: 143 drawings by 37 participants

3.6 Analysis of the Results

The various categories will now be examined, stgrtivith the most popular, in
decreasing frequency. The small number of Nigefeanales (five), and the relatively
small total number of Nigerians (13) led to the @tign results often being different from

the Libyan and Scottish ones.

Flowers and Trees

12% of the drawings were of flowers, and these wmpular with Libyan and
Scottish females. A doodle of a flower is a stramgjcation that the author is female.
Trees were also popular, making up 7.1% of the &amim this case there was a slightly
weaker bias towards females. Libyans were alsohtbfigmore likely than Scottish
participants to draw flowers. The Nigerian total® anomalous, and are based on 3
drawings of flowers and trees respectively by Neyemales. The types of flowers drawn
by all the groups were very similar. However, thees that actually grow in Libya and
Scotland are very different and so we might havpeeted this to be reflected in the
doodles. This is not very strongly supported by tlata, since 58% of the Libyan tree
drawings were of a generic kind and just 36% wéitees that can be found in the desert.

A sample of the trees and flowers which were drashown in Figure 3-13, below.
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Famous trees in the Libyans

Figure 3-13 Trees and plants among Scots and among Libyans

Simple Abstract Shapes

These were popular with all groups, making up yehdlo of the total. There was
a slight weighting towards the male participantst &gain, the Nigerian results were
anomalous, with simple abstract shapes being maopelar with Nigerian females. A

collection of simple abstract shapes is shown guig 3-14, below.

A0 A RSB AC

Figure 3-14 Undefined shapes
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Words and Letters

This was a popular type of doodle with the Libyamtigipants (13.1%), but less so
with other groups. The alphabet used would obvipusstinguish Libyan and Scottish

participants very quickly. There was no noticeabfterence in gender in this category.

Faces

Faces were another popular category with Libyarts $eots, but slightly less so
with Nigerians (8% of all drawings). There wasalwious gender bias, and this category
could not be used to distinguish between Libyarts2eots.

Ruth Rostron indicated that the facial expressiawd indicates the mood of the
drawer. The expressions on the faces in the presedy’s responses were: 52% happy,

40% normal and 8% sad.

The five categories described above accounted darly half (46.2%) of all the
drawings. We will now consider the next few catégg® each contributing between 4%
and 5%.

Squares and Boxes

4.9% of the doodles were in this category, and theye fairly evenly distributed
between males and females. Scottish females wgndicantly more likely to choose this

type of drawing than any other group.

Stars

4.8% of drawings were of stars, which were quitpytar with Nigerians. If the
participant who had drawn a star was known to liydm, then they were highly likely to

be female.

Machinery, Cars Boats and Planes

4.4% of the drawings were of machinery, and alnadistirawings of this category
were computers. Males were significantly morellike draw machinery than females. In
contrast, the 3.8% of drawings of forms of transpa@re evenly distributed between males
and females. There was no great national differdretween these types of drawings.
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Houses

4.1% of drawings were houses, and these were mdsilyn by females, apart
from the three houses drawn by Nigerian males.types of houses were different, based
on nationality, with Libyans living in houses witltat roofs and Scots houses being
portrayed with angled roofs. This is illustrated kigure 4-14, below. However, the
majority (80%) of houses drawn by Libyans had amhgleofs, and so the type of house
drawn is not a discriminator. Again, this categatgas mainly chosen by females,

excluding the three pictures of houses by Nigemeates.

1}

[
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a

Examples of Scottish and Nigerian architecture drawings

—~ [|T @
{j | \___x_-l._\,

Examples of Libyan architecture drawings

Figure 3-15 Architecture drawings

Intricate Patterns

4% of the drawings fell into this category. Theras a gender difference among
Scots.

The rest of the categories accounted for a fur6é6 of drawings. The remaining
28% of doodles covered a number of different caiego The most interesting ones will

now briefly be discussed.

Hearts

These make up a small number of the total imageslynbecause they were not
popular with Libyans. They were quite popular wiNigerian and Scottish females, and
are thus a good indication of a non-Libyan femal@nly one male drawing, from a

Nigerian, was of a heart.
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Animals

These were quite popular with Scots of both gendetaling 7.8% of Scottish

drawings.

Objects

Generic objects were very popular with Scottishasdb.7%) but not with Scottish
females. They were also popular with Nigerian flE®§25%).

Pencils and Books

These were quite popular (4.6%) with Libyan femaled also with some Libyan
males. Overall, they are a good indication fihstttthe participant is Libyan, and then that

they are female.

Sports Related

Sports related images were quite popular with melesywhere (5.7%) but not

very popular with females.

Food

Conversely, drawings about food were quite popwéh Libyan and Scottish

females (4% overall for females).

Arrows

This is one of Rostron's key categories, but drga/iof arrows were only popular

with Nigerians, especially males.

Flags and Maps

This was a fairly rare category, but the flags araps gave a strong hint as to

nationality.

Zigzags

This is another of Rostron’s categories which was ehosen very much. Both
flowing and sharp patterns were drawn more by malas females.
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3.7 Discussion

There have been some prior studies of cross-cultesponses [156],[138]. One of
their major concerns has been whether therens/érsal agreement on the value or merit
of particular responses to particular question83reenfield, 1997, p. 1116). Few studies
have been carried out specifically to address saciterns. In this study of creativity in
drawing, a comparison between Scots and Libyansmade on the basis of examining
what they drew. The concerns focused on their seteof the type of drawing to create,
and examining whether culture had effectively pthgerole in this selection. Prior studies
[133, 134, 137, 138, 157, 158]have focused on hdweots were drawn, and found
relations between the objects and the backgrouhtiseeqictures on one hand and on the
other hand, the relations between the objects swmdain pictures with physical brain
connectivity. However, differing from the rationadéthose psychology studies, this study
is concerned with using hand drawn images as a gfaduthentication systems and
exploring previous studies of psychology. The ltssof the present study are divided into
two parts: the first is related to computer use Hrel second examines the hand-drawn

images themselves and how these are related torewahd gender.

3.7.1 Computer and Internet usage

As mentioned in section 3.4.1, the infrastructufecountries in terms of their
communications and telecommunications plays a m@jer in developing that country.
Most computer activities are dependent on goodsacte the internet. Nowadays, many
applications, especially interactive ones, are ected directly to the internet; for example,
some popular games are played through the intemmgttmany users can simultaneously
play against or with one another. However, somuaiaill habits also exert an influence and
can affect the usage of computer activities, egligcwith regard to the internet. The
results of this part of the present study cleadyndnstrate the validity of these facts; for
example, most Libyans do not have the internebh&irthomes, therefore the effectiveness
of a computing process is less important to themmé reasons for this include
infrastructure limitations, such as the price @& thternet which is very high compared to

Western countries, and the absence of telephoeg iimsome parts of the country.

Also, as mentioned before, the culture or enviromnmeay play a role in how
computers are used, especially with regard to titernet. Most Arab countries have
conservative families, and most of these familiesndt allow girls to use computers

outside the home, e.g. at Internet Cafes. Libyanis of those countries. According to
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Internet World Stats [159], only 5.4% of Libyansubke internet, whereas about 82.5% of

Scots do so.

3.7.2 Creativity in drawing

This study cannot provide any insight into Niger@dmmwing habits because the
sample size was too small and there were too méfgreht categories. The four most
popular categories were:

» 7 females: simple shapes.
» 5 females: abstract objects.
* 5 males: sport related.

« 5 males: arrows.

The strongest indications of cultural influence &vdoodles featuring writing (9.3%
of all doodles). The alphabet used will, of courdearly distinguish between Arabic and
Latin letters. Words can also reveal more infororatbout the drawer, for example their
favourite football club. Flags and maps can als@ gway this type of information, but
they were quite rare (1% of doodles).

Drawings of animals were, an indication that thetip@@ant was Scottish rather
than Libyan, by a ratio of 7 to 1. This was a papwategory (7.6%) with Scots. Simple
objects were also more popular with Scots by 4, tmaking up 4.2% of Scottish doodles.
Squares and boxes were also more popular with StatsLibyans by 2 to 1 and made up
8.5% of Scottish doodles.

Some categories which might have been expectetvéoimgsight into culture failed
to do so. Most drawings of houses portrayed slopmafs, irrespective of culture.
Similarly, most trees were generic. Also, more Sctitan Libyans drew pictures of
scenery, although this category was quite rangolild be interesting to see whether or not
more Asians would draw pictures of scenery, aspredicted by Goh et al. [137].

If the doodles in the five categories that givethiabout culture are added up, then
20% of Libyan doodles and 24% of Scottish doodles game hints about culture.

Flowers, making up 12% of all images, were a magdication that the drawer was
female, with a ratio of 3 to 1. Houses (4.1%) wads® chosen more by females than males,
with a ratio of 2 to 1. Minor categories such ast®(1.3%) and Butterflies / Birds (1.0%)

were also more popular with females, with a rafid ¢o 1. On the other hand, machinery
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(4.4%) is preferred by males rather than femalgs tatio of 2 to 1. Sports (2.9%) are also
more popular with males, with a ratio of 3 to 1.

Adding up these categories as before indicates2th#t of male doodles and 28%
of female doodles throw some light on the gende¢hefdrawer.

If we now consider that each participant had tovig® four doodles as their
passimages, we can conclude that in a large nuailoases it will be possible to guess the
gender and nationalities of some of the participamthe study correctly.

3.7.3 Acceptability of using drawings for authenticationin a Muslim
country

Going back to the results shown in Figure 3-6 ictiea 3.4.20f enjoying drawing,
it can be noted that many participants in the thgesups said that they do not love
drawing. In fact, there were different opinions abthe lack of love for drawing. Most of
these opinions related to a lack of ability in dirayv(human skills). Interestingly, two

participants from Libya referred their lack of lofge drawing to religion and said:
“It is prohibited to draw beings with souls”

However, only two of the 152 Libyan participanis3%) referred to their opinion
of drawing as a religious issue, which obviousheslmot significantly impact upon the
task of hand-drawing images and using them as gralppassword in such country. But,
this issue should be mentioned here as it is ontefcultural factors which might be
relevant, and religious drawings could easily beogmised by other people, especially
when they are not from the same country and redigio

However, most authentication systems have beenlasae in Western countries
[150] and most of them are Christian, so it would difficult to see different aspects
between users in those countries. Similarly, théABdb countries are Muslim. For strong
security, hand-drawn images from within the samkucel should be taken into account
when implementing the authentication system andigushe same cultural images as

distractors in order to remove any security implaras of the use of such systems.
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3.8 Conclusion

Three main conclusions can be drawn from the rebepresented in this chapter.
Firstly, Libyan students are much more receptivthidea of using doodles as passwords
than Scottish students. Libyans enjoyed drawingenaord are also more confident about
the security of a doodle based authentication systEherefore using doodles could be

accepted as a password in Libya.

Secondly, some doodles may be influenced by thesuselture, which makes them
easier to guess. This can be a problem if distracoe chosen from a general pool of
doodles provided by the users. Thus, it may beebdttthe distractors are chosen from

doodle passwords provided by users of a similaucail background.

The third conclusion is that the Nigerians in thiisdy were culturally more similar
to the Scots in their choice of doodles. This weaker result because these subjects are
from a special group, i.e. of Nigerians studyingScotland, and from a smaller sample.
Thus, further study by a large sample of Nigeriarboth countries Scotland and Nigeria

would be beneficent.

Differences between cultures in many subjects teeen well documented by many
scientists and researchers except on drawings.aRésever the past two decades has
demonstrated that culture has an important inflaeimc the ways people experience,
express and label emotions. However, very littlseagch has made cross-culture
comparisons, especially in drawings. The aim os ttesearch has therefore been to
ascertain the level to which differences in cultomght affect our choice and use of drawn
doodles as passwords. More specifically it has gtigated the usage of computers and
made a comparison between Libyan people (Arabs)Sauds (Westerners) as a part of

cross-cultural study.

3.8.1 Limitations

Finally, several limitations of this study shoulé boted. First, because the data
gathering took place only in Misurata city in Libyad Glasgow in Scotland, however
different they are from each other, it remainseécebtablished whether they can be taken to
be generally representative and that the findinggeross-cultural agreement in decisions
on what to draw can be generalized to other cudtuBecond, because this study used

decisions concerning several categories, it is ankn whether our finding can be
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generalized to decisions on other types of drawik@xh of these limitations should be

addressed in future research.

85




Chapter 4: Exploring the guessability of hand-drawn passwords PhD Thesis
based on cultural characteristics

Sep 2013

Chapter Four
Exploring the Guessability of Hand
Drawn Images Based on Cultural
Characteristics

As a complement to the study described in the presvchapter, which investigated
how culture plays a role in selecting pictures esplical passwords, we carried out an
experiment to explore the guessability of hand-drawnages based on cultural
characteristics. In this experiment, we used irmaghkich were collected and analysed as
described in the previous chapters, and the ppatits were asked to guess which culture the

images came from.

4.1 Introduction

Selecting easily remembered passwords is a wellvkngecurity issue since these can
also often be guessed easily[160],[161].This algalias to graphical passwords. Again, the
level of guessability refers to the ease with whi@h attacker can guess the user's
authentication secret (passimages in recognitieeda@raphical passwords and the series of
action and clicks points in recall based graphpadswords).As mentioned in the previous
chapter, the three most frequent guessing attapgkoaphes related to recognition graphical
password arerandom guessing, guessing based on predictablecheares for a population
of users, and guessing based on an individualsusesferences.

Random guessing usually refers to the number eimgits needed to guess the right
passimage. This depends on the number of imagptagesl on each authentication screen
and the number of screens; for example, assumiaiigxtls the number of the images per
screen ang is the number of screens, the maximum numbertefrgits needed to guess the
password can be calculated as *)/énd therefore the random guessability valué.is x

This had been taken into account in the desigmefviebsite used in the experiment in
Chapter 3, wherg was 16 ang was 4, thus the random guessability value was ®553

Guessing based on predictable user choices fopalg@mn of users is the second most

frequent guessability approaches and is based ens’whoices of password, whether text or
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graphical. In fact, the security of passwords cdaddnfluenced by the user’s choice and this
makes the passwords susceptible to dictionary kattathus, this can also be impacted by
graphical passwords, as noted by De Angeli etl&éR],who highlighted that an evaluation of
the predictability of user-selected passimagesewired. Another research study which
tested the effect of the user choice of imageseonr#ty used two schemes, i.e. the Story and
Face schemes. This was done by Davis et al. [53].

The last guessability approach is based on anidwhV user's preferences in their choice
of images. This depends on how much knowledgetthekeers have about the users and what
the user's preferences are. The attacker couldsghesuser's passimages more successfully
than the level expected by chance. Renaud clairhad an attacker could guess others’
writing or hand drawn images if they knew theirlstand that this could be applied to
relatives who are near and close to people[20].alslaiyet al. also carried out an experiment
to test the hypothesis thadrf attacker can make more accurate guesses abdtmatication
images if the attacker possesses information atheutiser who chose thénThey evaluated
“individualized educated guess attacks" [163] dmel tesults showed that eight out of 15
attackers correctly identified a target set of ¢himmages within 10 guesses.

The research reported in this chapter is basechersécond guessability approach, of
guessing based on predictable user choices fopalgtoon of users. The aim of this research
is to examine whether or not an attacker could ghesid drawn images chosen as graphical
password by others, based on knowledge of someraulhformation like where they come
from or their religion or even their hopes and aiffigis would introduce for a bias in the
user choice of images and has an impact on gudgsallhe work also considers the
probability, based on generalised rules and instms, of drawing a very strong password
resistant to guessability, depending on the re$udta this experiment. Finally, an answer is

sought to the question:

Q. Is it possible to guess other people’s hand nagsswords depending on their personal

characteristics, such as cultural features or natbty?

Consequently, the hypothesis can be defined as:
H1: Many hand image passwords can be recognisedhbycultural features that are

contained in the image.
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H2: Are drawn images guessed by males differemt lcawn images guessed by females.

H3: Are drawn images guessed by participants fraffieregnt countries similar.

4.2 Experimental Details

4.2.1 Participant information and time required

A total of 62 participants took part in this expeent: 51 males and 11 females, with
average ages in the range of 25-29 and mode inatige of 18-24. Figure 4-1 depicts the
demographic profile of all the participants. Mostlwe participants for this study were from
different schools at the University of Glasgow dine majority of them were from the School
of Computing Science. All the participants werelveelucated and about 44% of them had an
MSc degree. The biggest three groups were Scottisfians and Nigerians. The experiment
took about six weeks to collect data from the pgréints and it took approximately 10-15

minutes for each participant to complete all trsks$a

Gender j Education Level

Bsc&highDeploma
14%

| 25 23

Country

Greece, 1 | 120

Latvia, 1 |
Italy, 1 o
Germany, 1 Oman, 1 | 15
China, 1 India, Poland, 1 |
_\ 1—\ /— 1]

Bulgaria, 1

Bangladesh, 1
Jordan, 2
Saudi Arabia, 2

Postgraduate
Undergraduate

Academic&Teaching
Scientific &Technical
Arts, Entertainment and
Broadcasting
Manufacturing &Engineering J§ =
Professionsrelated to Health [ =
Financial Services | =

Current Ocupation

Figure 4-1 Demographic information about users
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4.2.2 Experimental design

The experiment was designed such that each panicipad to guess the cultural
origins of hand drawn images displayed on fourestse each with 16 images, using a drag
and drop method. A website was created to meetetpgirements behind this experiment.
The experimental website was built using three nm@mponents: PHP, JavaScript and
MySQL as the database. The feature of drag and d@p supported by HTML5The

screens and the stages of the experimental websitgescribed in details in Appendix B.

4.2.2.1 Hand drawn image codes

All of the hand drawn images used in this experimerre collected from the
previous studies mentioned before in this thesmesin Chapter 5 and the majority from
Chapter 3. Each image was coded using three diis.first digit represented the country
where the person who originally drew the image cénom. The second digit represented the
image categories, which were 1: Sport, 2. Religia&isNation, 4: Plants and Trees, 5:
Landscape and Views, 6: Buildings 7: General. Hse dligit was the number of the image in
its category. An example is shown in Figure 4-2.

Scottish Second image

{ h

S3-2
{

Nation

Figure 4-2 Image Code

All 64 hand drawn images used in this experimentewdvided into 4 screens. All

images are displayed in Figure 4-3.

¥ HTML5 Drag & Drop is supported in Firefox 3.5+, ©me 3.0+, and Safari 3.0+. Support in Internetl&nas

is not as simple, http://www.htmlgoodies.com/html5/tutorials/html-$ad)-drop-basics.html#fbid=oqH-
PGfljlglLast accessed on 07-09-2013. Therefore, the paatits were asked to use Firefox, Chrome and the
latest version of IE (Internet Explorer).
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54-2 56-2 57-4 5§7-5 53-4 561 572 57-6

\ ) Y
I .\}'I ”
L1-3 L2-1 L3-1 L4-4
A\ — \ )
\ VAR $ \ F & ( f
D | : v 1
L7-1 L7-7 M2-1 M3-1 Le-1 L7-6 MN1-1 M3-3
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N7-3 MT7-4 S3-1 54-1 ME-2 N7-3 55-2 56-3
, T - =
y RE=R L / e.3 -
-— I \ \ T A € = B
f MZE N - L A€
i . | N ) T
53-3 55-6 57-7 57-9 56-4 §7-1 57-8 S7-10
Hand Drawn Images Displayed in Screen 3 Hand Drawn Images Displayed in Screen 4

Figure 4-3 Four screens displayed the doodles used in this experiment

All 64 hand drawn images used in the experimentevgsiected randomly from the seven
categories mentioned in section 4.2.2.1 and wetidetl into:

1- 24 Scottish hand-drawn images.

2- 24 Libyan hand-drawn images.

3- 16 Nigerian hand-drawn images (which were basetherimited images provided in
Chapter 3).

Note: The images on each screen were displayed randontie participants, not as listed
in the figure above.
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4.2.3 Experimental procedure

4.2.3.1 Instructions to the participants

The instructions were given to the participantsno ways: on an information sheet

and in an email sent to each of them. Also, mdi@mnation was hosted on the main page of

the experimental website. The instructions werbews:

1.

Participants were asked to enter the experimentakebsite on

www.guessdoodle.com

Before starting the experiment, they were askeck#a the information displayed
and understand the idea behind this study and heywshould perform.

The users were asked to provide some basic infmmatout themselves in the
next screen.

They were then asked to try to put hand drawn imagplayed in the four screens
into one of the national categories: Scottish, hibyand Nigerian. If they did not
know which was likely to be correct, they could tise | Do Not Know category.
After they finished all screens they were entergd a prize draw to win one of 3x

£20 Amazon gift vouchers.

Notes:

I.  The website screens allowed the participants toghadhe category of the
selected image (i.e. if the one of the selectedjgmavas put into a category
by mistake, the participants could change thisgrtdt into the right one).

[I.  Once the user dragged the selected image it wamemb@utomatically to
give clear details of the image, to help them puito the right category, as

shown in Appendix B.

4.3 Results and Discussion

The number of correct, incorrect and ‘do not knatices per image are given for all

users, males and females and users from differidmalities. We also looked at individual

users, to judge who were most and least successful.
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4.3.1 The most guessed and un-guessed image by all users

The results of this subsection were calculatedafbthe participants, ignoring any
variables such as gender, and also for all the daaan images used in the experiment. This
led the research to divide the findings into theategories:

1- The ten most guessed images;
2- The ten most incorrectly guessed images, and
3- The ten most unknown guessed images.

Firstly, Table 4-1, displays the order of the desdjuessed correctly most frequently
by the participants, starting with doodle S3-2 \iahitad the highest score of 61 correct
guesses out of 62 and ending with doodle L1-2 winad the lowest score, of O correct
guesses. Figure 4-4 displays 15 hand drawn imagpsesenting the most easily guessed
images. It can be noted that the most easily gdessages contained either religious or
national symbols. The first two images represeiiedflag of Scotland and were drawn by
Scots and those received the highest score whdettind and fourth images contained
Islamic words and were drawn by Libyans. The fiftrage contained the flag of Libya and
the sixth and seventh images also contained Islawicls and marks. The eighth image
contained a very famous soft drink in Scotland whsrthe tenth and eleventh images were
drawn by Nigerians, one was the face of an elephamth may be well known in Nigeria
and the other was a map of Africa. Together, thedieated that high scoring images may
contain some features of the country, religion andironment that the person drawing the
image came from.

Secondly, Table 4-2displays the order of the daodleat were most frequently
guessed incorrectly by the participants, startintt woodle N7-2 which got the highest score
of 53 incorrect guesses, ending with doodle S7-&hvihad the lowest score of 1 wrong
guess. Figure 4-5also displays 13 hand drawn imagpsesenting the most incorrectly
guessed doodles by the participants. Also, it daarly be seen from the figure that there are
two types of images:

* General images which do not contain any hints cér&lthe image came from,
such as L1-1, L4-4 and N5-1.
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» The second type of images was interesting as thaytamed some
environmental hints such as L3-1, N3-1 and N7-4sWill be discussed in

more detail in section 4.4.1, below.

Thirdly, Table 4-3 displays the order of the mostiailt to guess doodles, starting
with doodle id N3-3 which received the highestrecof 35 ‘unknown’ classifications and
ending with doodle id S3-2 which did not receivis ttlassification at all. Figure 4-6 displays
15 hand drawn images representing the doodles imeagtently scored as unknown. Most of
the images did not contain any hints referringitbeg the country or the culture the image
came from.

Table 4-1summarises the frequency of all the haadud images used in this work

including those correctly guessed, incorrectly gedsand marked as unknown.
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Table 4-1 Order of highest guessed 10 Most guessed images
images
The Highest Guessed
Doodle Correct
$3-2 61
$3-1 60
12-1 57
122 57
13-4 56
12-3 54
L2-4 54
$7-7 54
L3-6 52 D
N7-4 50 7/
N3-2 48 7
$7-6 48
51-2 44 S3-1 L3-6
$4-3 44
54-2 ) WY
L7-8 38 A NI/ ‘
$7-10 38 - |
L7-1 36 \, Y/
L4-2 35 AN
L5-3 35
e i L2-1 N7-4
$7-8 35 —
554 34 |
$6-3 34
L5-1 33
s1-1 31
N4-2 30
$5-2 29 Ni'z
$6-2 29 7 "
$6-1 28 ( { A\A \
S6-4 28 ({0 ) ;‘L‘.\ \
$7-9 26 AR F VIR
$5-3 25 ,
L6-1 23
L6-2 23 S7-6
L6-3 23 VY
S4-1 23 % 'J‘x / )
L7-6 22 %) ' &
N1-1 21 {4 J / A<
N1-2 21 \ ‘
$7-1 18
57-4 18 L2-3 s1-2
$7-2 17 =
N6-1 16 [~
N6-2 16 4 /SL
N7-1 15 L7
13-1 14 Y 11C
N3-3 10
L4-4 9 S4-3
L7-5 9
$7-5 9 f
N7-3 8 7
N4-1 7
L7-7 6
N5-1 6 -
13-3 4 42
N3-1 4
N2-1 3
L1-1 2
N7-2 2
L1-5 1
L1-6 1
':175’ é Figure 4-4 Most guessed images
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Table 4-2 Order of most frequent
incorrectly guessed images
Wrong guessed
Doodle Wrong
N7-2 53
L1-2 52
L1-5 51
N3-1 50
L1-1 50
N5-1 45
N7-5 43
L3-1 42
L1-6 41
N7-1 39
L4-4 36
L7-5 36
S7-5 36
N6-1 30
N4-1 28
L7-7 28
L3-3 28
N2-1 27
N1-1 25
N7-3 24
L5-1 23
$5-3 23
L7-6 23
L6-3 22
L4-2 20
L5-3 20
N4-2 20
N1-2 20
N6-2 20
S5-6 16
S6-4 16
S6-1 15
L6-1 15
S5-4 14
S$5-2 14
L6-2 14
S7-4 13
57-2 13
N3-3 13
$7-10 12
S6-2 12
L7-1 10
s4-1 10
N3-2 9
S1-2 9
L2-4 8
L7-8 8
S6-3 8
L3-6 7
$7-9 7
13-4 6
S1-1 6
s7-1 6
S7-6 5
54-2 5
L2-3 4
L2-2 3
54-3 3
$3-1 2
L2-1 2
S7-7 2
N7-4 2
$3-2 1
57-8 1

10 Most incorrectly guessed images

N
2\
P
N7-2 N7-5
/N
3
L1-2 L3-1
-
b Qu
&
L1-5 L1-6
J U
\ “,’:lxh -
o\
N3’1 N7_1
7% N\ ).‘.:";:"?1 )
\\."’\ ,/'\\, =)~
[ / “ XA \ ’
.'\\/__‘/ 7 L
| '/-’
\)_J. - \)'
L1-1 L4-4
i
L4
/‘ /
N5-1 L7-5

Figure 4-5 Most incorrectly guessed
images
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Table 4-3 Order of most difficult to guess | 10 Most difficult to guess images
images
Difficult to guess
Doodle Do Not Know P
N3-3 39 . : &
57-1 38 1 00 L
N2-1 32 -
57-2 32
S7-4 31 A
13-3 30
N7-3 30 N3-3 $4-1
$4-1 29 A4 7
57-9 29 cnGa) H
L7-7 28 g s [
N4-1 27 751 &1
N6-2 26 i Y3l v |
57-8 26 ~
L6-2 25 S7-1 S7-9
s1-1 25 / .
L6-1 24 . ,//.\\. - (& }
N1-2 21 Y X
$6-2 21 /\ VAN I\
L1-6 20 % |
$6-3 20 ' e
56-1 19 N2-1 L7-7
55-2 19
N7-5 18 A\
S6-4 18 Sl g
L4-4 17 y X
L7-5 17
$7-5 17 ‘
L7-6 17 O o
L6-3 17 §7-2 N4-1
N6-1 16
N1-1 16
L7-1 16
L7-8 16
54-2 15
54-3 15
55-3 14
S5-4 14
N4-2 12
57-10 12
N5-1 11
S5-6 11
L1-2 10
L1-5 10
L1-1 10
N7-4 10
51-2 9
$7-6 9
N3-1 8
N7-1 8
N7-2 7
L4-2 7
15-3 7 N7-3 L6-2
13-1 6
L5-1 6 L
S7-7 6 M
N3-2 5 s
L2-3 4 o>
L3-6 3
L2-1 3
12-2 2 S
L2-4 0
13-4 0 X —
<31 0 Figure 4-6 Most difficult to guess
$3-2 0 Images
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Frequency of all Doodles

M Correct

M Incorrect

m Do Not Know

100%

90%

80%

70%

60%

50%

40%

30%

20%

10%

0%

0T-LS
6-LS
8-S
L[S
9-LS
S-LS
VLS
LS
1-LS
¥-9S
€-9S
¢-9S
1-9S
9-SS
¥-SS
€-SS
¢SS
€-vS
(&
T-vS
€S
1-€S
1S
T-1S
S-LN
v-(N
€-LN
C-LN
T-LN
¢-9N
T-9N
T-SN
C-VN
T-vN
€-EN
C-EN
T-€EN
T-¢N
C-IN
T-IN
8-L1
L-01
9-£1
S-21
-0
€91
91
T-91
€-91
T-91
lad
[ad
9-€1
-€1
€-€1
1-€1
v-a
€
«a
T-a
9-T1
ST
T
T-11

Figure 4-7 Summary of the frequency of all hand drawn images (Doodles)
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4.3.2 Guessability by gender

The participants were divided into two main catéggodepending on their gender.
The purpose of dividing participants into males famdales was to examine whether or not

the guessability of drawn images was influencedédryder.

Table 4-4 displays the order of the most frequegtigssed, incorrectly guessed
and classified as ‘don’'t know’ doodles among maled females. The results from the 51
male and 11 female participants show that there measmuch difference between their
image predictions. Also, it can clearly be seert fham the most frequent five images
there is only one difference between males and lEsnavhich was image S7-6, displayed

in Figure 4-8, and this is consistent with the iimg$ of the previous section.

Male Female Male Female
“_!_ = 1 ~ = g LV
) Vi ' N~ . N, a N\
|| | . Iu / = i‘ﬁ\;\ [{I '.’} b
1 - ﬁ 1 ) | | | T i
=1 [ |— L~ _1. Lz
53-2 53-2 £1-2 L1-5 L1-2
53-1 53-1 L1-5 NT-5 M5-1
W =
| jJ/ N A
; . 2
\ e W
\, T f
& 1/
122 k2 N7-5 NT-3 L1-1
it
{Zﬁ II ,f Qo Qoo
e : Fez Tz,
L3-4 57-6 L1-6 Li-6
‘ ) — "
b‘u f/ ( &D
L2-1 L2-2 N?—I—'_- N2
Top 5 guessed images Top wrongly guessed images

Figure 4-8 the most frequently guessed and wrongly guessed images, by Gender
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Table 4-4 Order of correctly guessed and incorrectly guessed images, by Gender

Male 51 Female 11 Male 51 Female 11 Male 51 Female 11
Doodle  Correct | Doodle Correct Doodle  Wrong | Doodle Wrong Doodle Do Not Doodle Do Not
Know Know

S3-2 50 L2-1 11 N7-2 45 N5-1 11 N3-3 34 L3-3 6
S3-1 49 S3-1 11 L1-2 43 N7-5 10 S7-1 32 N2-1 6
L2-2 47 S3-2 11 L1-5 42 L1-1 9 S7-2 29 S7-1 6
L2-1 46 L2-2 10 L1-1 41 L1-2 9 S7-4 28 N3-3 5
L3-4 46 L2-4 10 N3-1 41 L1-5 9 L7-7 26 S4-1 5
L2-3 45 L3-4 10 L3-1 36 N3-1 9 N2-1 26 N1-1 4
S7-7 45 S7-6 10 N5-1 34 L1-6 8 N7-3 26 N7-3 4
L2-4 44 L2-3 9 L1-6 33 L7-5 8 S7-9 26 S6-2 4
L3-6 43 L3-6 9 N7-5 33 N7-2 8 L3-3 24 L1-6 3
N7-4 42 S4-2 9 N7-1 32 S7-5 8 N4-1 24 L6-2 3
N3-2 41 S4-3 9 L4-4 31 L5-1 7 S4-1 24 L6-3 3
S7-6 38 S7-7 9 L7-5 28 L7-7 7 N6-2 23 L7-8 3
S1-2 37 L7-1 8 S7-5 28 N7-1 7 S1-1 23 N1-2 3
S4-3 35 N7-4 8 L3-3 25 N7-3 7 S7-8 23 N4-1 3
S4-2 33 S5-4 8 N6-1 25 L3-1 6 L6-1 22 N6-1 3
L7-8 32 S5-6 8 N1-1 22 L5-3 6 L6-2 22 N6-2 3
S7-10 32 S6-3 8 N2-1 22 L7-6 6 N1-2 18 N7-4 3
L5-3 31 S7-8 8 N4-1 22 N4-1 6 S6-3 18 S5-2 3
L4-2 30 N3-2 7 L7-7 21 S5-3 6 L1-6 17 S6-1 3
L5-1 30 N4-2 7 L6-3 18 L4-2 5 N7-5 17 S7-2 3
L7-1 28 S1-1 7 L7-6 17 L4-4 5 S6-2 17 S7-4 3
S5-6 27 S1-2 7 N4-2 17 N1-2 5 L7-6 16 S7-8 3
S7-8 27 S7-9 7 N7-3 17 N2-1 5 S5-2 16 S7-9 3
S5-4 26 L6-1 6 S5-3 17 N6-1 5 S6-1 16 S7-10 3
S6-3 26 L6-2 6 L5-1 16 S6-4 5 S6-4 16 L1-1 2
S5-2 25 L7-8 6 N6-2 16 S7-2 5 L4-4 15 L1-2 2
S6-2 25 S6-1 6 L4-2 15 L6-3 4 L7-1 15 L1-5 2
S1-1 24 S7-4 6 N1-2 15 N6-2 4 L7-5 15 L4-4 2
S6-4 24 S7-10 6 L5-3 14 S5-2 4 S7-5 15 L6-1 2
N4-2 23 L4-2 5 S5-6 14 L3-3 3 L6-3 14 L7-5 2
S5-3 22 S4-1 5 S6-1 13 L6-1 3 S4-2 14 L7-7 2
S6-1 22 L3-1 4 L6-1 12 N1-1 3 S4-3 14 N7-1 2
L6-3 19 L4-4 4 L6-2 12 N3-2 3 L7-8 13 N7-2 2
S7-9 19 L5-3 4 S5-4 12 N3-3 3 N6-1 13 S1-1 2
L7-6 18 L6-3 4 S6-4 11 N4-2 3 S5-4 13 S5-3 2
N1-2 18 L7-6 4 S7-4 11 S1-2 3 N1-1 12 S6-3 2
S4-1 18 N1-1 4 N3-3 10 S6-2 3 S5-3 12 S6-4 2
L6-1 17 N6-2 4 S5-2 10 L2-3 2 N4-2 11 S7-5 2
L6-2 17 S5-2 4 S7-10 10 L3-6 2 N5-1 11 S7-7 2
N1-1 17 S6-2 4 S4-1 9 L6-2 2 S5-6 10 L3-1 1
S7-1 14 S6-4 4 S6-2 9 L7-1 2 S7-6 9 L4-2 1
S7-2 14 S7-1 4 L7-1 8 L7-8 2 S7-10 9 L5-1 1
N6-1 13 L5-1 3 S7-2 8 S1-1 2 L1-1 8 L5-3 1
N7-1 13 N1-2 3 L2-4 7 S5-4 2 L1-2 8 L7-1 1
N6-2 12 N3-3 3 S6-3 7 S5-6 2 L1-5 8 L7-6 1
S7-4 12 N6-1 3 L7-8 6 S6-1 2 S1-2 8 N3-1 1
L3-1 10 S5-3 3 N3-2 6 S7-4 2 N3-1 7 N3-2 1
L7-5 8 S7-2 3 S1-2 6 S7-10 2 N7-4 7 N4-2 1
N7-3 8 L3-3 2 S7-9 6 L2-2 1 L4-2 6 N7-5 1
S7-5 8 L7-7 2 L3-4 5 L2-4 1 L5-3 6 S1-2 1
N3-3 7 N4-1 2 L3-6 5 L3-4 1 N7-1 6 S4-2 1
N5-1 6 N7-1 2 S7-1 5 S4-1 1 L3-1 5 S4-3 1
L4-4 5 L7-5 1 S1-1 4 S4-2 1 L5-1 5 S5-4 1
N4-1 5 N3-1 1 S4-2 4 S4-3 1 N7-2 5 S5-6 1
L7-7 4 N7-2 1 S7-6 4 S6-3 1 L2-3 4 L2-1 0
N2-1 3 S7-5 1 L2-1 2 S7-1 1 N3-2 4 L2-2 0
N3-1 3 L1-1 0 L2-2 2 S7-6 1 S7-7 4 L2-3 0
L1-1 2 L1-2 0 L2-3 2 S7-9 1 L2-1 3 L2-4 0
L3-3 2 L1-5 0 N7-4 2 L2-1 0 L3-6 3 L3-4 0
L1-5 1 L1-6 0 S3-1 2 N7-4 0 L2-2 2 L3-6 0
L1-6 1 N2-1 0 S4-3 2 S3-1 0 L2-4 0 N5-1 0
N7-2 1 N5-1 0 S7-7 2 S3-2 0 L3-4 0 S3-1 0
N7-5 1 N7-3 0 S3-2 1 S7-7 0 S3-1 0 S3-2 0
L1-2 0 N7-5 0 S7-8 1 S7-8 0 S3-2 0 S7-6 0
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However, Figure 4-9, Figure 4-10 and Figure 4-1i%iilate slight differences in the
mean scores affected by gender, for example imbBgds L5-3, L6-1 and L6-2 in Figure
4-9, and L5-1 and L5-3 in Figure 4-10with a diffietiation rate of 50%. Finally, S7-2 and
S7-4 also have a differentiation rate of just urslo in Figure 4-11.
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Guessed Images Based on Gender

Correct Guessed Images
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Figure 4-9 a comparison on gender for guessed images
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Figure 4-10 a comparison on gender for incorrect guessed images
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Figure 4-11 a comparison on gender for unknown guessed images
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4.3.3 The most guessed and un-guessed image by Nationalit

In this section, the participants were divided ifttor main categories depending on
their nationality: Scots, Libyans, Nigerian and @tltountries. The purpose of dividing
participants into these four categories was to éexarwhether the guessability of drawn
images was influenced by participants from thesenttées or not. It can be seen from
Table 4-5 that the Libyan and Scottish participamse more able to guess images drawn

from their own cultures, which indicates that timegty have recognised these images.

However, Figure 4-12, Figure 4-13 and Figure 4ill4strated that several images
were significantly different in their mean scores afected by nationality; for example
images L5-1, L5-3, L6-1, L6-2, L6-3, S5-6 and SérdFigure 4-12 which sometimes
recorded a differentiation rate of up to 70%. L5-5-3, S5-2, S5-4, S6-2 and S6-4 in
Figure 4-13were affected by Nigerians rather than by otheronatities and sometimes
had a differentiation rate of up to 80%. Finalh\g-L, L6-2, N1-2, N2-1, S6-4, S7-4 and
S7-8 had differentiation rates of up to 40%, asRigeires show. Thus the ability to guess

some images strongly depends on the culture cdttaeker.
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Table 4-5 Order of correctly and incorrectly guessed images, by nationality

Scottish (25) Libyan (13) Nigerian (6) Other Nationality (18)
Doodle C W DN Doodle C W DN Doodle C W DN Doodle C W DN
S3-2 25 0 0 L2-3 13 0 0 N3-2 6 0 0 S3-2 17 1 0
S3-1 25 0 0 S3-2 13 0 0 S3-2 6 0 0 L2-2 17 0 1
S7-7 24 0 1 L3-6 13 0 0 L3-6 6 0 0 S3-1 17 1 0
S1-2 22 2 1 L2-2 13 0 0 L3-4 6 0 0 L2-1 17 0 1
L2-2 22 2 1 L3-4 13 0 0 S7-7 6 0 0 L2-3 16 2 0
L3-4 21 4 0 S3-1 13 0 0 S7-8 6 0 0 L3-4 16 2 0
L2-4 21 4 0 L2-4 13 0 0 L2-1 6 0 0 L2-4 6 2 0
L2-1 21 2 2 N7-4 13 0 0 L2-3 5. 0 1 L3-6 15 2 1
N3-2 20 3 2 L2-1 13 0 0 S7-6 5 1 0 S7-6 15 1 2
L2-3 20 2 3 L5-1 12 0 1 L2-2 5 1 0 S7-7 15 1 2
S4-2 20 1 4 L4-2 12 0 1 S3-1 5 1 0 N7-4 14 0 4
S4-3 19 1 5 N3-2 11 2 0 N7-4 5 0 1 S7-8 14 0 4
L3-6 18 5 2 S4-2 1 0 2 L7-1 5 1 0 S1-1 13 2 3
S5-4 18 1 6 L6-2 1 0 2 L7-6 5 1 0 L7-8 13 2 3
N7-4 18 2 5 S7-6 11 1 1 N1-1 5 1 0 S5-6 13 3 2
S7-6 17 2 6 S4-3 1 0 2 S1-1 4 0 2 S1-2 12 4 2
S7-10 16 2 7 L5-3 1 1 1 S4-3 4 1 1 L7-1 12 1 5
S6-2 15 2 8 S6-3 11 1 1 N6-1 4 1 1 S7-10 12 5 1
S5-6 15 5 5 S6-4 11 2 0 S6-1 4 1 1 N3-2 11 4 3
S6-1 14 3 8 L6-3 10 1 2 L7-8 4 1 1 L5-1 1 7 0
L7-1 12 6 7 L7-8 10 0 3 L2-4 4 2 0 N4-2 11 6 1
S7-9 12 1 12 S7-7 9 1 3 S5-3 4 2 0 L4-2 11 7 0
S5-2 12 4 9 L7-6 9 2 2 S7-9 4 1 1 L5-3 11 6 1
S6-3 12 2 11 L6-1 9 2 2 S7-10 4 1 1 S4-3 10 1 7
N4-2 11 7 7 S1-2 8 0 5 L6-1 4 1 1 S4-2 9 2 7
L4-2 1 9 5 S5-2 8 3 2 S6-3 4 1 1 S5-4 9 6 3
L7-8 1 5 9 S1-1 7 1 5 L6-2 3 2 1 S6-1 8 6 4
L5-3 11 9 5 N1-2 7 2 4 S7-4 3 2 1 S7-9 8 2 8
S7-8 1 1 13 S5-6 7 2 4 N1-2 3 1 2 S5-2 8 2 8
S4-1 10 3 12 L7-1 7 2 4 N4-2 3 1 2 S6-2 7 3 8
N6-2 10 4 11 S6-2 6 2 5 L6-3 3 1 2 S4-1 7 2 9
S6-4 10 4 11 S7-10 6 4 3 S4-1 3 1 2 S5-3 7 9 2
L5-1 9 11 5 N1-1 6 4 3 S4-2 2 2 2 S6-3 7 4 7
S7-4 9 4 12 N4-2 5 6 2 S1-2 2 3 1 S6-4 7 5 6
S5-3 9 7 9 S5-4 5 3 5 S5-4 2 4 0 S7-4 6 5 7
S7-2 8 3 14 N6-1 5 7 1 L5-3 2 4 0 N7-1 6 11 1
S1-1 7 3 15 S5-3 5 5 3 N6-2 2 2 2 L6-1 6 5 7
N1-2 7 9 9 S7-8 4 0 9 S7-1 2 2 2 N1-1 6 10 2
N7-1 7 15 3 S7-1 4 1 8 N4-1 1 2 3 L6-2 5 4 9
L3-1 7 14 4 L7-5 3 7 3 N5-1 1 4 1 S7-2 5 4 9
S7-1 7 2 16 S7-5 3 7 3 L5-1 1 5 0 L6-3 5 9 4
L6-3 5 11 9 S7-2 3 3 7 S6-2 1 5 0 L7-6 5 9 4
L6-2 4 8 13 S4-1 3 4 6 S7-2 1 3 2 L4-4 5 6 7
L7-5 4 12 9 S6-1 2 5 6 N7-1 1 5 0 L3-1 5 11 2
S7-5 4 12 9 N7-3 2 2 9 L4-2 1 4 1 N3-3 5 4 9
N6-1 4 12 9 S7-9 2 3 8 N7-3 1 3 2 S7-1 5 1 12
L6-1 4 7 14 L7-7 2 6 5 L7-7 1 4 1 N1-2 4 8 6
N3-3 4 5 16 L4-4 2 9 2 S5-2 1 5 0 N4-1 3 7 8
N1-1 4 10 11 L3-1 2 11 0 L1-1 0 6 0 N6-1 3 10 5
N2-1 3 13 9 N4-1 1 7 5 N7-2 0 5 1 N6-2 3 7 8
N3-1 3 17 5 N5-1 1 8 4 L7-5 0 5 1 N5-1 2 14 2
N7-3 3 10 12 N7-1 1 8 4 S7-5 0 5 1 L7-5 2 12 4
L7-6 3 11 11 L3-3 1 6 6 L1-2 0 5 1 S7-5 2 12 4
N4-1 2 12 11 N6-2 1 7 5 N2-1 0 3 3 N7-3 2 9 7
N5-1 2 19 4 N3-3 1 2 10 L1-6 0 5 1 L1-1 1 14 3
L3-3 2 8 15 L1-5 1 9 3 N3-1 0o 4 2 N7-2 1 16 1
L7-7 2 11 12 L1-1 0 12 1 L3-3 0 4 2 N3-1 1 16 1
L4-4 2 15 8 N7-2 0 11 2 S5-6 0 6 0 L3-3 1 10 7
L1-1 1 18 6 S7-4 0 2 11 N7-5 0 6 0 L7-7 1 7 10
N7-2 1 21 3 L1-2 0 10 3 L4-4 0 6 0 N7-5 1 13 4
L1-6 1 15 9 N2-1 0 1 12 L3-1 0 6 0 L1-2 0 14 4
L1-2 0 23 2 L1-6 0 8 5 N3-3 0 2 4 N2-1 0 10 8
N7-5 0 16 9 N3-1 0 13 0 S6-4 0 5 1 L1-6 0 13 5
L1-5 0 20 5 N7-5 0 8 5 L1-5 0 6 0 L1-5 0 16 2
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Figure 4-12 a comparison on nationality for correct guessed images
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4.3.4 The users who guessed the most images

The ability of guessing images differed from usewser. Table 4-7, displays the
rank of the participants who guessed more hand+traages, ordered from the highest to
the lowest, and also displays the gender and thetop of origin of those participants.
Before that, Table 4-6, below, shows that the rsastessful participant was able to guess
42 out of 64 hand drawn images whereas the lowestded was 14 images out of 64. The

most frequently guessed scores by all participaats 32 images and the mean was 28.

Table 4-6 Guesses by participants
Average| Mode| Max| Min
28 32 42 14

This might leads to the ability of predicted theage’s categories where many
images used in this experiment contained some ralilkunts. Obviously, abstract images
were less observed than other images, almost 50¥teamages were not discovered and
hard to recognize by the participants.
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Table 4-7 User guessing rankings

Rank User | Gender Country Guessed Rate
1 uo4 Male Jordan 42
2 ua1 Male Greece 41
3 U221 Male United Kingdom 40
4 u46 Male Libya 39
5 U58 Male Nigeria 37
6 uas Male Libya 36
7 u25 Male Libya 36
8 uU36 Female United Kingdom 35
9 u23 Male United Kingdom 35
10 U39 Male United Kingdom 34
11 u49 Male Libya 33
12 U55 Male Saudi Arabia 33
13 ua4 Male Libya 33
14 u34 Female United Kingdom 32
15 u30o Male United Kingdom 32
16 u60 Male Nigeria 32
17 U18 Female Romania 32
18 uos Female United Kingdom 32
19 uUs6 Female Nigeria 32
20 U6l Female Oman 32
21 U1l Female Latvia 32
22 U26 Male Libya 31
23 U28 Male Libya 30
24 uos Male United Kingdom 30
25 U3l Male Germany 30
26 U35 Male Romania 30
27 u42 Male United Kingdom 30
28 uo1 Male Saudi Arabia 29
29 Us2 Male Libya 29
30 U29 Female Poland 29
31 u27 Male United Kingdom 29
32 uU19 Male Libya 29
33 ua7 Female Libya 29
34 uUs0 Male United Kingdom 28
35 u14 Male United Kingdom 27
36 U12 Male United Kingdom 27
37 U33 Male Bulgaria 27
38 us7 Male Nigeria 27
39 u59 Male United Kingdom 27
40 U13 Male United Kingdom 25
41 u32 Male Italy 25
42 uU62 Male Libya 25
43 uas Male Libya 24
44 u43 Male Libya 24
45 uo2 Male Bangladesh 24
46 u22 Male United Kingdom 23
47 Us4 Male Jordan 23
48 u20 Male United Kingdom 23
49 uo6 Female United Kingdom 23
50 u24 Male Romania 22
51 uo9 Male United Kingdom 22
52 U51 Male Nigeria 22
53 U53 Male Nigeria 21
54 U38 Male United Kingdom 21
55 uU40 Male Romania 20
56 uUl6 Male United Kingdom 19
57 uo7 Male United Kingdom 19
58 U10 Male India 19
59 u17 Male China 17
60 uU1s Female United Kingdom 17
61 uo3 Male United Kingdom 14
62 u37 Male United Kingdom 14
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4.3.5 Overall guessed images drawn by cultural groups andy categories

It has been shown by the work reported in thisisedthat it is possible to construct
a guessing attack based on the bias in the usboke of images. The bias in user
selection towards particular image categories e Ishown for the drawn images and
was summarised in Figure 4-15. It can be seerthleatighest category, with a mean score
of 45%, was religious imagery, and then came natwith a mean of 34%, while the last

category was sport, with a mean of 15%.

High Guessed images by Categories
100
90
80
X
r 70
]
§ 60
E 50 45%
a 40 34%
28%
30 27% - 23570
20 15%
0
Sport(1) Religious(2) Nation(3) Plants and Landscape and  Buildings(6) General(7)
Trees(4) Views(5)
Categories

Figure 4-15 Most frequently guessed images, by category

Additionally, the bias in user selection towardsimage of a particular country
was shown for the drawn images, also as displaydedgure 4-16 and it can be observed
that the most guessed images drawn by country ther&cottish ones, with a mean score
of just under 35% followed by the Libyan doodlesthva mean of about 25% and last in

terms of guessability came the Nigerian drawing#) & mean of 14%.
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Most guessed images drawn by Country
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Figure 4-16 Most guessed images drawn, by country

4.4 Discussion

The findings of the previous study by Hayashi ef48] differed from the study
reported in this chapter. Hayashi et al consideduacated guess attacks against the Use
Your lllusion scheme (a type of image) where thespaages were provided by users. Two
educated guessing attacks were used: collectiveagetll guess attacks and individualized
educated guess attacks. Collective educated guesksarefer to the guessing of the
images that are most popular with a collection eérs, whereas the individualized
educated guess attacks refer to the guessing ofntages that were selected by an
individual user. Two user studies were requiredei@mine both attacks, and these
evaluated the use of the distortion of images apgraaken in [39] to mitigate these
attacks. However, the differences between the ptegady and that reported by Hayashi
et al. are that the images and types of attacke wet the same. First, the kinds of images
used have not been the same, as here we have aisg¢ddrawn images which are more
abstract images. Second, the type of attack exahiméhis work is based on collective
information about user biases. In contrast, inghely by Hayashi et al. [40], the attack
was based on knowledge about the users who weng gibe attacked (or their potential
biases). The protocol used with the participants @aigo different in the prior study, as
three authentication images were set out to besgdesom a set of 27, where here the
participants were asked to guess all 64 imagedrasdito put them into right categories.
However, in Hayashi et al.’s study, three of theattackers correctly identified all three

passimages from the set of 27 images shown withigukesses, in the context of strangers'
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guesses (educated guess attacks). Images withasipribperties were selected by these
attackers by exploiting the connection betweenittmgges taken by the victim, which is
different from the attack modelled in this chaptdrich places the images in common

categories and prioritises them for guessing.

English and Poet [164] also investigated the gumktyaof images, calling this
attack SOGA, meaning a Semantic Ordered Guessitackdt The study focuses into
exploring the feasibility of prioritised guessingagks. The challenge screen presented
images in which the attacker selects the most [meb&4 users were provided sets of 4
images, which belonged to one of twelve distintegaries. the categories ordering from
most to least probable. Additionally, constructeghallenge screen for each passimage
and choosing the image from most likely categowegithe ordering noted is the next step
that an attack launched by. However, varying degependent on how distractors are
selected for a given challenge screen became apptrat bias in user choice could
decrease the estimated guessability. Two schemes applied in this study, one with
doodles and the other with photographic images.y Tieported that guessability was
increased by a factor of 18 with photographic insaged by 3.3 times with doodles.

The present study has therefore been differetttanit has focused on one main

criteria, culture, rather than the more generatattaristics in the other studies.

4.4.1 Security of drawings

The results shown in Table 4-1, Table 4-2, Tablg 4-able 4-4 and Table 4-5
show that there was a varying level of securitytha drawings. However, the drawings
displayed in Figure 4-18 give a clear view of thestnsecure doodles which could be used
as graphical passwords and which could not. Theiidgs were focused on the categories
rather than the image itself. The images showmhigigection were organised according to
the score of how many times they had been gue$tedmages used here were scored “0”
only in the previous tables and meanwhile were wad Red, Yellow or Green reflecting
their security, as shown in Figure 4-17. As merdtbrearlier in the results of this
experiment, some images contain clear environmémtdd but were guessed incorrectly,

for example images L3-1, N3-1 and N7-2 displayedrigure 4-5. This led to a further

111



Chapter 4: Exploring the guessability of hand-drawn passwords PhD Thesis | Sep 2013
based on cultural characteristics

investigation, and from this, four images were patkrom the images with higher scores
for incorrect guesses. These were L3-1, N3-1, MRd. N7-2.

Very Secure
Drawn Images

Figure 4-17 Triangle of security against guessing

The statistical test shown in Table 4b&low, demonstrates that some doodles were
classified into the wrong category based on thermétion on that image, for example
doodle number L3-1 was drawn by a Libyan participamd contained the continent of
Africa, and it is evident that 68% of participawtsose the wrong category and thought it
was drawn by a Nigerian. In fact this conflict happd because Libya is also located in
Africa. Other examples are N3-1 and N7-2 which wdrawn by Nigerians, the first
contained an armour shield with two swords and @ss;rand the second contained a
warrior's helmet. The doodles were expected to faevd by Scots and this can be noted
from the table where 71% and 82% of the participarssified them into the Scottish
category. Another image, N7-1, was also drawn biigerian and contains a Kalashnikov
rifle. 61% of participants categorised the imagdeaisg drawn by a Libyan. In fact, there
is no clear reason for this and it could be infleexhby the civil war which had happened
in the country. However, this indicates that a dnawthat contains cultural hints might be

suitable for security reasons if it is hard to gues

Table 4-8 Frequency of the four most incorrect doodles

Doodle | (U) Unknown | (L) Libyan | (S) Scottish | (N) Nigerian
L3-1 10% 23% 0% 68%
N3-1 13% 10% 71% 6%
N7-1 13% 61% 2% 24%
N7-2 11% 3% 82% 3%
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Figure 4-18 Levels of security of hand-drawn images
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4.5 Conclusion

The proposal behind the work which has been ptedehere was to examine
whether or not people could guess the hand-drawege® which were used as the
graphical password of others, if they know soméucal information about the users, such
as where they came from or their religion or eViesirthopes. The study also aims to
contribute evidence of a bias in the user choicemafges and considers the impact this
could have on guessability. However, the resultswsthat there is no difference between
males and females and between members of diffenghires in their ability to guess
images. One clear result of this work is that idjgarently highly possible to guess other
people’s pass images if they contain cultural dttersstics, especially religious marks,

otherwise it is much more difficult to guess themg also this depends on many factors:

1. The culture where the system was used; for exarhghie participants are Libyans
and they used such a system in Libya then the imagataining Islamic marks
could be not used by attackers to distinguish @®e from another.

2. The place where the system was used with hand-draages. for example if the
participants lived in Scotland then images contgnnational marks like flags
would be hard for attackers to guess.

3. Fake attention of the users. Users can make tlagid-drawn graphical passwords
hard to guess by providing images that contain soufteiral characteristics which

are not related to them, for example the image show.4.1.

Many governments such as Hong Kong [165] and thA [156] try to guide their
people to choose a strong password. We can useeshés from this chapter to provide

additional guidelines for choosing a good graphjpeesword:

1. Do not draw any image containing national landmaile$ are related to your
country, such as flags.

2. Do not draw any image containing religious, infotima such as a place of
prayer.

3. Do not draw any image containing special brandsashpanies famous in
your country such as a can of IrnBru in Scotland.

4. Do not draw any image containing text.
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Chapter Five
Automatic Registration of User Drawn
Graphical Passwords

5.1 Introduction

Text based passwords suffer from a major problethah memorable passwords are
not very secure and secure passwords are not vemyonable [167]. Graphical passwords
have been proposed as an alternative since itdes donvincingly argued that images are
easier to remember than text phrases [17]. In atloeds, many prior research studies [35],
[36], [63], [168] have argued that drawings are ragble and there are a large number of

different memorable graphical passwords.

There are two major types of graphical passwortesys. these are recognition and
recall based [55] systems. In a recognition-bagestem, the user has to recognise their
own graphical password from a collection of otheages. In a recall-based system, the
user has to remember their pass image and repradwdeen they log in. A text based
password is a recall system since the user hasniember their password. Similarly, a
paper signature is an example of a recall-basedamassword. The user has to reproduce

their signature to sign a document.

This chapter focuses on recognition-based syste@ise advantage of a
recognition- based system over a recall-based rsys&ethat it is easier to recognise an
image when shown it again, rather than recreatgdtin from scratch [36], [169]. One
disadvantage is that if an attacker is shown tieshpass image then they simply needs to
guess the correct one from a collection of distrachages. The security of recognition-
based systems has been widely studied [40], [5&]i@not the subject of this chapter, and
focused only on the usability investigation of wshand drawn images.

A wide variety of types of images have been useteasgnition based graphical
password, including pictures, art and simple drgwifil70], and user supplied simple
drawings form a distinct category because theycerated by the user as a form of simple
art, rather than being supplied or chosen by tlee. ikhe creative effort involved makes

them easier to recognise again later [61].
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One feature of all graphical password systemsas tthe effort needed to register
the pass images is greater than that which is redjuo register a text based password.
They may be as easy to use and less error thabdsgtl passwords when the user logs in,
but the initial effort needed to choose or cre&te graphical password may represent a
significant barrier to adoption. The ease of regigin is significantly affected by the types
of images used and whether a recognition or rdzEed system is used. These are now
broken down further in the following subsections.

5.1.1 Registration when the system provides the images

Most graphical password systems provide the us#r aiframework [171] or a
sample collection of images [58] or pictures [1@Rkhapes [173] to choose their password
at the registration stage. Consequently, registat these systems is straightforward but

it may take same time, which may put off some users

5.1.2 Registration when the user provides the images

If the user has to supply pass images at the ragi@®t stage, the amount of effort
involved depends on whether the image already sxistcould, for example, be a
photograph in their personal collection, or whetihenust also be created by the user, for

example in the form of a simple drawing.

In previous studies [20, 29], an administrator pasvided users with a form on
which to draw their pass image. The administratentscanned this form into their system
and worked on the resultant image file, splittingnio separate pass image, storing each
image in a file and storing references to thess fih a database associated with the users.
This chapter focuses on automating this process.

5.1.3 Automatic registration of user drawn images

One way of eliminating the administrator role isléb the users scan in their own
artwork and register the resulting image file. Ehnare however many ways in which the
user might get this wrong and so the system musatle to detect and correct these
mistakes automatically. Software must be able ptace the human administrator. There
are two parts to this software. The first part miostable to guide the user through the
registration process, since a human will not béhand to offer advice and correct errors.

The second part of the software takes the submiittede file and detects and corrects any
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errors. It can be assumed that some, or even marys will ignore any guidance provided
when they create and submit their pass image.

Alternatively, a user may use a computer drawirgj to create their pass image.
This bypasses the scanning stage, eliminating sufntiee possible errors. However, it is
harder to create an image with a mouse than wykra and users may find it harder to
create a pass image that they like. Once agairgsystem must therefore provide guidance
when the user creates their pass image, and inchodge analysis to detect and correct

any flaws in the submitted image.

The present study has built a system to exploratit@matic registration of simple
drawings and to seek answers to a number of qusstio

1. How effectively can users be guided through théstegjion process?

2. How effective is our image analysis software atedi#hg and correcting user
mistakes after scanning drawn images?

3. How effective is our image analysis software atedgtg and correcting user
mistakes after submitting an image created by gocden drawing program?

4. Which method of providing their image did usersfere

5.2 Drawing on Paper, Scanning and Image Analysis

This section will describe the image analysis @wings scanned in by users and the
errors which were subsequently found. This procesgains a series of steps and the
algorithms can be summarized in the following peivhich describe the normal process if
everything goes well;

1. Reading the scanned form file into a Java prograua &ava image object.
2. Converting the image object into an array of blaokl white pixels (stored as
Booleans).
3. Finding the edges of the boxes containing the Withgs.
4. Copying each drawing to their black and white peehy.
5. Writing each drawing as a PNG file.
6. Associating these drawing image files in the usprddile in a database.
The next sections describe the steps in moreld&ta software was written from

scratch in Java by the author.
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5.2.1 Design of the Drawing Form

The system used a drawing form which was desigoeahdet all the conditions
listed in the previous section. Users printed bet form, drew their images in the boxes,
scanned the form in and submitted the file that prasluced. A copy of this form is shown

in Figure 5-1.

Draw Your Doodles inside the boxes l wle el l=ls |

Figure 5-1 Drawing Form

The boxes were made small to discourage the praduaf over-elaborate
drawings. Users see their drawings at about hafdize when they log in. The four boxes
had the same width and height and this enableddfteare to determine the edges of each
drawing image box. The four boxes were located txac the middle of the form. In

addition, three different places on the form welentified to determine whether the paper
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had been scanned in the right direction or notthede three places were represented by
three pixels: 2 blacks (inside the arrows) and whée (on the opposite side from one of
the arrows located on the form). More details alibist are described in section 5.2.4. An
earlier prototype version of the form had largeacgs for the images, and same participant
provided elaborate drawings rather than doodleshwtiie smaller boxes prevented this.
The use of arrows in standard places made it etsierite the image recognition

software.

5.2.2 Java and image file format

There are many types of image formats, such asJAE, GIF and PNG (Portable
Network Graphics).The tables below describe soméheffeatures of these formats, as
described by Fulton[174]. Java has libraries tal fdas in all of these formats and also to
write them out again. Thus, the image analysiswso# can cope with many different
image file formats supplied by the user. PNG waslus the experiments.

Color data mode File type

Bits v pexed File size
TIF RGB - 24 or 48 bitS, TIFF 9.9 megs

Grayscale - 8 or 16 bits,
Ir)dexeci cqlor - 1 to 8 bits,
| Line Art (bilevel)- 1 bit TIFF LZW 8.4 megs
PNG | RGB - 24 or 48 bits,
Grayscale - 8 or 16 bits, PNG
Indexed color - 1 to 8 bits,
Line Art (bilevel) - 1 bit

6.5 megs

JPG | RGB - 24 bits, PG 1.0 megs
Grayscale - 8 bits

GIF | Indexed color - 1 to 8 bits BMP 9.9 megs

Figure 5-2 Image formats comparison stated by Fulton.

The first stage of image processing was to coreach coloured pixel to a single
bit black or white value. If any of the red, green,blue components were less than half
strength then the pixel was black; otherwise, iswdite. The actual 50% value is not

critical since black pixel will have a much highelue and white pixels a much lower one.
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5.2.3 Finding the edges of the boxes

The edges of the block of 4 boxes containing tlasvidrg were found using a vertical
and horizontal scanning algorithm applied to theckland white pixel array. The 4 boxes
were all the same size, allowing the algorithm dentify the pixels belonging to each
individual drawing. These were copied to individiéck and white pixel arrays. The

results applied are shown in Figure 5-3.
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Figure 5-3 ExtractingThe Four Drawn Images

5.2.4 Correcting drawing and scanning errors

The Java code also used to correct a number ofy@ssrors that the user could
make if they did not follow the instructions. It isevitable that some users will make
mistakes and so the image analysis software musibbe to detect and correct them

automatically. Some of the mistakes which werecgrdaied were as follows:

* Drawing in the wrong colour (not black).

* Using paper that was not white; e.g. gray.
e Scanning in upside down.

* Scanning with the page tilted to one side.
» Scanning with too high a resolution.

* Poor quality scanning with some pixels missing.
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5.2.4.1 Drawing in the wrong colour and using paper that wa not white

The first two problems were corrected by convertmblack and white pixels. This
would not cope with a user who draws their picturélack on a blue sheet of paper, but
that was not expected to happen often. Users veddetd draw on white paper and the
system can cope with gray paper because the pateés will still be less than the 50%

threshold. This is illustrated in Figure 5-4.

ool

Gray Paper

Figure 5-4 GrayPaper

5.2.4.2 Scanning in upside down

Upside down scanning is detected by locating thid stack arrow guide marks on
the form using a scanline algorithm [175]. In fabg black guide arrows on the form have
two goals. The first is to guide the users to drm&ges on the boxes and number their
drawing. The second is to determine whether ortim®tscanned form was scanned in the
right direction. The four arrows should be on te#, land if they are on the right then the
whole form is rotated by 180 Checking whether the form is correctly alignedswa
performed by checking the three points on the forhe first point was located on the top
arrow at the middle of the form, the second poatiated on the third arrow on the form

and the last checking point is located on the osig of the form; an example of checking
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these points is shown below. If the three checlpgpgts were in the right places, this
proved that the form had been scanned in the dathection.

Checking Up Side Down

IF (The first point contain a black pixel) and
(The second point contain a black pixel) and
(The third point contain a white pixel) then

The Form was scanned in the right direction
Else
The Form was scanned in the wrong direction
Rotate form thghul 8G

End IF

5.2.4.3 Scanning with the page tilted to one side

A left or right tilt is detected by the algorithra find the edges of the block of 4
boxes. An example of right and left tilted scanimdge is shown in Figure 5-5.

SOUN | | suN
(] & il
= - =
| ~a .
I =
| [Sg8 | 2
Right-tilted image Left-tilted image

Figure 5-5 Non-accurate images

The scanline algorithm finds both the first and I black pixel when scanning
from the left, the right, the top and the bottorhisTgives a measure of the degree of tilt.
Each pixel is represented by two pairs of variafey). Consequently, the four edges will
be defined by the corner (x1, y1), (x2, y2),(x3),g&, y4). Determining whether the tilt is
on the right hand side or on the left hand sidaclieved by comparing y1 and y3. If y1 >
y3 then the tilt is on the right; otherwise, tHeis on the left. If a tilt is detected then new
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values are calculated for the four corner points. é&xample, if a right tilt is detected, the
following corrections are made:

newX1l=x1;
newYl=y3;
newX2=x1;
newY2=y2;
newX3=x4;
newY3=y3;
newX4=x4;
newY4=y2;

(x1. }r_ll__g}% ¥2)

.
'| \

* #
(xLyl) (x2,y2)

R
3,y3)  (xhyD

(x3.y3)" (x4,y4)"

Figure 5-6 Solving a Tilt Problem.

The coordinates for each of the 4 individual boaesthen calculated from the old
and new bounding box coordinates using liner irdkapon. Figure 5-6, above, shows an
example of how the algorithm works. Note that tliges of each individual image are

cropped and the actual image are slightly rotafdils does not have a noticeable effect
with simple drawings.

5.2.4.4 Scanning with too high a resolution

Detection of the use of too high a resolution is@lby looking at the dimensions of
the form image. A lower resolution version is coasted from the black and white pixel
array, ensuring that no black pixel is lost. Thmehsions of the image are determined by
measuring the width and the height of each scafored Most of the tested forms which
were examined with the software had a width of tess 900 pixels and a height of less

than 1250 pixels. This resulted in individual imageth dimensions of around 200*200
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pixels, the desired size. In addition, during tRpeximents, tests were made on numerous
scanned forms with different resolutions, and tesults showed that only a few of the
forms had a large width and height. It was notitedbat the scanned forms which had a
greater width and height were classified into twpets according to the size. In the first
type, the size was almost two times the normal \sizereas it was about three times in the

second type.

In consequence, an algorithm was applied to bimegsize of the scanned forms
back to their normal size. A simple example is shawFigure 5-7.

- w SON

Figure 5-7 An Example of Dealing with Big Images

5.2.4.5 Poor quality scanning with some pixels missing

Finally, poor quality scanning will result in misgi pixels. This will not affect step
3 of the process mentioned in section 5.2, findiregedges of the boxes, because sufficient
black pixels will remain. It might however affettet quality of the final drawing, as shown
in Figure 5-8. This is corrected by changing ewshjte pixel next to a black pixel into a
black pixel. This is done for all images, and vhidve a small visual impact for drawings
that have been scanned in correctly.
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Figure 5-8 An example of missing pixels

5.3 Using Paint Software

This section illustrates the analysis of imagesvdrasing a Paint program. Although
Microsoft Paint software was adopted in the usearafving systems in this study, any
other drawing software, such as Photoshop, whievaslable on the user's computer, can
be used. The only requirement is that the softwaerl must produce images in a raster
based format. Drawn images via the Paint softwaee into the image processing pipeline

but need less processing since there is less $oppser error.

The form shown irFigure 5-1was used and the user read it into the Paint anogr
before starting to draw their four images in thexdsprovided. The users were asked to
draw four images on the form using the Paint sakwand then to upload the saved form
in PNG format. Many technical problems illustraiadhe previous section were avoided
with the Paint system; for example: Rotated imageght/Left-tilted image and the quality
of the scanned image. The same processes usedheidtan system were applied in the

Paint system to extract the four images.
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Figure 5-9 Drawing Using Microsoft Paint Program

5.3.1 Correcting Paint Errors

It is inevitable that some users will make mistakasthe number of mistakes that
emerged using Paint were fewer than in the scatermysThe next subsections will
highlight some of these possible mistakes and dimwthey were addressed.

5.3.1.1 Drawing in the wrong colour (not black)

One possible mistake is to draw with a differenoao other than black and this
problem is corrected in the same way as in the sgst@m, by converting the whole image
into black and white pixels. If any of the red, gmeor blue components of a pixel were less
than half strength then the pixel was black; othssvit was white.

5.3.1.2 Using a background colour that was not white

The second possible mistake those users might nesaleyring the background of
the drawing form with one of many colours offeredthe paint software. In fact, we do
not expect that to happen. However, users werettotitaw on the form only without any
manipulation of the form. No one made this mistdié,the image analysis software could

have corrected this problem if necessary.
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5.3.1.3 Submitting the drawing form with too high resolution

The dimensions of the drawing form used in the fpaystem were fixed at
(817x1157) pixels. Therefore, detecting too higtesolution is not applicable here unless
the users manipulated the form. This is somethigchv did not happen during the

experiments.
5.3.1.4 Choosing a small sized drawing pencil

The last mistake that could happen is using a ssimadl of drawing pencil, as shown
in Figure 5-10. Choosing a small size to draw thage will affect the quality of the four
generated image files. There will not be any miggixels because there is no scanning
stage, but the images could be hard to read. This automatically corrected by the

addition of extra black pixels, as described inphevious section.

Draw Vour D i vl wlesol fo )l

4
ks | €2 10| o

Figure 5-10 Very smallsize chosen

5.4 The Website

A website was built to run the experiments contadiire the present study. It was

called passdoodle and hosted on a commercial seaterthe following links:
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www.passdoodles.net and www.passdoodles.com. Timkseare no longer active due to
lack of funds and we could not use the universitiidst the website because the university
would not allow connections from outside the unsigr This website worked with the
software mentioned in the previous sections. llectéd and stored basic information
about the user and logged the time spent by the arsall aspects of the experiment,
including successful and failed login attempts. Wabsite contained detailed instructions,
including video clips, which explained all the stephich the user had to perform.

A screenshot of the home page is shown in Figuom Appendix C. The website
was in both English and Arabic in order to allowpexments to be performed in Libya as
well as Scotland.

The website supported three steps:

* Pre-registration;
* Full registration;

» Authentication login).

Full registration could be done using either thansbased or the Paint-based
system. The links associated with each step lgohtges with more detailed instructions,

more description illustrated on Appendix C.

5.4.1 Offensive images

Any system that allow users to submit their own ges must deal with the
possibility that offensive images will be providddealing with this problem is not easy,
since what is offensive to one person may not lbensive to other [40]. Thus, even a
human administrator may not solve the problem. Tiesearch does not address the
problem of automatically dealing with offensive iges, although future work in this area
would be useful. We do however need to consider phoblem, especially since some of
the experiments were performed in a Muslim countinych is sensitive to these issues. In
our case, the website carried a warning and theareker decided whether or not a

submitted image was offensive; this was the reésotine 24 hour delay.

5.4.2 Authentication (Log in)

Finally, each user must login to the system fohlkgpes (scan and Paint) by using
their selected username. Users were only authésdicaf they passed all four
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authentication screens by selecting the right imade®ur screens were displayed in
sequence, each containing 15 distractors and oget ianage, as shown in Figure 5-11.
Random distractors were chosen automatically faheaf the four rounds for a
created account after the user completed the dgiktration. These distractors were then
fixed, the same ones being used at every loginmatteThis is to avoid an intersection
attack [176]. Each image occupied a different pasitn the 4x4 grid each time. Samples
of the four authentication screens displayed touers are shown in Figure 5-12, below.
These were presented for both types of accountiengascan and Paint and they both
followed the same processes. On the other handSthe type is independent from the

Paint type and the user has to select the righdfseimages in the both types.

D, D | D D
D, D | T D
D, D | D D
D, D | D D

Figure 5-11 Challenging Set
(Containing 1 target T doodle and 15 distractor doodles D)
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Figure 5-12 Authentication stages

Users have to enter their correct four passdoottiese authenticated and a small
electronic ‘present’ appears if they complete thgirl stage without any errors; otherwise
the system will ask them to try again. The eledtr@mesent contains some magic pictures

and some tracking images and attractive pictures.

In this sort of system where the user suppliesitteges, the distractors are normally
chosen from other users’ pass images. This is tersare that they have a similar style to

the actual pass images.

A library of approximately 560 hand drawn imagelemted from different users from

previous experiments were used in this system. &'leages were chosen for use in the
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four challenge sets of each account, with eachatoingy 15 distractors and one actual pass
image. The distractors for each profile were ranigasnd automatically chosen after each
account was created. Also, the images chosendiiéeeent for each challenge set.

At the authentication stage, each screen represeet®f the user’'s challenge sets and
each screen displays the chosen 15 distractors tsir’s pass image. All these images are
displayed randomly each time for each login andsieurity issues of using this type of
system are discussed further later in the thesis.

All displayed images are numbered from 1 to 9 canitig from ‘a’ to ‘g’. Numbering
the challenge set by this method is based on ad#rosurfing study, reported in Chapter
Six, which found that numbering images from 1-9 aad was more secure than other

possible methods which were examined.

5.5 Experimental Procedure

There are a number of prior studies on how to condaer studies, such as [177-
179], which were helpful in designing this expermheData was collected in three ways:
» Participants answered a number of basic questibostahemselves online when
they created their accounts;
» User's data was logged by usage the system durengdurse of the experiment;
» Participants filled in a paper questionnaire toleat the experiment and handed it
to the researcher after the experiment was contplete

A pilot study was conducted before the actual erxpamt in order to iron out any

problems.

5.5.1 Details of the Questionnaire

The questionnaire used both open and closed forimguestions that asked
participants about their experience of using th&tesy, how usable they thought it was,
and whether they preferred to use the scan or pgatém. The questionnaire is included in
Appendix D. The questionnaire asked participantsnesobasic information about
themselves, such as first name, sure name, geagksrnationality, occupation, experience
of computer and email address. Also, the questiomraked participants if they had been

able to create an account, if they had been abtedister scanned images and also Paint
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images, and whether they had been able to lodineio systems. In each case, they had the
opportunity, via an open question, to describe @implems that had prevented them from

performing any of these activities. The particigawere also asked to estimate how long
they took to register their images. These self-regpbtimes were then compared with the

actual times logged by the system.

The guestions on the usability of the website werged on previous studies [180]
and [181]. These questions were based on the syssafility scale (SUS), a usability
scale that can be used for global assessmentsstdnsy usability. SUS is one of the
simplest questionnaires studied (with only 10 @thcales), and yielded among the most
reliable results across sample sizes. It is alsresting that SUS is the only questionnaire
of those studied in [180]Jwhose questions all adwrésdifferent aspects of the user’s

reaction to the website. The SUS questions (oremoecisely, statements for rating) are as

follows:
1. Ithink that | would like to use this website fresmily.
2. | found the website unnecessarily complex.
3. Ithought the website was easy to use.
4. | think that | would need the support of a techhjgarson to be able to use this

website.

| found the various functions in this website wesa| integrated.

| thought that there was too much inconsistendhimwebsite.

| would imagine that most people would learn to U website very quickly.

| found the website very cumbersome to use.

© © N o v

| felt very confident using the website.

10.1 needed to learn a lot of things before | coultdgmng with this website.

The answers used a 7 point Likert scale, with 7mmgpstrongly agree. There was also

a N/A (not applicable) answer.

The next section of the questionnaire asked thecgmnts what they did with their
images after registration. They were given thretoop. The options for the images drawn

on paper in the scan system were:

* Keptit.

* Threw it away.
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» Disposed of it securely, for example burning oeslaling it.

The options for the image files in the paint basgstem were similar:
e Saved it on the computer.
» Deleted it.
* Encrypted it.

This information provides insight into the partiaigs’ actual behaviour. Keeping
the images is similar to writing down a text bagpedsword, and carries similar security
implications.

A related question was whether the participant isetl any saved images to help
them to login. Again, this would help to understdrmv many users would actually keep

their images to help them later on.

Next, the participants were asked which system fireferred, scanning or using
the Paint system. They were also asked to raterhoeh they liked each system, using a
scale of 1 to 5, with 5 meaning they liked the eys@a lot. They were also asked to give
their opinions on the advantages and disadvantafjesing the scan and Paint systems
using open questions. Finally, they were givenapigortunity to provide extra suggestions

or comments in another open question.

5.5.2 Pilot study

A pilot study was undertaken to iron out any praidebefore the real test was
undertaken. The participants were fellow reseascirethe School of Computing Science
at the University of Glasgow. They provided valabbmments on the questionnaire and
the wording used throughout the system. This atsumed that the website worked and
that all the correct data was logged and collecidte image analysis software also

survived this test.

In fact, it should be noted that this experimentsvedso carried out in Libya;
however problems with internet access prevented ofdbe participants from completing

the experiment. It was therefore decided to excthdestudy from the thesis.
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5.5.3 The Experiment it self

Participants were recruited from various schoolghan University of Glasgow and
the experiment took place betweeﬁhEebruary and I%May 2011. The experiment was

divided into five phases:

1. The initial meeting, where the researcher met withparticipants, explained what
they were being asked to do, and obtained theisexan

2. The participants created their accounts privatélyey also provided their basic

information during this process.

3. The participants created and registered two setpast images, one using the
scanner and the other the Paint system. Some gbdtigipants registered using
the scanner first and the others used the paitemsy8rst, in order to remove any

temporal bias.

4. The participants logged into the system three tinfestly two weeks after
registration, then after another two weeks andllfinafter a further four weeks.

They were sent email reminders at the appropriiatest

5. The participants met with the researcher againfiled in the questionnaire.

5.6 Experiment Results

A total of 52 potential participants attended thigial meeting and 52 then went on
to create their accounts and provide basic persoriatmation. 41 participants then
registered their images using the Paint systemusity the scanner. 40 participants then
logged into their systems three times, following #mail prompts. Finally, 37 participants

attended the final meeting and completed the quasdire.

5.6.1 The Participants

The demographics of the participants is shown gufa 5-13.
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Gender Age Group
14
29
8
7
12 o
4
| —
Male Female 18-24 25-29 30-34 35-39 40-44 45-49 50-60
Education Level Current Occupation
29
27
10
7
2 2
1 - (| [~ .
—— Student Student- Academic Others
HighSchool Undergraduate Postgraduate undergraduate postgraduate
Country
12
11
7
2
p | > | 1 & 2 1 1 1 1
M i | | [~ ] H N N =
Bulgaria China Czech Germany Greece Jordan Libya Lithuania Malaysia Poland Romania Saudi UK
_________ Ranuhlir — Arahia
Vision Problems Security Courses

39

Yes No

27
14 I
Yes No

Figure 5-13 Demographic profile of participants

The total for all categories apart from the edweatevel was 52. The total for the
education level was 37 since this information wasvigded in the questionnaire. In
retrospect, it would have been better to collees thformation when the participants

created their initial accounts. However, nearly 80&6e postgraduate students, which were
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consistent with the distribution of the participginhitial accounts, and so this particular

information is not very useful.

5.6.2 Dropout rates

Some patrticipants dropped out at various stageserexperiment. Most of those
who dropped out did so after creating an initialcast and before registering their images.
11 participants (21%) dropped out at this stagelewhl registered some images. One
participant (2%) dropped out halfway through thehaeatication process, leaving 40
remaining. Finally, three participants (7%) faitedsubmit a questionnaire, leaving 37 who

completed all stages of the experiment.

Most of the dropouts occurred when the participaatse to start the work needed
to register. This reflects one of the problems Wwraffect the widespread adoption of user
drawn graphical passwords: the time needed totezgise images. The null hypothesis is
that the participants’ decisions to drop out werdependent of their gender, age group,
education level, current occupation, country anetwer they had vision problems or had
attended a security course. It is safe to assuatelih decision to drop out (or to remain in
the study) was an individual one, since the expemimwvas mainly conducted online. Thus
there was no correlation between participants’siess and a Chi-squared statistical test is
appropriate. The Chi-squared test does not givahlelresults if the numbers in a category
is small, the threshold normally being five [182418Therefore, this rules out using the
test on those with vision problems, since only fparticipants reported that they had a
vision problem. This requirement also causes problevith the country category, since
many countries only had one or two participantss Test was performed with just three
countries, Libya (13), Saudi Arabia (7) and the (K participants). In the age category,
the three older categories containing a total ®fpsrticipants were integrated into one
category, with an age bracket of 40-60. The testoficupation was also performed on
undergraduates and postgraduates only and thernestirrent occupation only included
undergraduates and postgraduates. The data onuisapshown Table 5-1.
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Table 5-1 Participant dropouts

Property Completed | Dropped Out
Gender

Male 29 9

Female 12 2
Age Group

18-24 14 6

25-29 6 1

30-34 8 2

35-39 7 2

40+ 6 0
Occupation

Undergraduate 10 5

Postgraduate 27 6
Country

Libya 12 1

Saudi Arabia 7 0

UK 11 4
Security Course

Attended 14 2

Did not attend 27 9

Table 5-2records the results of applying the Pearson Chéusgyl test to the dropout
rates. It shows the Chi-squared value, the degoédseedom {f) and the significance
value. Significance values of greater than 0.05cate that the Chi-squared test supports

the null hypothesis with 95% confidence.

Table 5-2 Chi-square test for independence summary results

Significance
Variable Value df Value
Gender 542 1 0.462
Age group 2.760* 4 0.599
Current occupation 2.582* 1 0.247
Country 3.506* 2 0173
Security experience 1.038* 1 0.308

* based on Pearson Chi-Square
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The null hypothesis is supported in all cases,datilng that dropping
out is notcorrelated with any of the variables, to a 5% oderice value. The
Country variable is thelosest one to demonstrating a correlation witlpgnag out.

5.6.3 Satisfaction

Satisfaction is the most subjective part of usgbjb2], and it is necessary to try to
ensure that users will continue to use the teclyyldn the context of this study,

satisfaction was tested based on a set of Likatescas mentioned before.

5.6.3.1 Missing data

When researchers collect data from experimentdicpkarly when human beings
are involved, it is rare to obtain complete datanfrevery case. The seriousness of this
issue depends on the pattern of missing data, hoehns missing, and why it is missing.
It is important to inspect the data for missing aftb85]. Researchers [186] have
categorised missing data into three categoriessingscompletely at random (MCAR),
missing at random, called ignorable nonresponse RMA&nd missing not at random or
non-ignorable (MNAR). MCAR happens when “subjectsowhave missing data are a
random subset of the complete sample of subjet&7][ MCAR and MAR can be ignored
while MNAR cannot [185, 188, 189] because MNAR uuegeflects a systematic pattern
and data are not missing randomly. Tabachnick amwllF[188] argued that if the
“missingness” rate is lower than 5%, then the mggiata can be ignored without any
further analysis. Therefore, the SPSS statistioctiivare package was used to identify the
percentage and pattern of the missing data.

Figure 5-14shows that there were only four paréinis who did not answer one
guestion in the form of rating the statement (Nof8und the website very cumbersome to

use).
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Missing Values

Overall Summary of Missing Values

[} Complete Data
M incomplete Data

Variables Cases Values

Variable Summany™

Missing
M Percent Walid M
wery.comersome touse 4 10.8% 33

a. Maximum number of variables shown: 25
b. Minimum percentage of missing values for variahle
to beincluded: 10.0%

Figure 5-14 Usability- Questionnaire missing data rate

The missing data rate for the all questions wasdaw be lower than 5% (1.08%).
Only four participants out of the total of 37 inceot a 10.8% “missingness” rate which can

therefore, be treated as MCAR and ignored.

Table 5-3 Little's MCAR test

EM Means®
= 2
= B = J T = B @ =
z g = g = E = 5 g
= o o & = = = = =] x
= = o = = W = z = =
[ = = T u o @ = = =
[:0) = =] = = =] = o 0] —=
Z 7 2 £ £ £ z 2 e z
.= = o = 2 5 E: z = 5
2 2 T 2 E = El 5 Z ki
z Z kS g E £ = z £
= 5 z 2 E g z = =
(1 i}
= =
4149 268 .68 234 511 2549 5.35 281 .51 232
a. Little's MCAR test Chi-Square = 10488, DF =9, Sig. = 312

In order to examine whether the missing data haggheandomly, SPSS has an
option to test this data. The test is called LatlRICAR and it was used with the data as
suggested [188]. Little's MCAR is a test of whetbtata is missing completely at random
or not. Table 5-3shows EM correlations with misswvejues filled in using the EM
method. The results from Little's MCAR test beldve table showed the data are missing

completely at random. A statistically non-signifitaesult is desired: p= 0.312 indicates

139



Chapter 5: Automatic Registration of User Drawn Graphical Passwords PhD Thesis | Sep 2013

that the probability that the pattern of missingedges from randomness is greater than
.05, so that MCAR may be inferred.

However, many options have been proposed to delalmissing data and can also
be used with SPSS. These methods are:

1. Deletion Methods: Listwise deletion and Pairwiséetien.
2. Single Imputation Methods: Mean/Mode substitutibommy variable method
and Single regression.

3. Model-Based Methods: Maximum Likelihood, Multiplaputations.

Each of these methods has advantages and disageantdich depend on many
factors, such as sample size. The most suitabldvadesuggested by prior research
[190],for dealing with missing data is the Multiplmputations approach. In our data,

SPSS was used to place missing data by using Multigputations.
5.6.3.2User satisfaction

To evaluate users’ satisfaction levels based on ghestions asked in the
guestionnaire, it is first necessary to descrilgerttean scores for each of these questions,

which are shown in Table 5-4.

Table 5-4 Descriptive statistics of usability questions for 37 participants

-

c = © =

Usability Questions (Variables) g ;; g B

-
1 |1 think that I would like to use this website frequently 4.2 4 4 1.927
2 |Ifound the website unnecessarily complex 2.7 2 1 1.944
3 |1 thought the website was easy to use 5.7 6 7 1.651
4 |I would need the support of a technical person to be able to use this website. 22 1 1 2,074
5 |1 found the various functions in this website were well integrated 5.1 5 74 1.760
6 |I thought there was too much inconsistency in this website 2.6 2 2 1.462
7 |I would imagine that most people would learn to use this website very quickly| 5.4 6 7 1.829
8 |Ifound the website very cumbersome to use 2.7 2 1 1.741
9 |Ifelt very confident using the website 55 6 7 1.742
10 |I needed to learn a lot of things before I could get going with this website 2.3 2 1 1.796

It can be noted that the lowest mean score wathé&only negative-type question
about the passdoodles system, i.e.: ‘I would needstipport of a technical person to be

able to use this website,” with an average mearesgb2.2 (mode = 1, median = 1). It is
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also clear that the top variables scoring the tsgimeean of 5.7 (mode = 7, median =
6)were ‘I thought the website was easy to use’thedvariable scoring the second highest
mean of 5.5 (mode = 7, median = 6)were ‘| felt veopfident using the website’. These

figures indicate that online users found the passids mechanism to be usable.

Overall, apart from the first question, all the itige (odd) questions scored highly
and all the negative (even) questions had low scdrkus, the participants were satisfied
with the website. Question 1 was less relevant umxdhe website did not have any

interesting content.

5.6.4 User Preference

The final part of the post questionnaire askedwsdrich method of creating the
drawing they preferred- scanning a paper drawintherPaint system. Additionally, two
more Likert scale questions with a 5 point scale éktremely dislike to 5 - extremely like)
were asked of the participants: 1. How much do tii@ythe scan type, 2. How much do
they like the Paint type. Then, finally, an opersfion was asked them to give the reasons
for their choice. Figure 5-1%elow, shows that over four-fifths of participamiseferred

the Paint system whereas only 16% preferred the sgstem.

Types
Acceptab
le
0%

Types Acceptable

Paint
84%

Figure 5-15 Participants’ preferences between Paint system and scan system

Table 5-5 Type Preferences

c g ©
© ] -
=4
Type Prefernce e 3 2
1 |How much do you like Scan type 2 2 3
2 |How much do you like Paint type 4 4 4
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Table 5-5,shows how much the participants liked either syst@rhey
definitely liked the Paint system, with a mean, rmadand mode all at 4, with the
highest result possible a Fhey also disliked the scan system, with mean and
median of 2 and a mode of 3. The mpgpular option (the mode) was average (3),
but the overall feeling was below average.see whether or not this preference for the
Paint system was statically valid, we tested thk Imgpothesis that both systems were
preferred equally. The normality of the data cddecfrom the above two questions was
checked using Kolmogorov-Smirnov and Shapiro-Wdkts. Table 5-6 shows p<0.05 for
both types which indicates that the data was nohab

Table 5-6 Normality Test (Preference between scan and Paint systems)

Kolmogoroy-Smirnoyd Shapiro-wilk
Statistic df Sig. Statistic df Sig.
SeanLikedhare A73 v ooy .89z2 3r 002
PaintLikedhaore 257 ar nao 848 ar 0ao

a. Lilliefors Significance Correction

Therefore, the most suitable test for this datiésWilcoxon signed rank test. The
results of the Wilcoxon test showed that the pigaicts significantly preferred the Paint
system over the scan system. One reason for thilel dee that the Paint-based system
requires fewer steps than the scan-based systemcansequences in terms of effort and

time.

Table 5-7 Wilcoxon Test (Preference between scan and Paint systems)

&l Mean Rank | Sum of Ranks
PaintLikediore - Megative Ranks 6 a.67 52.00
Seanlikedhore Positive Ranks ank 2047 614.00
Ties 1%
Total a7

a. PaintLikedMare = ScanLikedMaore
h. PaintLikedMare = ScanLikedMore
. PaintLikedMare = ScanLikediare

The users also indicated their perceptions of theaatages and disadvantages of

the two systems, which are listed in Table 5-8:
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Scan System Paint System
» Drawn doodles were accurate * Quick and easy to draw
 Very personal (own hand writing)  Does not need equipment
Advantages * Reliable « Hard to distinguish (good for security
» More effective * Paint software available

* Quicker to draw on paper

» Hand writing may be recognised by relativel « Hard to draw
» More complicated » More time needed for a good drawing
Disadvantages| * No privacy, since paper is produced
» Takes a long time

» Equipment problems

Table 5-8 Advantages and disadvantages of both methods

5.6.5 Use of Images after registration

Previous studies which used hand drawn images agshigal passwords[20, 29],
did not state what the users did with their imagésr registration. In this study the
participants were asked what they did with theiag®s on paper (scan system) or on file
(Paint system). Additionally, they were also askduether or not they had used them
during the login process. These questions wereeaddd by the questionnaire; therefore

37 participants answered the questions.

Table 5-9 Dealing with forms (scan system)

Scan
Secure Disposal 8
Thrown Away 8
Kept 21
Total 37
Used during login process 6

Table 5-9 shows that 21 participants kept the paper imagasthiey had scanned
in, and six of them used them to help when loggmgf the other 16, half disposed of the
images securely and the other half just threw tharay. On the Paint system, Table 5-10
shows that 22 participants kept their paint progfde) two of them protected it with a
password, while the other 13 deleted their filesurfof them used these files to help them
login.
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Table 5-10 Dealing with forms (Paint system)

Paint
Secure Saved 2
Deleted 13
Saved 22
Total 37
Used during login process 4

This behaviour has obvious security implicationd &similar to writing down a
text based password [2, 191, 192]. If an attack nvade across a network then the attacker
would not be able to access the saved images aavtiuld not be a security threat. If,
however, the attacker was able to access the dgmemgkes then this would be a serious
problem. It is of interest to ask whether or ndemding a security course led to more
secure behaviours. Table 5-1llustrates the relationship between how the imagese

dealt with and whether the participants had attdradsecurity course.

Table 5-11 The relationship between security course attendance and dealing with images

Scan Paint
Attend Security Course | Attend Security Course
Yes No Yes No
Secure disposal 3 5 1 1
Insecure disposal 3 5 5 8
Kept 7 14 7 15
Total 13 24 13 24

A Chi-squared test with a significance vajue0.05 supports the null hypothesis

that attending a security course is not correlatgd the ways the images were dealt with,
as shown in Table 5-12.

Table 5-12 Chi-square test the security course and dealing with images
Chi-Square Tests

Value df Asymp. Sig. (2-sided)
Scan .069 2 .966
Paint .363 2 .834

Another Chi-squared test was carried out to find whether there were any
correlations between the people who had taken arisecourse with the variables of
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gender, age, educational level, occupation and topumhe results in Table 5-13 show
that, apart from the age variable, the significaveldeep >0.05supports the null hypothesis
that attending a security course is not correlatigd the remaining variables, which means
that the achievement of the experiment will not acted upon by awareness of security

issues.

Table 5-13 Chi-square test of the security course with other categories

Chi-Square Tests
Value df Asymp. 5ig. (2-sided)
Gender 865 1 365
Age 14.185 6 028
Education Level 5.529 2 063
Current Occupation 8.051 4 090
Country 15.140 12 234

5.6.6 Login Success Rate

We recorded whether the participants logged in esgfally or not. These
statistics are recorded irable 5-14 We assume that all those who used their saved
images to help them logitid so successfully, and they were ignored wheoutating
the success percentages. HoweVahble 5-14shows the successful rates for systems,
scan and Paint, for all login trails. And it is atethat there was no big difference

between the systems by using these kinds of images.

Table 5-14 Success rates of authentication for both scan and Paint for all trails

Login 1 Login 2 Login 3 Total

Login Times . . .
& Mean S.td. Mean S.td. Mean S.td. Average
Deviation Deviation Deviation

0 0 0
Success Scan | 92.50% .267 94.87% .223 86.11% .351 91.16%

Rate

Paint | 92.50% .267 94.74% .226 91.18% .288 92.80%

Our research was focussed on the registration pspdaut the subsequent
login stage also offeredaluable information on the retention of image8%!lof
participants kept their scanna@dages, while 11% kept their Paint files. The login
success rates are consistent with other work m dnéa in that frequent use, i.e. a
short time between Login 1 and Login 2, increasesticcess rate while infrequent
use, i.e. a longer time between Login 2 and Logidegreases.iDespite the fact that
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some users used the drawing image forms for loggingising these forms for both
systems did not affect the success rate very muehta the small number who did so.
However, Table 5-15illustrates the numbers of lsgisuccessful and failed) for all
participants (37 returned the questionnaire) whuat ke did not keep their drawing forms

and also who did not keep forms after registration.

Table 5-15 Successful logins among those keeping drawing forms after registration.

keep Images Do not keep Images
Scan Paint Scan Paint
L1 | L2 | L3|L1|L2 L3 L1 | L2 | L3 | L1 |L2]|L3

Incorrect 1 1 312 2|2 Incorrect 1 1| 2 1 01| 1
Correct 20120 |18 22| 22 | 22 Correct 15 |15 |14 (12 | 13 | 12

5.6.7 A Comparison of drawing styles

Drawing with a pen on paper and drawing with a neowsing a paint program
aretwo different activities which may lead to diffetestyles of drawing. Also, each
participant had to provide two different sets of pass-imagesding to the
interesting question of how much re-use of passggmsathere might be. Both of

these questions will be answered in destion.

The first set of images shown Trable 5-16 below, is from a participant who
clearly felt more comfortable using a pencil on gathan using the Paint program.
The scanned imaged are more complex and executadware skill. However, this
participant was in the minority. More typical wdsetset in Table 5-17, also below,
where the sets of images were of about the sama tHvcomplexity. The paint
images were not executed quite as well, as carebe By the slight wobble in the
lines of the last pass-image.
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Table 5-16 Styles of Drawing (I)
Scan= User(122) Paint = User(123)
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Table 5-17 Styles of Drawing (Il)
Scan= User(146) Paint = User(139)
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Both of the participants outlined above chose tediht set of images for their
two tasks. This was true of 20 of the participantsexactly half of the sample. The
other half used very similar, but not identical gea for both the Scan and Paint
systems. This is illustrated in Table 5-18, bel@Wwis was one of the participants who
drew on paper and scanned their images first aratihwn kept the sheet of paper. In
contrast, the participant in Table 5-19, createsirtimages using the Paint system
first. Their images are all made up of lines andles, something that works well
with the Paint system. The images they producedgupen and paper were not so

good.
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Table 5-18 Styles of Drawing (lIl)

Scan= User(74)

Paint = User(75)
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Table 5-19 Styles of Drawing (V)
Scan= User(83) Paint = User(82)
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In summary, only one participant took advantagthefextra expressive power
of pencil and paper to draw artistic images. Al tithers choose images that could be
created equally well using a Paint program or ecppe@md paper. Also, exactly half of
the participants chose to reuse their ideas foge@savhen creating the two sets. None
of them were identical, but perhaps if they hadnbeguired to create two sets of pass
images without knowing that a researcher would xaening their work, they may

well have chosen to reuse the actual image filesheets of paper.
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5.6.8 Failure to follow instructions

As has been discussed earlier, during the conduttecexperiment, some errors by
the participants appeared. Most of these errorgdraga during the registration stage.
Unfortunately, some of the participants did notdal the exact instructions that were
provided. Despite the availability of some explanat material for this experiment,
whether these materials were available at thevieer (on an information sheet or given
by the experimenter) or through the passdoodlesveésite, we found that some people

asked for more detail.

“I would like to have the instructions more detdile

Consequently, this indicates that some participanlisfound the website difficult
to use. Therefore, some errors occurred which ttethe usability of the system. Some of
these errors can be summarised and classified thme®e main categories: errors that
occurred during scanning, errors that occurred nguifainting and errors that were

common to both.
5.6.8.1 Errors during scanning

As expected, many of the participants did not fellihe instructions exactly and

uploaded files that contained errors. A samplé@aas in Figure 5-16.
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Figure 5-16 some errors that occurred during drawing and scanning stages

The example in Figure 5-16 (A) shows that a userused a blue pen rather than a
black one. The analysis software converts a cdlmage to a black and white one using a
threshold scheme based on individual pixel valumsgd so it had no trouble in
automatically converting blue to black. The margiese wrong in file (B), but the image
boxes enabled the software to locate the drawingsvay. File (C) was scanned at too
high a quality, which was corrected by lowering tesolution while not losing any black
pixels. File (D) shows that the drawing was donegoay paper. The pixel threshold
scheme corrected this error. The image processifizare managed to correctly extract
most of the images from the scanned drawings. Smees drew images that were too big
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for the boxes. Our software correctly located tlwurmling boxes and cropped these
images.

Figure 5-17, below, illustrates more examples obrsrwhich were caused by not
following the exact drawing commands, such as tileur of the pen page. In picture (1),
the participant made two mistakes: drawing usirggnall point size of pen and using an
intermittent pen, whereas in picture (2), the pgéant had scanned the passdoodles form
with a high quality option scan; also, in pictu® the participant used pencil instead of
black pen. As a consequence, the generated padsd@wd not clear enough, especially in
cases (1) and (2) and did not appear at all in (send this will affect the usability of
such a technique, where the participants will b &0 recognise their own passdoodles.
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The drawingis not performing as explained (for example using pencil instead of pen and

using different colours not black}. All these effect the generated of passdoodles.

Figure 5-17 Passdoodles not generated properly
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5.6.8.2 Errors during Paint

It was also possible for the participants to gateemcorrect images using the Paint

tool. Some of these errors are shown in Figure 5-18

A. The drawing is not performing as explained ( the size chosen of the pencil is very
small)

1 1

ih

i

ol
e
-

ER .@3
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C. The drawing is not performed as
explained (the size chosen of the
pencil is very big) but can be
accepted

B. The correct chosen pencil size

Figure 5-18 Examples of errors caused during paint system

The main error was in the point size of the pefdiick lines are fine, but thin lines
can cause problems when the images are display@ugdhe authentication phase. Our
software automatically thickened all the lines, andeed the black regions, of the

submitted images, which corrected the problems shiowFile (A) of Figure 5-18also it
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pointed out some example of passdoodles drawrrée ttifferent font sizes. Two of them

were accepted, i.e. (B) and (C), but the first west(A).

5.6.8.3 Errors common to both systems

Another type of error was discovered in both systefhis type of errors does not

seriously affect the passdoodles drawings but abaghlights the carelessness of some
participants in following the drawing instructiorfSigure 5-19 shows some examples of

passdoodles that were drawn outside the boxestiafjethe final image.
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Some of drawing passdoodles are not in the central of the boxes as explained which caused partial
passdoodles problem.

Figure 5-19 Samples of passdoodles that were not drawn in the central area
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5.6.9 Registration Times

First of all, the null hypothesis to be testedhis tsection is that:

There is no big difference between the registratiimes using Scan and Paint.

Table 5-20, below, shows the average time in sectimat were spent to complete
the pre-registration and full registration and ttime spent by users to draw their
passwords for both systems. In addition, it sholes minimum and maximum times
achieved by participants for both types. The meaores provided in Table 5-20clearly
show that pre-registration completion times werdowetwo minutes. The full time
registration incurred a mean score of 1088 secontise scan system whereas it incurred
only 654 seconds in the Paint system. Self-redaitaes were slightly less, at 980 and
541 seconds respectively. The standard deviatios algo quite high, showing a lot of

variability.

Table 5-20 Registration time

) - . Std.
Time Minimum|Maximum| Mean Deviation Std. Error
Pre-Registration 31 688 113.0 1149 17.9

Scan Full Registration 331 2835 1088.3 602.6 95.3

Scan Self reported.time 300 2700 980.7 593.7 93.9
Paint Full Registration 232 1935 654.9 3729 58.2
Paint Self reported.time 180 1800 541.9 346 .4 541

The distribution is illustrated by the box plotsHigure 5-20
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Figure 5-20 Box plot showing the existence of outliers in full registration time (scan &paint)

The null hypothesis that “There is no significaiffedlence between the registration
times for scan and Paint systems” will be testeticgtlly. The Kolmogorov—Smirnov and
Shapiro—Wilk tests reported in Table 5-21 show thatdata was not normally distributed
since significance p values were < 0.05. Thus acWidbn Signed Rank test was more

appropriate than a t-test.

Table 5-21 Normality test of registration time

Kolmogorov-Smirnov?d Shapiro-Wilk
Statistic df Sig. Statistic df Sig.
Pre.Registration 303 40 .000 515 40 .000
Scan.Full. Registration 167 40 .006 920 40 .008
Paint. Full.Registration 164 40 .008 .855 40 .000
Scan.Selfreported.time A79 40 .002 .896 40 001
Paint.Self.reported.time .204 40 .000 821 40 .000

a. Lilliefors Significance Correction

The results in Table 5-22show significant differemién registration time between
scan and Paint and that the participants took o to register their password using the
Scan method than the Paint method(z=4.87, p<0#£®.,7/86). The null hypothesis was
therefore rejected and the registration time foe #can system was shown to be
significantly longer than the Paint system.
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Table 5-22 Wilcoxon test for registration stage.
Test Statistics®

FaintFull
Registration -
Scan Full
Registration
Z -4 8729
Asymp. Sig. (2-tailed) 000

a. Based on positive ranks
b. Wilcoxon Sianed Ranks Test

5.6.10Login Time

The null hypothesis to be tested in this sectidhas:
There is no difference between the login timesgiSioan and Paint.

In fact, there should be few differences in logimes between scan and Paint
systems where both have used the same kinds oesnatpwever, Table 5-23 illustrates a
comparison between the two systems in the threie liges and it can be observed that
the scan type takes a bit longer than the Paird. tfso, Table 5-23 shows the average
time spent on login and also the minimum, maximumd atranded deviations for each
login as well as the main average time between scah Paint. The first time login
incurred a mean score of 71 seconds in scan systela it incurred a mean score of 57
seconds in the Paint system. There were only ooensledifferences between the second
and third login time in the scan system whereadifierence was about 4 seconds in the
Paint system. Overall, the difference between secahPaint systems was only 13 seconds
where a mean score of 59 seconds was incurredebgddn system and the Paint system

incurred a mean score of 46 seconds.

Table 5-23 Login time in scan and Paint systems

Time Minimum|Maximum| Mean D(&S\/tigiion Std. Error
Scan.Login. Time1 21 413 71.73 61.659 9.749
Scan.Login.Time2 25 123 53.13 24303 3.843
Scan.Login. Time3 23 163 52.13 27.767 4.390
Scan Total Time 58.99
Paint.Login. Time1 23 192 57.03 33.164 5244
Paint.Login.Time2 21 136 4235 21.745 3.438
Paint.Login. Time3 21 89 38.23 13.486 2.132
Paint Total Time 45.87

To further investigate the existence of outliers, exploratory SPSS test was
conducted to evaluate the logins individually andatheck for outliers using box plot. The

results are illustrated in Figure 5-21, below.
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Figure 5-21 Box plot showingthe existence of outliers in logintimesfor both (scan &Paint)

Figure 5-21clearly shows the existence of outli@gb®ve 70 seconds, with one
extreme score (case 19) in the scan system. Marethes figure shows the existence of
outliers above 50 seconds with one extreme sca®e(f) in the Paint system. Overall,
neither of the systems incurred a login time of entrtan 3.25 minutes (194 seconds).
However, the distribution of the data was not ndraral the data was measured to cheek
the normality by using a Shapiro test, as showhahle 5-24and therefore, the Wilcoxon

test was selected.

Table 5-24 Normality test of login time

kalmagaroy-Smirnoy? Shapiro-YYilk
Statistic df Sig. Statistic df Sig.
Scan.Login.Time1 271 40 aoa A16 40 .0oa
Paint Login Time1 166 40 oor T4 40 Rilifi]
Bean LoginTimez2 A7 40 Anoa 870 40 .0oa
PaintLogin.TimeZ2 174 40 ooz Fa7 40 .0oa
Scan LoginTime3 234 40 .oon FIT 40 Rilifi]
FaintLogin.Time3 153 40 020 873 40 .0oa

a. Lilliefors Significance Correction

It was found that the mean time taken at the atittegion stage was greater in the

scan system than in the Paint system, as showahteB-25. The results of the Wilcoxon
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signed rank test showed that the participants fgadfisantly shorter authentication times

in the Paint system than in the scan system (z=p&805, r=0.55).

Table 5-25 Wilcoxon test for the authentication stage.

Test Statistics®

PaintLogin

Avreage Time
- Scan.Login
Avreage Time

Z -3.582*
Asymp. Sig. (2-tailed) 000

a. Based on positive ranks
b. Wilcoxon Signed Ranks Test

5.7 Discussion

Many of the studies mentioned in Chapter Two usswdhdrawn images (doodles)
as graphical passwords [20], [21], [29], [95]. Dtezdhad been used in Cognometric
schemes [193] and Drawmetric schemes. Most of tbhgn@metric studies focused on
memorability and the success rate of the approathnbne of them had reported the
registration time as a self-performed task. Inrémilts of the present experiment it is clear
that the registration time was a little high ontbeystems compared to other systems that
use such images, for example in study [193]. Instoely, where the system provided the
users with doodles to choose as passwords, itdnakverage of 39 seconds to enrol in the
system. On another study, using Passface [194ntan timings differed a little between
the three groups: 155 seconds for the random grdifi#s seconds for the visual groups,
and149 seconds for the verbal groups. In our systeimok on average about 10 minutes
to complete registration in Paint and about 18 tasufor the scan process. This is
understandable as the users had to achieve mapy teteegister their drawings and the

time obviously depends on the number of the steggired by the users for each system.

Again, most of the graphical password studies whiglve used doodles, as
mentioned in Chapter Two, did not report the lagmme. They either concerned themselves
with security issues or usability in terms of meaiwnlity. However, a comprehensive
study of frequency, interference, and training afitiple graphical passwords which used
PassFaces [195] reported login times for one ofstbdy groups who had used different
for logins, with a mean score of 47.27 seconds.il&ily, a comprehensive study of the

usability of multiple graphical passwords by Chowdbet al. [196] reported that the mean
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login time for a doodle graphical password was @%éconds and 48 seconds in a study
comparing the usability of doodle and Mikon imaggshe same author [193]. Our results
for the use of hand writing images showed thatetveas a slight difference between scan

and paint in using doodles as a graphical password.

Finally, unforeseen environmental and personalofac{e.g., answering a phone
call, discussing an urgent issue with a colleagusydden power shut-down, having a cup
of coffee, and so on) may affect completion-timeam&ed in online-based experiments
[197]. The efficiency hypothesis was supportedelation to all the arguments covered in
this section. Moreover, also it can be observed ttia hypothesis of efficiency is more
supported in scan than in Paint.

5.8 Conclusions

In this chapter, the results of two usability sasdof using hand drawn images in
authentication graphical passwords have been pexkelh is now the appropriate point at

which to revisit the questions asked at the statt@research.

How effectively can users be guided through the régtration process?

95% of the participants who registered a pass-imagepleted the experiment.
However, 21% created an account and then did nohiwa pass image. The reasons for
dropping out could not be determined. It could lhat they were not very committed to
using the website because it did not house anyllsehtent. Alternatively, they may have
found the instructions confusing. However, 79% dmimplete the registration stage

successfully.

How effective is the image analysis software?

The software worked very well and was able to deded correct almost all of the
errors that users made when submitting their schrfilee The software worked equally
well with scanned images and with those produced Bgint program.

Which method of providing their images did users pefer?
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The main conclusion of this research is that theigipants would prefer to use a

Paint based system rather than a pencil and pagenierate their pass images.

Implications

Graphical passwords are beginning to be deployeshwart phones and this research
is relevant in this context. Smart phones havenaeca which can be used to take a picture
of the drawings and upload it to an app. This regdathe scanner, and is more convenient
to use. Users may tend to make the same mistakiesoaiine same image analysis software
can be used to detect and correct them. Thereeisadditional error that would probably
be common in the context of camera use; that ofpgeetive distortion caused by the
camera not being exactly square onto the papes ddm be detected from the distorted
shape of the boxes on the supplied form, which dicudve to be printed, and then
corrected. There are many drawing apps availableplwones, with the user’s finger
replacing a mouse. These would replace the Paagram in our experiment. Our study
indicated that users would prefer to use a drawapto construct their pass images, rather

than to draw them onto paper and take a photograph.

5.9 Chapter Summary

This chapter has outlined the following topics:

1. An automated registration technique of graphical pasword This highlighted
the software which was used to solve the many problwhich accrued during or
after drawing hand writing images to be registaagdraphical passwords.

2. An overview of the website used to meet the hypotbes behind this research
This depicted its implementation and the relatedalssse used to keep the
information of the experiment.

3. Experiment details. Clear information on the experiment was givergluding
experiment procurers, participants, roles, etc.

4. Results and discussion This section presented the results obtained ftben
experiment and assessed the benefit of using siathnss. It explained different
preliminary analyses including data preparation aackening, and usability was
tested based on the three usability metefiectivenessfficiencyandsatisfaction

5. An overview of the errors made by users in drawingimages during the
experiment. This highlighted many errors which appeared duringwing and

scanning the forms into both systems.
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Chapter Six
Shoulder Surfing and Recognition-
Based Graphical Passwords

This chapter describes an experiment which detedterd vulnerability of
recognition based graphical authentication systemshoulder surfing while using hand-
drawn images. The experiment was conducted wittmseaf two, a user logging into such

a system and an observer who was trying to spaishes pass-image.

6.1 Introduction

Graphical passwords are still far from being psrfd-or example, a password
supplied for authentication by a user in a publace, if it is not properly protected, can be
stolen by a bystander who observes it over the'susaoulder. A potential drawback of
graphical password schemes is that they are mdrenable to shoulder surfing than
conventional alphanumeric text passwords [198]e&ut] shoulder surfing was classified as
one of the threat models affecting recognition-dag@phical passwords under the area of
observability[147]. A definition of shoulder surfjngraphical passwords is that it is the
process of observing authentication sessions atidgiine images selected in order to use

them to impersonate the user at a later time[199].

Since many graphical password studies and techsigreebased on clicking on the
password [71, 76, 93, 94]. The present experimalhtdetermine the most user-friendly
way to enter a doodle password (i.e. by typinglmking) on the one hand and which is
the most usable keyboard-based proposed methotieonther hand. The results of the
experiment were used in the experiment website wivias described in Chapter Five, for

the authentication screens for both of the scanPalt systems.

6.2 Recognition-Based Graphical Authentication

The common feature of recognition-based graphio#themtication systems is that
the user is shown their pass-image, together witbraber of distracter images when they

log in. In this way they simply need to recognikeit image when they see it. This is in
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contrast with password systems where the user meaatl their exact password without
any help provided by the system. Examples of syskems are: PassFace [71], Pass-Go
[37] and Mikons [68]. If the challenge set consistsl6 images, the target image and 15
distracters, then the chance of guessing the nghge is 1/16, which is too high for the
system to offer much security. Because of thigractice, several pass-images need to be
selected before authentication can be completece @oblem with these systems is
shoulder surfing. If the pass-image is selecteshqusi mouse, then an observer could
observe the position of the cursor when the mouse chicked and could there by discover
the pass-image. This could be easier than obsettimgharacter type, as would be the
case with a password. With this in mind, we conddan experiment with four different

ways of entering the selected image. These were:
— Numeric - each image has a number.
— Numeric and alphabetic -each image has a numHdetter.
— Row or column identifier.

— Mouse Clicks.

The usability of the four different methods of stieg a pass-image was also
investigated. There may well be a tradeoff betwesability on the one hand and security
from shoulder surfing on the other. It has beerepled that users will usually choose the
easier approach, even if it is less secure. Thusgoal is to find a method of choosing a

pass-image that is both usable and as resistahbtdder surfing as possible.

6.3 Experiment Details

The system used in this experiment used doodlgmssimages. The challenge set
contained 16 doodles; the target doodle and 1%adistrs. The system was run on both a
laptop and a desktop with a high resolution morgtad 40 participants were divided into
20 teams with two people each, a user and an drseMost of the participants who
conducted this experiment were students from differdepartments and schools at

Glasgow University.

Each user was given a sheet of paper containing wsername and four doodle

passwords, one for each method of selecting the-ipgage. The user was asked to enter
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their username to start the experiment and thenfdbe section methods sequentially
presented themselves, with a period of prepardtina for each. The order in which they
were presented was chosen at random. After thatfilbed out a user questionnaire (see

Appendix E).

The observer took a seat near the user, in themeafi about one metre from the
user. This is similar to the distances encount@neah internet café. The observer’s task
was to try to identify the entered pass-image &eg tvere given a sheet of paper to record
their choice. After that, they filled out an obserguestionnaire. When the experiment was
over, the user and observer swapped roles andteeptire experiment. In addition, each
user was given a sheet of paper with different to@asswords from the previous user

sheet.

While the experiment was taking place, the systeconded how long it took for
each user to make a selection with each methoda. ishhe time between displaying the
challenge set and getting a user response. Alsogxtperimenter observed and took notes
on how the experiment proceeded. The next secérpkin the methods used in selecting

the pass-images in detail.

6.3.1 Numeric type

In this model the user is asked to type the nurobéne provided doodle password
which appears on the screen. These numbers ramgelfl6, as illustrated in Figure 6-1.
The password space will have a size of 1/16.

Numenic T ype

B 2

Enter The Number Backspace |

Figure 6-1 Numeric type

165




Chapter 6: Shoulder Surfing and Recognition-Based Graphical Passwords  PhD Thesis | Sep 2013

6.3.2 Numeric and alphabetic type

The user is asked to select and enter one of tamcters provided on the screen
which contains numbers and letters (1...9, a.s@graidentifier. This identifier must match

the provided doodle password, as shown in Figu2e Moreover, the password space will
be 1/16.

Numeric & Alphabetic Type

¢ w
O, o 0, ik,

Enter The Identfier Backspace

Figure 6-2 Numeric and alphabetic type

6.3.3 Columns and rows type (matri®

In this model, the user must type either the colgnietter (a...d) or the row’s
number (1...4) to express the location of the pravidwodle password. Figure 6-3
illustrates this model. This model provides moreusity as the number of the password is

difficult to predict. Furthermore, the password@paize of this type will be 1/4.

Columns & Rows Type

B o
T8 oY
- @WK
SR

Enter Either the Column’s |

e

[ Beckspace |

Figure 6-3 Columns and rows type (matrix)
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6.3.4 Clicking Type

This model is totally different from the three pi@ws models which have just been
outlined. The previous models require the usemterethe number of the provided doodle
password by typing the number or the letter acogrto the model. In this model, the user
needs to select the exact provided doodle passfrmthe screen by clicking the mouse

button, as shown in Figure 6-4. The password spdélthave a size of 1/16.

Clicking Type

<ANINE Ak
@ 1 A P
s @ 4@”“ @

®, @ ® Y.

Figure 6-4 Clicking type

6.4 Evaluation assessments

Four elements were included to assess the four Imofehe experiment. First, the
user and the observer were used to perform thesmsat by the researcher, as mentioned
before. Second, the third element of the assesgmecgédure was the running time of each
model for each user which was recorded into a da&lof the experiment; this running
time was calculated from the screen display for uker until he typed or clicked the
password. Finally, the last element of the assesspr@cedure was the administrator of

the experiment who was required to provide his \ated observations for each model.
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6.5 Results

The results of this experiment were measured usimgdata collection methods.
Firstly, the participants completed two sheetsagqy. A Likert-scale questionnaire for the
user and an observation form for the observer agishn Appendix E, were distributed to
the teams. Secondly, the time measurements werelatd by the system.

6.5.1 Questionnaire responses

The first nine questions asked about the usalilitthe experimental system. As
mentioned in the previous section, the participaméed a Likert system with five
categories from ‘strongly agree’ to ‘strongly disagj. It can be seen that the average
responses in support of using the system were hitjiae those against. The next three
guestions asked the users to compare the variodBodwe against each other. Each
guestion asked the user to select one stage assarer These stages were than translated

into the actual method, since the actual methodd by each user appeared in a random
order.

The below summary given in Table 6shows the mean responses in each of the
five categories, from strongly disagree to strorggyee. It can be noted that overall, the
averaged responses in support of using the systera igher than those against. These
pieces of information were drawn from nine diffdrequestions used in the usability
guestioner. Moreover, another five questions weslee@ and the answers are discussed

later in this chapter.

Table 6-1 Summary of usability questions

Strongly Strongly

Agree | Agree| Neutral Disagree Disagree

Ease of use this system 425% | 45.0% 12.5% 0.0% 0.0%
Simple to use this system 55.0% | 37.5% 7.5% 0.0% 0.0%
| feel comfortable using this system 35.0% | 40.0% 7.5% 15.0% 2.5%
Easy to learn to use this system 425% | 47.5% 5.0% 5.0% 0.0%
Easy to understand the provided information 40.0% | 50.0% 7.5% 2.5% 0.0%
The organization of information on screens is clear30.0% | 57.5% 5.0% 7.5% 0.0%
The interface of this system is pleasant 17.5% | 60.0% 17.5% 5.0% 0.0%
| like using the interface of this system 15.0% | 67.5% 5.0% 12.5% 0.0%
Overall, | am satisfied with this system 22.5% | 67.5% 5.0% 2.5% 2.5%
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Figure 6-5 shows the average times spent on eaehdfymodel by participants in
the experiment. As seen in the chart, there ismath time difference between the models;
approximately 8 seconds’ difference between theekivaverage time spent on the mouse
type and the highest average time spent on thexngpbe.

Mouse, Numeric,
00:10 00:13
alphabetic,
Average time of each type 00:13

Figure 6-5 Average time spent on each type

Moreover, just under a half of the total 40 usayeead that the matrix is more
secure than other types while about 30% pointedhaitthe alphabetical type is secure, as
illustrated in Figure 6-6. In addition, Figure &ffows that more than a third of users were
satisfied with the matrix type and said they felirencomfortable with it than with other
types. Furthermore, about half of the users betiagvas important for security to try to

ensure that no others to see their selection, imguke mouse type as seen in Figure 6-8.

More Secure

B Numeric
M alphabetic
M matrix

B Mouse

Figure 6-6 Priority of security
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Comfortable

B Numeric
M alphabetic
= matrix

B Mouse

Figure 6-7 Comfort of the types

Dis-liked

B Numeric
M alphabetic
M matrix

B Mouse

Figure 6-8 Unsatisfying types

6.5.2 Effectiveness of the observers

Figure 6-9 shows how effective the observers warguessing the passimage.
Overall, the attackers were quite effective andsgad the correct passimage. They were
most successful at guessing the position of thesmalick, being able to record it over
three quarters of the time. The three methods usliegkeyboard were slightly more
secure. It can be seen also from Figure 6-9 thpsty. and 3 are types which are liable to

more disclosure to observers, at about 47% people for each type.
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Types: Errors and Observed

90%
80% 77.507
70%
60% /
co 47.50% /
o *07 — 1950% —=§—Type Observed
30% 42% == User's Errors
20% - 10%
10% 0% - 0%
0% #

Numeric Alphbetic Matrix Mouse

Figure 6-9 User errors and types observed

6.5.3 Time to enter data

As can be seen in the graph in Figure 6-10, thezeeviour ways to enter the
passdoodles. The graph shows the relationshipseketvihe time spent to enter the
characters of the passdoodles and the users foypas. It can be seen from the graph,
users fluctuated between a low of 3 seconds arehl f 36 seconds in the Numeric type.
In addition, users fluctuated between a low of Goges and a peak of 52 seconds in the

Numeric and Alphabetic types.

Moreover, userfluctuatedbetween a low of 4 seconds and a peak of 59 sedand
the Matrix type. Furthermore, users fluctuated leetwa low of 2 seconds and a peak of 36
seconds in the Clicking type. This fluctuation ated as a result of several factors which

will be mentioned in the next section.
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Figure 6-10 Time spent on each type by the all 40 users
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6.6 Discussion

The main purpose of this study was to determineclwhype of the four modules of
the experiment was the most usable and effectipe fgr people to select and securely
enter their passdoodles. The four discussion topitisbe described individually which
regarding to the modules of this experiment.

6.6.1 Numeric and Numeric & Alphabetic types

The majority of users who selected the Numeric Alpthabetic types felt that they
were easy to use, with differences which can lyriled described into two points: first, that
it would be more complicated for the observer ttedwrine the identifier of numbers and
characters rather than the numbers only. The sepomd concerned solitary entering, in
other words, where it was only required to entetyoone character to select the

passdoodles.
“l do not really see a difference between the thneg's of typing’”

“| feel that the combination of numbers and letteffer more security particularly when

entering a single character”.
“I like type 2 which offers more security by singlessing”.

However, the alphabetic type was slightly erromgrowvith a 5% error rate.

6.6.2 Matrix Type

Most users liked the matrix type. Some of themilatted this to the ease of use,
others to the confidentiality afforded by this tyfde recognition of the entered character
did not give the observer any indication of therisspassdoodles. On the other hand, if the
observer identifiers the entered character, hé séds to define which one from the
options is the user’'s exact passdoodle. Each dearat this type has four displayed

doodles which will make it very difficult to deteme the exact one.

“| feel this type is more comfortable because ieslmot give the observer any idea of the

password selected”. . “It is hard to recognize”.

Of course, the user would have to use the matrithatetwice to locate the correct
pass doodle. The attacker would however have t@city observe the entries. The matrix

method was also more error prone, with a 10% eatex.
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6.6.3 Mouse type

Although the mouse type of login may overcome sarh¢he problems found in
previous studies [37], [39], [200] and the changnighe shape of the mouse cursor to a
‘cross ship’ could be one of possible solutionghaf problem of observation which make
the courser too small and hard to be observed.efdrey, in this experiment it is noted that
the mouse type is more discovered than other tgpedout 77% compared to the other
keyboard types, which were discovered 42%, 47.5% 4n5%. It is suggested that in
future studies in the field, a different mouse oursuch as a dot (.) could be used to

increase the level of security.

6.7 Conclusion and future work

One clear result of this work is that it has shdhat it is easier to observe a mouse
click than data entered via a key board. One ssingriresult is that while the three key
board based methods were more secure than usimgdhge, they were not very different
from each other. In particular, the matrix methaasweorrectly observed nearly half of the
time even though observing a single key press Isfillthe observer with a one in four
guess. One possible explanation is that the usgriraae been unconsciously indicating
which keys were needed to determine the passinmaybaps by hovering their fingers
over both keys before deciding which one to prés®e indication that this might be the
case is that the time needed to enter data in Htex1tase was, on average, five seconds
longer. Additionally, using identifiers for the ig@s that had been mixed up by characters
and numbers is more secure than the other prop@sdubard types. It would be of benefit
to conduct a further experiment where the usersweren time to practice the various
form of choice indication before being observede Tbservers could also be given the
chance to explain how they had worked out which W&schosen image. The clicking
model was the easiest and fastest way of all, lbstmhethod lacked security and could be
used more effectively in the future if the mousesouwas changed to a small point such
as dot (.). There would also be a need to do sestmg to check how easy it is to identify
the location of the cursor on the screen and thezefuch experiments are strongly
advised, as their success might open up horizongh® use of a mouse-pointer in
graphical passwords.
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Chapter Seven
Conclusions and future work

7.1 Introduction

This chapter summarises the contributions madehisyresearch. The chapter also
offers conclusions in terms of the original reshagoestions as well as the overall aims of
the research and offers recommendations for thengiat applications of the results of the
passdoodles system. In closing, we discuss podsitlee research directions which could

be based on this work, and offer concluding remarks

7.2 Research Contributions and Achievements

This research has produced several original carttobs to the research into the
security and usability of graphical password autication. The following table shows the

major contributions of this research:

Table 7-1 Original Research

Chapter Original Research

An empirical study of the relative comprehensiilif cross-cultura
Chapter 3 influences in drawing doodles between Scottishyaiband Nigeriarn
participants.

Chapter 4 An empirical study highlighted the guessabilityhaind-drawn images
based on cultural knowledge.

Demonstration, via automatic registration of haraixh images as

Chapter 5 graphical passwords and an empirical study of lisakif the use of g
hand-drawn images technique vs. the use of a pregesed drawing
technique.

An empirical study on preventing shoulder surfingew selecting

Chapter 6 pass-images in a challenge set revealed the mosteseays of doing

so and suggested further improvements.
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7.3 Thesis Summary

The choice of hand-drawn images is affected byex'sisulture, and this can have an
impact on their usability and security. In additjoib is possible to build a system that
allows a user to submit their own hand-drawn imageshout the need for an

administrator, making the system more scalable.

This research has had the aims of investigatiooutitiral aspects of user drawn
images for authentication was carried out and apasison was made between Westerners
(represented by Scots), Africans (represented kgeidins) and Arabs (represented by
Libyans). Additionally, another major aim behindstesearch is investigating whether
user-drawn pictures are easier to use than usatecr@rogram-drawn ones and to create a
simple method for using hand-drawn images as gcappassword by making it easier for
users to register them. Finally, a part of thissagsh has concerned itself with two of the
well-known security issues that are related to lgigg passwords: guessability and

shoulder surfing.

A number of research questions were posed at énedstthis thesis. Summaries of

the answers are given below:

Q1. Does culture play an important role in the sefien of pictures by Scottish, Libyan

and Nigerian users? Can we quantity this effect?

To answer this question, Chapter three introducetudy that was conducted to
evaluate the effects of culture on drawings. Toieh the aim of this study, an
investigation was carried out in two different coues: Scotland, as a ‘Western’ country,
and Libya as an ‘Arab’ country. Many doodles mayimiéuenced by the users’ culture,
which makes them easier to guess. Thus, it follthas the culture of the drawers of many
doodles can be guessed. We also found that it wasilge to guess the gender of the
drawer based on the type of doodle drawn. Somelsigydelines, such as not including
text or drawing flags and maps can have a largecen the level of guessability of

doodles.

Q2 .Is it possible to guess other people’s handwadnaimage passwords depending on

his/her personality characteristics, such as culaifeatures or nationality?
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One clear result of the work presented in Chamter is that it is apparently highly
possible to guess other people’s pass images ¥f ¢batain cultural characteristics,

especially religious marks.

Q3. Is it possible to automate the registrationt@nd drawn images?
Chapter five introduced image analysis softwaretexd by researcher, that was
able to correct almost all common user mistake® Jdftware can be generalised to
correct perspective effects if photos of the impgsswords, perhaps generated by a

Smartphone, are provided.

Q4. How does the usability compare between registethand-drawn images by scan
and hand-drawn images created with paint?

To answer the above questions, Chapter five intedwan empirical study that was
conducted to evaluate the usability of hand—draassimage systems. Each user was
asked to create accounts and login to both of yseesis, scan and Paint. This study
was conducted to compare between a hand-drawimmiteee using the scan method
and a program-based drawing technique using the Reathod. The study measured all
usability terms for both systems and recorded tbsmuds that arose during the
experiment. It was clearly demonstrated that usiegPaint system was easier, faster
and more acceptable to users than the scan sy$termemorability of both systems
was roughly equal. Users preferred the Paint systegn the scan system by a factor of
4 to 1. Users were quicker at logging in using Raént system than they were with the
scan system. This would indicate that they remegtb#re paint images more than the
scanned ones also login success rate showed thenalgitity rate were high which is

around 95%.

Q5. What is the safest way of selecting hand-dramage passwords?

In chapter six an experiment was performed thatvekothat using a single key
stroke (mixed letters and numbers) to select a ldomlthe safest way to avoided
shoulder surfing. Also, the flinging from the expeent conducted in Chapter six
confirmed that using mouse clicking for selectirmsgimage is less secure than using

keyboard strokes.
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7.4 Future Work

During the work reported in this dissertation, madgas arose which could be
suitable for the future development of the areaestarch. This thesis has contributed to
understanding issues of security, and the imprav&ability of the use of hand-drawn
images as graphical passwords. Moreover, part f tbsearch has contributed to
understanding cross-cultural influences in drawingges. However, it has also raised new
research directions. These research opportunitidse discussed in the following sub

sections.

7.4.1 Future work suggestion in Chapter 3 and Chapter 4

It would be good to develop a quantitative measifreow easier it is to
guess the culture and gender varies types of usamdas the further research of
this work.

7.4.2 Future work suggestion in Chapter 5

The hand-drawn Paint system was found to be maableighan the scan
system. Unfortunately, the Paint system still haawtbacks in its drawings, as
mentioned in section 5.6.8.2 and 5.6.8.3. As anrawvgment to this system, we
suggest building up very simple drawing tools tiiset one size of bold pen and an
automatically focused drawing box and then integgasll these together into the

subject website or Smartphone app.

Nowadays, graphical passwords are beginning to d@oged on smart
phones and this research is relevant in this confxart phones have a camera
which can be used to take a picture of the dravaing upload it to an app. This
replaces the scanner, and is more convenient toUss¥s may tend to make the
same mistakes and so the same image-analysis softan be used to detect and
correct them. Many drawing apps are available oonph, with the user’s finger
replacing a mouse. These could replace the paggram in our experiment. Our
study indicated that the majority of users woul@fer to use a drawing app to
construct their pass images, rather than to drammtton paper and take a

photograph.
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7.4.3 Future work suggestion in Chapter 6

The mouse clicking model was the easiest and fagtayg of all, but this
method lacked security. Can we use this methodhenfuture in a more effective
way, if the mouse cursor has been changed to d poiat, such as a dot (.)?Tests
are also advised to check how easy it is to idetiié location of the cursor on the
screen, the success of which will open up possdslifor the use of the mouse-
pointer in logging in with graphical passwords.
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Cross Culture Experiment

What is the idea behind this experiment?

Password security often fails in practice because users select predictable passwords
.secure passwords are hard to remember. As an alternative, many studies have found that
graphical passwords are more usable than ordinary passwords. In this experiment we will
use a handwriting technique called doodling, and we will use these doodles as the

password.

The aim: In this experiment we will study how culture might affect our use of drawn

doodles as passwords.
What is a doodle?

As well definite on Wikipedia at http://en.wikipedia.org/wiki/Doodle“A doodle is a type

of sketch, an unfocused drawing made while a person's attention is otherwise occupied.
Doodles are simple drawings that can have concrete representational meaning or may

just be abstract shapes.” Here are some examples:

W oL

R,
W~
13 14
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Gender: Male[ | Female []

Age: (10200 ] @130 ] 3140 ] (4150 ] 160 ] (>60)[ ]

How would you classify yourself?

African Arab Asian Australian | European | Hispanic other

Nationality .........cccccceiiininiccce s

Level of education:

Primary school|:| High school |:| Undergraduate |:| Postgraduate |:| Un-educated |:|

Number of different computer accounts such as Internet banking

O[] @5 ] (6-10] (11-20] ] (>20) []

Number of different passwords

0[] (1-3) [] (4-8) [ ] (9-15) [ ] (>15) [ ]

How often do you use the computer? ... per day
How often do you use the the internet?  ............ per day
How often do you have to use a password? ................ per day
Do you like a drawing: Yes[ | No[ ]

If No can you provide the reason:

Would you be happy to provide doodles as passwords?

Yes|:| No |:| don’t know |:|

194



Appendix A

PhD Thesis

Sep 2013

Please draw four doodles in the boxes below Assuming that these doodles will
representing your passwords:

Doodle 1 Doodle 2
Doodle 3 Doodle 4
How long did that take you?
How much did you enjoy making the drawings?
1 (Not at all) 2 3 4 5 6 7 8 9 10 (alot)
Do you think a friend could guess your doodle when shown a collection of doodles?
1 (Never) 2 3 4 5 6 7 8 9 10 (very likely)
)
Thank yo very much for your cooperation and ypatrticipation.

" Same teotle mate the wokd SDE D4, Gust b beina in éit”

195




Appendix B

PhD Thesis | Sep 2013

Appendix B

Guessability of Hand-Drawn
Images Based on Cultural

Characteristics
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Experimental website

The web site contained a total of seven screengshwiere as follows:

» Homepage: this was the first screen, displaying informatiahout the

experiment and the start button.

* Registration page the second screen asked participants to fill e t

required information.

» 3,4,5,6 Screenghese were screens for the main purpose of ¥pisranent;

more detail is given in the next section.

» Completed page this is the last page which is displayed aftee th

participant completed all tasks.

Main task screens

Four screens were displayed in sequence to evetigipant, each screen contained

five elements. The main element which was contaimere 16 hand drawn images ready

to be dragged and dropped into one of the four Ishtades, each box representing one

category. All images were coded and some of themnesented cultural aspects; more

details about the images will be discussed in the section. Moreover, each image put by

the participants into the selected categories waed as an array in the database. The last

element was thBlext button which transferred the user to the next page

Dragé Drop%

Page 1/4

NIGERIAN

St
£ W)
L

SCOTTISH

LIBYAN

Next

IDON'T KNOW

Figure 1 One of the displayed screens used in the experiment (Drag& Drop)
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DragéDro ? Bage 4/4 Dra &Dm? P v/t
NGERINY) || _;/‘5\7 LIBYAN LIBYAN
' @7 7 [
R
(i
o . a0 .
SCOTTISH )’5@ ) i A\l ¢ IDON'T KNOW IDONTENOW
3 1\ —

Next

Screen During Dragging & Dropping selected images

Screen after finishing all Dragging & Dropping of

images

Figure 2 Screen during and after completion of the task
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Appendix C

Automatic Registration of
User Drawn Graphical

Passwords
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The Website

1. Website Pages

A user of the online doodles system passes threagéral stages starting with a pre-
registration stage and ending with the authenticasitage (the main homepage shown in
Figure 1). Figure 2 and Figure 3; illustrate ak ttegistration processes on both sides of
this system, the client and server side. The pgestration and full registration steps can be
done together in a single session or split into $@ssions. This lets the user take time to

create their images between the two sessions.

B i e — T ——— =9 =

I = [ED ripipossdoodies.net. ~[ & [ 42| % [| 2 ing e

S Favorites | [] Passdoodles i~ Bl v (0 g ~ Pagev Safety~ Toolsv @@~
Welcome to password

Step 7 - Step 2- Step3-
Pre-Registration Full registration Authentication by pressing
7 ) ) ! af

Pre-Registration) 1-Scan Based Registration ...... — Log In

Sign Up

2-Paint Based Registration..

Sign Up

@ intemet | Protected Mode: On G~ 0% ~

R T
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L]

2

X o &

www.passdoodles.net =1

; <>

1. Connectto http://www.passdoodles.net

2. Pre-Registration page and filling the required information and
send them to the server for saving (need for full registration).

3. Complete the full registration by downloading the Form and JAVA code for extract the original Form into four passdoodles.
printing out drawing Form. 0. Store location of passdoodles and save passdoodles in the

4. Draw 4 passdoodles. server.

5. Scanthe Form and upload the Form &complete enteringdata.

Sending the information.
Store collection data in MySQL database.
Sending information of user’s passdoodles location.

BOBONG

Figure 2 Registration processes by scan based registration

PN - |
1
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1. Connectto http://www.passdoodles.net
2. Pre-Registration page and filling the required information and send
them to the server for saving (need for full registration).
3. Complete the full registration using Paint based registration and:
— Downloads the Form
— Openit with paint software and
— Draw 4 passdoodles.

. Sending the information.

Store collection data in MySQL database.

. Sending information of user’s passdoodles location.

JAVA code for extract the original Form into four passdoodles.|
. Store location of passdoodles and save passdoodles in the
server.

o N b

Figure 3 Registration processes by Paintbased registration

Finally, Figure 4 illustrates all the authenticatiprocesses on both sides of this
system, i.e. the client side and the server side.
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L_ CIientSide J Applied for both types: Scan &Paint L Sewer Side J

1. http/fwww.passdoodles.net 4. Retrieve data from MySQL database.

2.  Login page. 5,7,8,11 Authentication screenscontain passdoodles.
Choose either Scan based login or Paint based 6,8, 10, 12 User's sending selected passdoodles.
login.

3. Username sent.

Figure 4 the authentication stage

2 User Views of the Website
2.1 Pre - registration

All users are required to login to passdoodlesarad then to sign up for pre-
registration. The pre-registration page will asle thser to provide some personal
information. The information requested is: theirsffi name, last name, gender, age,
nationality, occupation, experience in computingusiy, any vision problems the user
may have, and their email address. Also, the uasertd select a unique username which
will be used to complete his/her full registratistages in both systems and also for the
login stage. The server will send the collectedrimiation to the database and save it to the

user’s profile.

2.2  Scan based registration

In the scan based registration, the user has tomided and print out the form on
which to draw his four image password from the weband then scan it with two
conditions: in PNG format and either gray or arteliscanning quality. The webpage
provides full details of how to do this correctlgdaexplains the instructions as shown in
Figure 6. The Passdoodles website is provided satreral videos demonstrating every
step in registering the drawing images and expigirhow to use the website correctly.

These videos are in both English and Arabic anil fbeuses are as follows:
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Video A: explains the correct way of drawing passdoodlesudicg the correct pen
colour, type and size, and the right A4 paper aolou

Video B: explains how to scan the drawing form properlyusyng the correct scanned
format and scanning quality.

Video C: shows how to convert the image format if the scanioes not support the PNG

format.

Uploading Passdoodles Form page

Remember to follow next steps

1. Print Out the Form, and then draw your four doodles on the form. Press here

2. Scan your form wirh either gray or art line qualities scanner mode .

3. Select your file saving name » here the PNG is a kind of

image files such as JPG, GIF,JPEG,...

4. Upload your form direct from the sca ur storage devise such as Flash

Memory.

5. For more Details please See these Videos to explain to you the right way of Scan your
Passdoodles form properly:

Video(A) First step: Drawing the passdoodles

Video(B) Scanning the Passdoodles Form . .. . .. ... see this lnk—> Scan Passdoodles Form

YVideo(C) if the scanner does not supporting PNG format.. see this link>>= Not Supporting PNG

Note: You should not draw an offensive doodle

Upload your Form
[ Reset | | Upload |
Back

Welcome to password

m F & =2

Figure 6 Scan based registration

2.3 Paint based registration

In the Paint based registration process, the usare to download the form onto
their computer and open the form with a Paint progrthen draw their images using the
tools and then submit the form. Similar to the sbased registration process, the Paint
based registration web page provided a single vedg@taining how to register correctly, as

shown in Figure 7.
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Uploading Passdoodles Form page

Remember to follow next steps

2
1. Download the Form on your machine and open it with Paint program EEA .. click the
JSorm's icon beside to get the form.

2. Draw you four doodles password by using paint program's tools by using
black color only .

3. Select your file saving name with ending by *PNG, where the PNG is a kind of
image files such as JPG, GIF,JPEG,... for example: yourname.png

4. Upload your form direct from your storage place such as My Picture.

5. For more Details please See the Video below to explain the right way of draw your
Passdoodles Form properly:

&

Videol How Drawing the passdoodles and uploading the Form click here q@)
-

—

Note: You should not draw an offensive doodle

Upload your Form

Browse... |

Reset | Upload

Back

Welcome to password

=\F\ = & “-’9,

Figure 7 Paint based registration

Once the registration stage was completed, eachresgived an account activation
email for both types (scan and Paint) within 24rsothat email asked the user to use the

system and login (this point will be discussed wrendetail in the next section).

2.4  Finishing the registration

To complete the scan based registration, the esgiired two pieces of equipment,
a printer and a scanner, while to complete thetReiged registration the user only had to
have access to the Paint software, which is availahd free to all computers users. After
the users completed their forms either by scanamggainting, they could use the text box
to enter the location of the user’s drawing fornd gmess the submit button to send the
form to the server to be saved in the databaséh page had the same submitting button

which could be used to send the form.

Once they have finished, they were asked to phes&teate account’ button. If all

the required data was complete, a congratulatioassage appeared and an automated
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email was sent to the users letting them know efrtext step (they could use the system
after 24 hours for the authentication stage); otisa&, a warning message was displayed

for missing or invalid data.

During the next 24 hours, the user’s entered drgworm was checked. If any
problems were apparent with the forms or if thee¥enany offensive doodles, a warning
message was issued and sent to the user askingah@submit the forms. Java code was
responsible for extracting the images form intorfBNG files as explained in section 5.2.
The files were then used at the authenticationestabis is repeated for both the scan and

Paint based registrations.

3. Website Implementation

A collection of scripting languages and websitenponent tools were used, and
before detailing the implementation of the websstane of the features of these tools will

now be briefly described in the paragraphs whidlofa

The Passdoodle system was built using XAMPP. aiBee and open source cross-
platform web server package, consisting mainly e Apache HTTP Server, MySQL
database, and interpreters for scripts written ihet PHP and Perl programming

languages®.

The main scripting language used to build the websas PHP"PHP is a server-
side scripting language designed for Web developimgincan also be used as a general-

purpose programming language”

MySQL database is one of the most popular databeseggement systems used
with web servers. MySQL database is also extremelyerful and exceptionally fast (as
cited in Nixon, 2012, p. 161)Moreover, it is free under the open source GBénlse and
very easy to use for all programmers and web deeeto MySQL can be run on many
operating systems, such as Windows, Linux, Mac @&ahers and this make it flexible.

Additionally, large bases of users provide freepaupthrough mailing lists. Finally, it is

ic Wiedmann, "Apache Friends, Imprint,” 2009.

5D.S. a A Trachtenberg, "What is PHP?," 2003.

R Nixon, Learning PHP, MySQL, JavaScript, and CSS: A Step-by-Step Guide to Creating Dynamic Websites, 2
ed.: O'Reilly Media, Incorporated, 2012.
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secure, with MySQL'’s flexible system of authoripatiwhich allows some or all database
privileges (such as the privilege to create a degalor table or delete data) to be given to
specific users or groups of users and passwordisnwitare encrypted.

Another component used in the implementation of passdoodle website was
JavaScript."JavaScript is an interpreted programming languagéh object-oriented
capabilities”. While PHP runs on the server and has the main ibmaif producing
HTML code for the browser to read, JavaScript ranghe browser and executes specific

local tasks.

3.1 The Passdoodles system database tables

The passdoodles system uses eight tables, whidlste and described in Table 1.

Table 1 Doodles System Database tables

Primary Index

No Table Name e e

Description

Store user’s basic information: first name,
surname, username, age, gender, occupation,

1 users user_id - country vision problem and security course, as
well as the starting registration time and ending
registration time.

Hold the locating of stored user’s passdoodles

2 user_forms imagid user_id form which is used later by the Java Code.

Hold the path of each user’s passdoodles after

3 user_doodle_password doodleid user_id running the JAVA extraction code.

Used to record the attempts of the users to login
4 user_attempt attemptid user_id (correct or not) as well as the starting attempt
time and ending attempt time.

Hold details of user’s target and distractor, if the
chosen is not a target, then the distractor =0 else

5 thl_image_auth imagid user_id distractor = 1. This applies for the four stages (1-
4).

6 order-display-password attemptid user_id Hold the selected passdoodles for each stage.
Hold the locations of random selected doodles for

7 thidisplyedimages attempted user_id each user for each stage which will be used to

compare the entered passdoodles with the other
doodles.

Hold the information of each user profile. Each
8 user_profile profile_id user_id user has 4 profiles (4 stages).The profile contains
the locations of the 15 distracter doodles.

3.2 Table relationships

Most relationships between passdoodles databakes @i on a one to many bases,

as shown in Figure 8. The relationships are:

D, Flanagan, JavaScript: The Definitive Guide, 6th ed. USA: O'Reilly Media, Inc, 2011.
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Table 2 The relationships between passdoodles tables

Tablel — Table 2 Type of Relation Description
Each user has one submitted form and that
user —user_forms 1-1
form only belongs to that user only.
] Each user has four profiles and these profiles
user — user_profile 1-N o
are related to the specific user.
user — user_attempt 1-N Each user can have many attempts.
Each user has four stages, each stage
user — tbldisplyedimages 1-N containing the selected images during the
experiments.
Each user has four stages, each stage
user —tbl_image_auth 1-N . g &
containing a selected image.
der-disol d 1-N Each user has four records and each record
user ~ order-dispiay-passwor has an order of 16 images.
user — user_doodle_password 1-N Each user has four pass images.
| user_forms | | tbl_image_auth |
1] imagid (int) 1] imagid (int)
1] user_id (int) 1 oa[7] user_id (int)
1] location (varchar) 1 distractor (int)
]D submittime (int) | = | ]D stage (int) I — t
1 /1[7] user_id (int) = 1] attemptid (int)
| user_profile 1[7] username (varchar) 7] user_id (int)
]D profile_id (int) ID f_name (varchar) ]D correct (int)
T user_id (int) oo| (][] s_name (varchar) 1] timeStart (int)
T stage (nt) T[] gender (varchar) T timeTotal (int)
117 bir_day (varchar)

]]:] dis1 (varchar)
]D dis2 (varchar)
]D dis3 (varchar)
]D dis4 (varchar)
]D disS (varchar)
ID dis6 (varchar)
T dis7 (varchar)
]]] dis8 (varchar)
]]] dis9 (varchar)
]]] dis10 (varchar)
]D dis11 (varchar)
1] dis12 (varchar)
]D dis13 (varchar)
]D dis14 (varchar)
]D dis15 (varchar)
1] dis16 (varchar)

17 bir_mth (varchar)

][] bir_yrs (varchar)

][] contry (varchar)

1] job (varchar)

]D vision_problem (varchar)
T[] exper (varchar)

I[] time_start_regester (int)
]D time_finsh_regester (int)
1] email (varchar)

1T form_submited (int)

| order_display_password

]D attemptid (int)

_]D user_id (int)

]]] stage (int)

]D selecting_password (varchar)
ID password_location (varchar)

[ thidisplyedimages
]D attempted (int)
7] user_id (int)
Imer_doode _password | T stage (nt)
]D doodleid (int) ]D profile_id (int)
Pl user_id (int) T time Gnt)
]D passwordpaths (varchar) ]D imageorder (varchar)
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4. Passdoodles system PHP components

More than twenty-five PHP code files have been usethe doodles system. In
addition, ten screens were designed for the do®listem, starting with the home page

The most important php program scan is describddllasvs:

passdoodles.phpThis program displays the main screen of theqasdies system
(Home page) which contains three steps: pre-registr, full registration (scan

based registration and Paint based registration).

register.php:This program displays the registration screen efdbodles system
(registrationpage) which contains two buttongreate my account and cancgl

In this screen, the users have to enter their patstata such as their first name,
surname and valid username or user ID. By prestieg‘create my account’
button, the next php fileafdinfo.php) is loaded and then a pre-account record is

created for the user.

addinfo.php: This program is responsible for two things, fiystb verify the
integrity of the data transmitted from the previatep, and secondly to establish
contact with the doodle database. If all informatias been entered successfully, a
congratulations page will be displayed and thenethiered data will be added to

the database table (user table).

submitionFormPage.php: This program presents the screen for completing the
full registration for both types. Effectively,sfbmitionFormPageScan.php
presents the drawing form page that allows usersupgtbad their scanned
passdoodles form whilesbmitionFormPagePaint.php presents the drawing
form page that allows users to upload their paimtassdoodles form. In practical
terms, to use both pages (submission scan form padesubmission Paint form
page) the user has to be verifying by enteringr theername where selected in the
first stage and their email address. However, #d node ¢hecked.php checks
whether the user has been pre-registered or natedwer, users need to print out
the passdoodles form (for the scan type) or dovehibdfor the Paint type) by

pressing theéeorm link coloured in blue in the instruction messagasd then to
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insert the location of their saved passdoodles $oimthe doodles system. These
pages contain two buttoriReset and Upload)By pressing the upload button, the
next file checked.php will be run.

checked.php:This program is one of the most important in tbedles system. It
checks whether or not they entered user ID andleaddress exist on the system
by establishing a connection to the doodle datalzesk comparing it with the
usernames from the table of users. If the usernexists then it will recall three
php programs which areinser_into_user_attempt.php Pathes_file.php and
password.php The first two programs add and retrieve datahto database, and
the third code is used to display the authentioasicreens, as will be explained in

more detail below.

login.php: This program presents the login screen which askss to choose one
of the two types of login, i.e. either scan or Ra®nce the user makes a selection,
the following screen is displayed and asks the tesérput their user ID. This page
contains two buttonsReset and Next By pressing thé&lext button, the next files

(rcordandcheking.php) will be run.

recordandcheking.php: The recordandcheking program andstages programs
which are explained below are repeated four timBse recordandcheking
program checks the correctness of the user’s padth If all of the passdoodles
entered match the original passdoodles then the issauthenticated and the
success screen will be displayed, otherwise theuréaiscreen is displayed.
Additionally, all information including either cagctly or wrongly entered images

and the time taken will be added to database.

Stagel.php, Stage2.php, Stage3.php, and Stage4.pHfjiese programs display
screens containing 16 doodles; one of these isisk€s passdoodles (target) and
the others are distracters. Each program is regiderfsr displaying the screen that
represents one of the passdoodles stages. Thesmnsare displayed four times,
each time the user enters the character (1 -9,0hdgs passdoodles by inserting it
into the textbox. By pressing on the character thptesents the passdoodles, the
previous php file ecordandcheking.php) is run again and this is repeated four

times.
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Appendix D

Experimental Instructions and
Questionnairef the Automatic
Registration of User Drawn

Graphical Passwords
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Instructions for Performing Doodles Experiment

What is the idea behind this experiment?

Password security often fails in practice becassgauselect predictable passwords. Secure
passwords are hard to remember. As an alternatigay studies have found that graphical
passwords are more usable than ordinary passwbrdis experiment we will use a

handwriting technique called doodling, and we wdE these doodles as the password.

The aim: In this experiment we will study how culture mighffect our use of drawn

doodles as passwords.
What is a doodle?

“A doodle is a type of sketch, an unfocused drgwimade while a person's attention is
otherwise occupied. Doodles are simple drawings ¢ha have concrete representational

meaning or may just be abstract shapes.” (Soutge//en.wikipedia.org/wiki/Doode

Instructions for performing Doodles experiment:

The URL of doodles’s website wenvw.passdoodles.com

There are three optionBre-Registration, Full Registrationandlogin.
Pre-Registration: this is the first step which is required for theusers.

P w0 P

The first step allows you to create a semi accaumat now you have to complete
your full registration which divided into two typeScan Based Registratiorand

Paint Based Registration.

Firstly
5. By pressingScan Based Registration’sign in button, a screen will appear which

ask you to enter the email address and chosenlfl)ser
6. A submit form page by scan will be displayed and waust follow the instructions

displayed on the screen carefully. The website igdess a simple video that
explaining every single point of the registratiarcluding the correct way of

drawing the doodles on the form and how to scansaibdit them.
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Secondly
7. By pressingPaint Based Registration’ssign in button, a screen will appear which

ask you to enter the email address and chosenlIfi)s&s previously done in step 5.

8. A submit form page by paint will be displayed armdiynust follow the instructions

displayed on the screen carefully. Again, the webgrovides a simple video
explaining every single point of the correct waydaéwing the doodles on the form
by using Microsoft Paint program and how to sultimem.

9. During three working days, you will receive a camfiation email of completion
registration and once you receive that email yoll agk to login the website with

your doodles passwords for each tyBesnandPaint.

* Login process:To logging in into passdoodles.com you need yaar ud
and then select one of the 16 doodles displayetherscreen. This login
process will be repeated four times. Each time oh¢he user drawing
doodles will be presented together with 15 disaectioodles. If you select
your doodles correctly for the all stages then rgeatulations message will
appear with the imaging gift.

10. You must remember your drawing doodles and noengfdifficulties that may be
encountered during the experiment.

11.You will be asked by email to log in the websiteeth times for both types Scan
and Paint:
1. After you have finished the full registration.
2. After two weeks.
3. After one month.

12. At the end, a questionnaire will be distributedhe participants.

Good e/
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Evolution of using Doodles website

Part 1:

1- User Id:

2- Level of education:
Primary school [ ] High school [ |  Undergraduate| | Postgraduate| |
Un-educated [ |

Part 2:

3- Do you create an account with passdoodles.ceea [ |  No [ ]

*If (No) Can you tell us the reasons of not creating tieewa (including the difficulties
you have faced)

4-Please answer all Usability questions about thlesite in the next table:

strongly disagree(1)................ strongly agree(7)

1 |2 |3 |4 |56 |7 |N/A

| think that | would like to use this website
frequently

2 | | found the website unnecessarily complex

3 | I thought the website was easy to use

213




Appendix D

PhD Thesis

Sep 2013

| think that | would need the support of a

4 technical person to be able to use this website.

5 | found the various functions in this website
were well integrated

6 | thought there was too much inconsistency in
this website

- | would imagine that most people would learn to
use this website very quickly

8 | I found the website very cumbersome to use

9 | I felt very confident using the website

10 | needed to learn a lot of things before | coulo

get going with this website

5- Do you logged in to passdoodles.com Yes|:|

*If (No) Canyou tell us the difficulties which prevented yaarh logging in:

Part 3: Registration Based Scan

6- Do you complete full registration with scan typees[ ]

If no, Can you tell us the reasons :
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7- How long did you spend to finsh your drawingcan and submit the form(Estemated Time in
minutes)

8- Can you tell us what did you do with the Forreafou scanned:
Keep it[ ] through [ ] secdisposal €x: burned, rip,..] ]

Part 4. Registration Based Paint

9- Do you complete full registration with paint g/p Yes |:| No [ ]

If no, Can you tell us the reasons :

10- How long did you spend to finsh your drawingl aabmit the form (Estemated Time in
minutes)

11- Can you tell us what did you do with the Forfterayou submitted:

Saved it on the computd__] dele{ } Saved it with secure met(®d
encrypt the file, saved with passwor)j,|:|

Part 5: Summary

12- Can you tell us which type do you liked more:

Scantypd |  Paintty[ |

Scan type(please tick)

1 (Not at all) 2 3 4 5 (alot)
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Paint type (please tick)

1 (Not at all) 2 3 4 5 (alot)

Could you please provide us with your opining about

13- Advantages and disadvantages of using Scan type

15- Can you tell us have you used one of the Feorhelp your memorability to login:

Yes[ |  N{]

Which type: Scan typ[_| Paintty | Bot{ ]

16- Could you please provide us with any extra estigns or further notes that can help

us to develop the website:

Thank you (s very much for your cooperation and yparticipation.

“Some teople make the workd SPECTAL jnot by being in it”
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Appendix E

Preventing Shoulder-Surfing
Instructions and
Questionnaire
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Instructions

Thank you for agreeing to participate in today'pexment. You are about to participate in

an experiment to test the use of doodles as padswdoday’s experiment will consist of

four stages. Each stage represents different wayshoosing the pass doodle. This

experiment will be performed by a team. Each teamtans one user and one observer.

Please take your time to read the instructionsvbébounderstand both roles.

User participant:

1.

6.

The user will be given 4 doodle passwords befoagtisg the experiment, one
doodle for each stage.

Register your username to start the experiment.

16 doodles will be displayed on the screen for edabje and one of these doodles

is the password.

For the first three stages, you have to enter timber or the letter that matches the

given password for each stagéou do not use the mouse for these three stages

(Once you finish typing the number or the lettezgzrtheEnter key )

In the final stage, you need to use the mouseléxtsglick) the password of this

stage.

After you have finished this experiment there s@rall questionnaire to answer.

Observer participant:

1.

The user will be given 4 doodle passwords befoagtisg the experiment, one

doodle for each stage.

. 16 doodles will be displayed on the screen for estae and one of these doodles

represents the given password of the user.

The observer will be given a form what you thinke tipassword is for all

experimental stages.
You need to try and observe the password thatgsbeeantered for all stages.

Your observations can be recorded by either drawiirey expect password or
writing the number or the letter of the expect passl down on the form given.
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Doodles Questionnaire

Team

strongly |1 |2 |3 |4 | 5| 6| 7]strongly | N/A
disagree agree

1 | Overall, | am satisfied with how
easy it is to use this system

2 | It was simple to use this system

3 | | feel comfortable using this
system

4 | It was easy to learn to use this
system

5 | The information provided for the
system is easy to understand

6 | The organization of information
on the system screens is clear

7 | The interface of this system is

pleasant

8 | I like using the interface of this
system

9 | Overall, | am satisfied with this
system

10 | *| feel more comfortable
using stage( type) number:

11| *| do not like to use stage
(type) number:

12 | | feel stage (type) number : is
more secure

*10 why | feel this type is more comfortable:

*11 why | do not like this type:

List the mosnegativeaspect(s):

List the mospositive aspect(s):

Thank you for your time! Please return completed questionnaires
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Observer form

*Draw the expect password or write down the number or the letter of it for each stage.

Stage 1 Stage 2

Stage 3 Stage 4
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